	
	
	Tips for preventing fraud and identity theft
The Maine Bureau of Financial Institutions provides the following information to help you protect your personal and financial information.:
Personally Identifiable Information
· Always keep your purse and/or wallet in your possession.
· Keep your personal information, such as bank or credit card statements, social security numbers, medical information, etc. in a safe place. This is especially important if you have a roommate, employ outside services, or are having work done in your home.
· Do not carry your social security card with you.
· Shred any documents containing personal information before discarding.
· Review your bank statements (or online banking) regularly to check for suspicious activity or transactions. Report any problems or unusual charges immediately.
· Report lost or stolen debit & credit cards as soon as possible.
Passwords
· Use a strong password.  (Minimum 8 -14 characters, mix of upper and lower case letters, numbers, and special characters)
· Store your passwords securely.  
· Don’t use the same password for everything you do.  Set different passwords for online banking, social media, and shopping, etc.  
· Don’t use a password that contains information that can be found on your social media sites (e.g.  pet’s name).
· Protect your password.  Do not give your password to anyone.  A financial institution or credit card servicer will not initiate contact with you and ask for your social security number or password.
Public and Private Wi-Fi
· Know what your device is connecting to.
· Don’t use unsecured public Wi-Fi to conduct financial transactions or inquiries.
· Consider changing your mobile settings so your device doesn’t automatically connect to nearby Wi-Fi.
· Change the default administrator password on your personal firewall device.
Computers and Email
· Keep your computer up-to-date and use anti-virus software.
· Do not install software from unknown websites or CDs.
· Do not use an automatic log-in feature that saves your user name and password.
· Log off software when done.
· Do not click on links or attachments in emails if you are not expecting them, if they appear suspicious, and/or from people you do not know.
Watch for red flags (warning signs) 
· Unexplained charge or withdrawal
· Failing to receive an expected bill
· Receiving a credit card for which you did not apply
· Denial of credit for no apparent reason
· Calls from debt collectors or companies about merchandise or services you did not purchase.
Recommendations
· Order a “free” credit report from each of the three Credit Reporting entities and review for accuracy: 
	Equifax
	1-800-685-1111
	equifax.com

	Experian
	1-888-397-3742
	experian.com

	TransUnion
	1-800-916-8800
	transunion.com


· Consider “freezing” you credit reports to help prevent unauthorized loans or services in your name.
· Deposit your outgoing mail in post office collection boxes or at your local post office, rather than in an unsecured mailbox.
· If something seems too good to be true, it likely is.
· Stay vigilant; do not allow scammers to lure you in, play on your emotions, or solve phony problems 
· If you notice suspicious transactions on your accounts, take action. 
· Only carry what you need, for example if you have a department store credit card but do not intend to go to that store, leave that credit card at home.
· Memorize your passwords, do not write them down on the back of your card or on a slip of paper in your wallet.

	








If you have questions or concerns, please telephone the Maine Bureau of Financial Institutions; our agency’s consumer outreach specialist would be happy to help.  Additionally, more detailed information about various topics above can be found in the “Consumer Library” section of our website.

Maine Bureau of Financial Institutions
36 State House Station
Augusta, ME  04333-0036
207-624-8570
1-800-965-5235
[bookmark: _GoBack]www.maine.gov/pfr/financialinstitutions
