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Purpose of Plan

This risk management plan describes how risk identification, quantitative analysis, response planning, monitoring, and control will be structured and performed during the DOL EAC - UI Project.  Responses to individual risks will be identified and addressed in the Risk Response Plan.  

Risk Management Methodology

This methodology establishes a common format to risk quantification, based on easily understood numerical scales.  These assist in realizing and focusing on the true impact of each risk, and in the determination of appropriate risk-reducing responses.  After risk identification and categorization, the following three parameters for each risk are quantified and are used to determine overall risk exposure:


Probability:  This is an assessment of the probability of an occurrence of the risk, given the responses identified, and the other factors or risks on which it is dependent.  

Impact:  This is an estimate of the overall scale of the impact following an occurrence of each risk.  

Level of Control:  This indicates the relative control that can be exerted on the probability of the risk occurring.  Level of control attempts to introduce a ‘modifier’, which quantifies the level of control that can be exerted over implementing that response.  For example, the implementation of a risk response may need to be performed by an external contractor or body, and is outside of the direct control of the management team.  This is a risk in itself.  
To complete risk analysis, a final factor, risk exposure, numerically scales each risk according to its overall level of exposure considering the three defined risk parameters, as shown in the expression below:

	Risk Exposure    =
	Probability  x  Impact
Level of Control


The premise is that a risk with a high probability, high impact and low Level of Control are those risks that indicate a high level of exposure.  Similarly, those risks with a low probability, low impact, and high control offer the lowest levels of exposure.

Prioritization: The final risk analysis process in the methodology is the prioritization of risks according to their potential effect on project objectives.  The time criticality (near term, far term) of risk-related actions may magnify the importance of a risk.  Risks can then be prioritized: i.e.  critical, high, medium and low.  Prioritization will occur after overall risk exposure is determined.  Risks may also need to be grouped by those risks that require immediate attention and those that can be handled in a later part of the project.

Roles and Responsibilities

	Risk Role
	Responsible
	Risk Management Responsibilities

	Overall Risk Management 
	Project Manager
	Prepare and manage all aspects of the Risk Management Plan.  

	Risk Management
	Steering Committee
	Active participation identifying, assessing and mitigating risks.  Risks that cannot be managed on the project level will be escalated to this team.

	Risk Identification 
	Stakeholders
	Help identify, assess, and mitigate risks during the project.


Budgeting

The budget for risk management in this project will be derived by multiplying the risk probability by the cost impact on the project.  This will give weighted risk contingency amounts which should be added together to become the risk contingency budget.   This will be done on the risk contingency worksheet.  An example follows:

	Risk
	Risk Probability
	Cost Impact
	Risk Contingency

	A
	.8
	$10,000
	$8,000

	B
	.3
	$30,000
	$9,000

	C
	.5
	$8,000
	$4,000

	D
	.10
	$40,000
	$4,000

	E
	.3
	$20,000
	$6,000

	Total
	
	$108,000
	$31,000


An additional 5% may be requested to cover unknown risks.
Timing

The initial risk assessment will be performed at the beginning of the project.  The risk management process will be conducted throughout the project life cycle, with formal scheduled reviews at least bi-weekly.  Detailed risk response plans will be revisited throughout project execution (at least bi-weekly) to ensure they are working as expected.
Scoring and Interpretation

The project will rate each identified risk based on the likelihood that the risk event will occur and the effect on the project’s objectives if the risk event occurs.  This will be a subjective evaluation based on the experience of those assigned to the project’s risk management team.
The default rating/scoring system is as follows:

Probability 
The Probability is rated on the following scale:

	5
	Extremely likely occurrence

	4
	Probable occurrence

	3
	Possible occurrence

	2
	Unlikely occurrence

	1
	Highly improbable occurrence


Impact

The Impact Score is rated on the following scale:

	 
	Scale
	Impact Description

	5
	Critical Impact
	Threatens the success of the project.

	4
	High Impact
	Significant disruption to project schedule, cost, and products over the medium and long terms.  Probable occurrence. 

	3
	Medium Impact
	Progress disrupted with large extensions to schedule and cost, across short and medium terms.

	2
	Moderate Impact
	Progress disrupted with manageable extensions to short-term schedule and cost.

	1
	Marginal Impact
	Exposure slight.


Level of Control
Level of control is rated as follows:

	5
	Total
	Direct control

	4
	Moderate
	‘Hands-on’ control

	3
	Shared
	Partnered control

	2
	Minimal
	Realistic control

	1
	No control
	


Risk Exposure

Risk Exposure is indicated in the expression below:
	Risk Exposure   =      
	Probability x Impact

	
	Level of Control


Thresholds

The three parameters will be entered into the risk spreadsheet.  The sponsor will determine the threshold for risk exposure.  This threshold will be used to determine the status of high, medium or low risk.  For example if the sponsor chose that a risk exposure greater than an 8 would be considered high-risk.  Scores greater than 1 and less than 8 are medium risks, and any scores below 1 will be considered low risk.  ????? not sure need this chart????????/
	Probablity of Occurrence
	Consequences of Impact
	Weighting= (Probability * Impact
	Level of Control
	Exposure =Weighting/ level of control

	5
	5
	25
	1
	25.00

	4
	4
	16
	2
	8.00

	3
	3
	9
	3
	3.00

	2
	2
	4
	4
	1.00

	1
	1
	1
	5
	0.20


The Project Team will develop a full response plan for each item rated as high risk.  These are the risks that will have a response/mitigation plan created for them.  The project team can create a response plan for any medium risk item where they deem it necessary.  However, in general no response plan is required for Medium risk items.  No action is required for low risk items.  All risks are monitored on a regular basis to ensure that they have not moved into a different exposure ranking.
All Risk items with a response plan are to be entered into the EAC – UI Risk Response Plan document.

Communication

Written communication of Risk Management progress and status between the Project Manager and the Project Sponsor is facilitated through the risk section of the Biweekly Status Report.  Additionally, meetings will be conducted on a scheduled basis as follows:
· Risk Identification Meetings.  It is during this process that the current risk list is reviewed and updated.

· Steering Committee Review Meetings.  A summary of the top risk items for the project is included in Steering Committee Review Meetings.  The summary should be no more than one page in length and should list the risk, state the defined resolution, and indicate the current status.

· Project Status Meetings.  On a regular basis, the individual responsible for the risk should report to the project status group on the current status of project risk.  A written summary should be provided on the risk form, including information on all contingency plans currently under way.

Tracking and Auditing

Inherent Risk Checklist

Initial Risks will be discovered through the use of the Inherent Risk Checklist.  This checklist is published as a separate document.

Risk Log

The Risk log is an Excel Workbook comprised of the following worksheets:  Risk Identification, Risk Assessment, Risk Contingency, Risk Response Plan, and Risk Tracking log. Each identified risk will be entered into the Risk Identification Spreadsheet, and assessed in the Risk Assessment spreadsheet.  The Risk Contingency spreadsheet should be completed to determine any monetary impact.  Any risk that meets the threshold criteria will be entered into the Risk Response spreadsheet.  Changes to risks over time should be captured in the bi-weekly Risk Tracking log.  Each risk should be assigned a number as a unique identifier that does not change over the life of the project and that is also used on the Project Status Report, and all Risk Spreadsheets.  Examples of each these spreadsheets are shown below:  

Risk Identification Spreadsheet
	Risk ID
	Date Reported
	Risk Category
	Risk Description

	Provide a unique identifier
	Enter the date the risk was first reported
	Enter Technical, Schedule, Funding, Project Management, Quality, Organizational, or External
	A risk event statement states (1) what might happen in the future and (2) its possible impact on the project.

	R1
	
	
	

	R2
	
	
	

	R3
	
	
	

	R4
	
	
	


Risk Assessment Spreadsheet
	Risk ID
	Risk Descrip-tion
	Probablity of Occurrence
	Consequence of Impact
	Weighting
	Level of Control
	Expo-sure 
	Risk Impact Description
	Prior-ity for action

	Unique id
	Risk event statement 
	Enter    
1 = Highly Improbable 
2 = Unlikely 
3 = Possible 
4 = Probable 
5 = Extremely likely
	Enter: 
1 = Marginal impact
2 = Moderate
3 = Medium 
4 = High 
5 = Critical
	Probability * Impact
	Enter: 
1 = No control
2 = Minimal 
3 = Shared 
4 = Moderate
5 = Total
	Weigh-ting/ level of control
	List the specific impact the risk could have on the project schedule, budget, scope, and quality
	Enter: High, Med, Low

	R1
	
	
	
	
	
	
	
	

	R2
	
	
	
	
	
	
	
	

	R3
	
	
	
	
	
	
	
	

	R4
	
	
	
	
	
	
	
	


Risk Contingency Spreadsheet

	Risk Id
	Risk Description
	Estimated Impact
	% Likelihood
	Risk Contingency

	
	
	Labor $
	Nonlabor $
	Expenses
	Schedule
	
	Labor $
	Nonlabor $
	Expenses
	Schedule

	R1
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	R2
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	R3
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	R4
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	 
	 
	 
	 
	 
	 
	 
	0
	0
	0
	 

	Total Risk Contingency
	 
	 
	 
	 
	 
	0
	0
	0
	 


Risk Response Spreadsheet
	Risk ID
	Risk Category
	Risk Description
	Risk Strategy
	Actions Taken/To Be Taken
	Assigned To

	
	
	
	Enter: Avoid, Transfer, 
Mitigate, Accept, 
Investigate
	 List any agreed upon actions that support the chosen risk strategy
	Assign responsibility 
to an individual for 
follow-up 

	R1
	
	
	
	 
	 

	R2
	
	
	
	 
	 

	R3
	
	
	
	 
	 

	R4
	
	
	
	
	


Risk Tracking Log

	Feb-09
ID
	Current Month Rank
	Last Month Rank
	Risk Event
	Comment on Current Status of Risk and any change from prior month

	
	 
	 
	 
	 List any changes during the monitoring of this risk

	
	 
	 
	 
	 

	
	 
	 
	 
	 

	
	 
	 
	 
	 


Project Management Plan Approval

The undersigned agree to implement this Risk Management Plan for the Electronic Access Card –Unemployment Insurance Project – ‘EAC – UI’.

______________________________________
___________________

DOL Commissioner — Laura Fortman



Date

______________________________________
___________________

Project Executive Sponsor — Laura Boyett


Date

______________________________________
___________________

Project Sponsor – Carol Webb




Date

______________________________________
___________________

Agency IT Director — Steven Campana



Date

______________________________________
___________________

Project Manager – Lavana Snyder




Date

______________________________________
___________________

Project Management Office — Mary Silva



Date
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