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Maine State Government 
Dept. of Administrative & Financial Services 

Office of Information Technology (OIT) 
 

User Device and Commodity Application Policy 
 
1.0. Statement 
1.1. Maine State Information and Communication Technology exists exclusively for 

official Maine State business. The purpose of this Policy is to ensure that Maine State 
Information and Communication Technology is best positioned to facilitate official 
Maine State business, while complying with relevant Federal and State laws, as well 
as general industry best practices. This policy also contains directives regarding 
allowable applications, both resident on the device, as well as consumed remotely. 

 
2.0. Definitions 
2.1. Adware: An application that is specifically designed to display advertising content 

without the consent of the user. 
 
2.2. Commodity Cloud Application: An application that is consumed from the Internet, 

exclusively on the basis of an (most likely, non-negotiable) End-User License 
Agreement (EULA) or Terms of Service, i.e., without a dedicated and/or negotiated 
purchasing contract. Could be either free, or against a usage fee. 

 
2.3. Malware: An application specifically designed to disrupt, damage, or gain 

unauthorized access to an electronic device. 
 

2.4. Open Source Asset: An application which is created using source code that anyone 
can inspect, modify, and enhance. 
 

2.5. Plug-in Application: A software component that adds a specific feature to an existing 
computer program. 
 

2.6. Terms & Conditions (End User License Agreement, Terms of Service): General and 
special arrangements, provisions, requirements, rules, specifications, and standards 
that form an integral part of an agreement or contract. For the purposes of this 
Policy, Terms & Conditions, End User License Agreement (EULA), and Terms of 
Service are used interchangeably. 

 
2.7. User Device: Integrated computing and communication device, intended for end-

users. Includes workstations, laptops, notebooks, tablets, smartphones, personal 
digital assistants, etc. For this Policy, divided into two categories: State-issued, and 
other devices used to conduct State business. 
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3.0. Applicability 
3.1. This Policy applies to all Maine State Executive Branch:  

3.1.1. Personnel, both employees and contractors;  
3.1.2. User Devices, irrespective of whether they are State-issued, or other devices 

used to conduct State Executive Branch business; and 
3.1.3. Applications, both resident on the device, as well as consumed remotely.  

 
4.0. Responsibilities 
4.1. Agency Management: 

4.1.1. Ensure that their personnel are aware of, and compliant with, this Policy. 
4.1.2. The Agency Management responsibility is especially relevant for Commodity 

Cloud Applications that are chosen by Agency Business personnel. 
4.1.3. Collaborate with OIT in owning, interpreting, executing, and enforcing this 

Policy. 
 

4.2. OIT Architecture and Policy: 
4.2.1. Facilitates the thorough interrogation of new technology or application 

solutioning requests. 
 

4.3. OIT Information Security Office: 
4.3.1. Collaborates with Agency Management and OIT Architecture and Policy to 

ensure all IT Commodity Cloud Applications have been thoroughly vetted for 
security posture and State risk. 

 
4.4. OIT Management: 

4.2.1. Collaborate with Agency Management in owning, interpreting, executing, and 
enforcing this Policy. 

4.2.2. The OIT Account Managers are liaisons with the Agency business partners. 
 

4.3. OIT Vendor Management Office: 
4.3.1. Collaborates with Agency Management and OIT Architecture and Policy to 

ensure all IT Commodity Cloud Application Terms & Conditions have been 
thoroughly vetted. 

 
5.0. Directives 
5.1. Any personal use of a State-issued User Device must be incidental in nature, and 

must not interfere with official Maine State business. 
 
5.2. Any State-issued User Device may be monitored and audited for many purposes, 

including protecting against unauthorized usage, and ensuring the security and 
optimal functioning of the Maine State network. 
 

5.3. Any unauthorized use of a State-issued User Device may result in discipline, up to 
and including, dismissal. 
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5.4. Unless instructed to do so in the performance of official duties, State-issued User 
Devices must not be used to create, record, store, copy, transmit, distribute, image, 
modify, print, download, or display inappropriate or unprofessional materials that 
demean, denigrate, or harass individuals, or groups of individuals, on the basis of 
race, ethnic heritage, religious beliefs, disability, sexual orientation, or gender, 
regardless of whether it was intended to demean, denigrate, or harass any employee 
or group of employees. This prohibition applies regardless of whether the personnel 
is on-duty or off-duty.  

 
5.5. Unless instructed to do so in the performance of official duties, State-issued User 

Devices must not be used to create, record, store, copy, transmit, distribute, image, 
modify, print, download, or display materials that involve nudity, are sexually 
explicit, or pornographic in nature. This prohibition applies regardless of whether 
the personnel is on-duty or off-duty. 
 

5.6. State personnel shall not use any State-issued User Device for any commercial, 
outside business, or for-profit activity. 
 

5.7. No State business may be conducted through personal email accounts. This 
prohibition applies irrespective of whether the device is State-issued, or otherwise. 
 

5.8. Users do not have administrative access to the State-issued User Devices assigned to 
them. 
 

5.9. Only applications that satisfy all of these criteria may be installed on State-issued 
User Devices: 
5.9.1. Agency agreement on business-relevance 
5.9.2. Certified safe by OIT from a Cybersecurity standpoint 
5.9.3. Certified for usage by OIT Vendor Management (who also verifies with the 

Attorney General’s Office, as needed). 
5.9.4. Proof-of-Purchase, or Appropriate Free-use License 
5.9.5. Availability of the native operating system installer 
5.9.6. Availability of the License Key 

 
5.10. Should there arise any difference of opinion regarding the business-relevance of an 

application, the OIT Account Manager will conduct a review with the Agency Senior 
Management. If the Agency Senior Management agrees on the business-relevance of 
that application, then that application will be allowed, contingent on fulfillment of 
the other criteria. 
 

5.11. All applications installed on State-issued User Devices must be kept current under 
the support regime of the original vendor.  
 

5.12. All risk associated with using an end-user application is explicitly borne by the user, 
and the sponsoring agency. 
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5.13. This item is about the use of Commodity Cloud applications for State business, and 
applies irrespective of the User Device. 

 
5.13.1. Commodity Cloud Applications that purport to be “free” to individual 

consumers may not actually be free to Government consumers. Also, many 
such applications follow the so-called “freemium” model, where a basic 
version is free, but as the user gets used to the application, certain additional 
features are charged a fee. Another variant is to make the application free 
until an arbitrary usage threshold is reached, beyond which a fee is triggered. 
Either way, any application used for State business must always be compliant 
with its licensing terms, including all applicable usage fees. 

 
5.13.2. Security is foundational to everything else. A Commodity Cloud Application 

may be a carrier of Adware or Malware. If security controls of the Commodity 
Cloud Application do not meet the minimum requirements of the data being 
transacted by the application, then such an application cannot be used for 
State business. The OIT Chief Information Security Officer (CISO) remains the 
final arbiter on the suitability of a Commodity Cloud Application for State 
business. 

 
5.13.3. It is critical to thoroughly interrogate the Terms & Conditions, and all IT 

applications must be vetted through the IT Vendor Management office before 
accepting them. 

 
5.13.3.1. The governing jurisdiction for dispute resolution is not likely to be 

the State of Maine. It requires verification with the Attorney 
General’s Office if that is acceptable. 

 
5.13.3.2. The OIT Remote Hosting Policy1 (Section 4.1.7.12) explicitly 

demands that “Data residency remains in the Continental United 
States at all times.” 

 
5.13.3.3. Data remains a strategic asset for the State, and the State always 

retains sovereign ownership of its own data. At the end of the 
engagement, it must be possible to retrieve State data back from 
the application vendor. 

 
5.13.3.4. Privacy is foundational. Therefore, special attention must be paid to 

the Privacy provisions of the application vendor. It is common for 
the vendors of Commodity Cloud Applications to outsource certain 
functions to other parties. If that is the case, then it is essential to 
interrogate the Privacy Polices of these other parties as well. 

 
 

1 https://www.maine.gov/oit/policies/RemoteHostingPolicy.pdf 
 

https://www.maine.gov/oit/policies/RemoteHostingPolicy.pdf
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5.13.3.5. All relevant Federal and State Laws, Regulations, Statutes, and 
Rules remain in full force, including, but not limited to, FOAA2, 
Retention3, and Notice of Risk to Personal Data4. 

 
5.13.3.6. By default, most vendors enable auto-renewal on a monthly basis. 

However, it may not always be in the best interests of the State to 
do so. Therefore, caution must be exercised. 

 
5.14. For Commodity Cloud Applications, the boilerplate Limitation of Liability, 

Indemnification (State held harmless), and Legal Jurisdiction for Dispute Resolution 
are more likely to be in favor of the vendor, as opposed to the State. In most cases, 
the vendor may be unwilling to modify any of these provisions. This presents an 
intrinsic risk which any user/agency of the application must assume. 
 

5.15. This item relates to requests for new technology and application solutioning 
requests for State business, and applies irrespective of the User Device. 

 
5.15.1. Whenever an agency/user would like to add or purchase a new technology or 

application, they must send an email to the MaineIT New Technology 
Requests inbox (MaineIT.NewTechRequests@maine.gov).  
 

5.15.2. The email must include the business justification describing why the new 
technology or application is necessary for business purposes. The supervisor 
of the requesting user/agency must be copied on the email to ensure the 
approval of the request.  

 
5.15.3. The OIT Architecture and Policy Team facilitates new technology or 

application requests by completing with subject-matter experts;  
5.15.3.1. A thorough interrogation of the new technology or application 

security posture; and 
5.15.3.2. A thorough interrogation of the new technology or application 

Terms & Conditions and End User License Agreement. 
 

5.15.4. OIT communicates the outcome (approval or denial) of all new technology or 
application requests back to the agency/user who initiated the request.  
 

5.16. This item relates to the use of plug-in applications for State business, and applies 
irrespective of the User Device. 

 

 
2 http://www.mainelegislature.org/legis/statutes/1/title1ch13sec0.html 
3 https://www.maine.gov/sos/arc/records/state/index.html 
4 http://www.mainelegislature.org/legis/statutes/10/title10ch210-bsec0.html 

http://www.mainelegislature.org/legis/statutes/1/title1ch13sec0.html
https://www.maine.gov/sos/arc/records/state/index.html
http://www.mainelegislature.org/legis/statutes/10/title10ch210-bsec0.html
mailto:MaineIT.NewTechRequests@maine.gov
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5.16.1. Whenever an agency/user would like to add an extension or plug-in to an 
OIT-approved product, they must send an email to the MaineIT New 
Technology Requests inbox (MaineIT.NewTechRequests@maine.gov).  
 

5.16.2. The email must include the business justification describing why the 
extension or plug-in is necessary for business purposes. The supervisor must 
be copied on the email to ensure the supervisor has approved the request.  
 

5.16.3. OIT reserves the right to immediately deny the request based on obvious 
weaknesses or the determination that the extension or plug-in is not 
necessary for business use, in which case the rejection will be communicated 
to the requestor within three (3) business days.  

 
5.16.4. Otherwise, as long as the core (or main, or underlying) product is kept fully 

updated with patches and/or upgrades, any extension or plug-in that does 
not require an independent operating system installation is granted 
provisional approval. However, depending upon how the extension or plug-
in behaves with respect to other compensating controls resident on OIT-
managed devices, and the general opinion of the industry at-large regarding 
these extensions or plug-ins, and the discretion of the CISO, this provisional 
approval may be rescinded downstream. 

 
5.17. For any open-source asset, the quality, reliability, privacy, and security of the 

application is contingent upon the pace and thoroughness with which the open-
source community responds to issues as they arise, as opposed to a corporate 
service level agreement. This presents an intrinsic risk which any user/agency of 
open-source products must assume. 

 
6.0. Document Information 
6.1. Initial Issue Date: 22 January 2020 
6.2. Latest Revision Date: 21 July 2020 
6.3. Point of Contact: Enterprise.Architect@Maine.Gov 
6.4. Approved By: Chief Information Officer, OIT 
6.5. Legal Citation:  Title 5, Chapter 163: Office of Information Technology 5 
6.6. Waiver Process: Waiver Policy6 

 
5 https://legislature.maine.gov/statutes/5/title5ch163sec0.html 
6 https://www.maine.gov/oit/policies/waiver.pdf 

mailto:MaineIT.NewTechRequests@maine.gov
mailto:Enterprise.Architect@Maine.Gov
https://legislature.maine.gov/statutes/5/title5ch163sec0.html
http://www.maine.gov/oit/policies/waiver.pdf

	User Device and Commodity Application Policy

