	Brick: External (State Customers) Identity/Authentication    -    Identify Who Users & Computers Are  - Prove It & Authorize ID Use
Domain: Authentication
Effective Date: October 2, 2012

	Current 
	New Development in Two Years
	New Development in Five Years

	1. Baseline Technology (Approved & Supported for Current Usage.)
Active Directory 2008 NTLMv2

Certificates (individual)
RSA SecureID (non-CS) & Tokens
	2. Mainstream Targets (Primary candidates for future deployment.) 
Kerberos (AD 2008 & UNIX)

RSA SecureID (CS)
SAML

	3. Retirement Targets (Exit ASAP.) 
LAN Manager & NTLM V1 (Windows, AD  & Samba) 
Basic Authentication
No Authentication
	4. Tactical Deployment (May be piloted during the next two years, by permission of the CIO, in the absence of defined Mainstream Targets.)

	5. Strategic Direction (Secondary candidates for future deployment, depending on market trends, but essentially the same technology and revenue model as the Mainstream Targets.) 

Kerberos (dependent on external LDAP)
“Public” MS-AD forest.

	6. Containment Targets (Current usage OK. NO further proliferation. Long-term exit plan.) 
Local Computer or Application Specific UserID Authentication
Passwords based authentication (UNIX, Windows, Database, Applications)
	7. Emerging Technologies (New technology and/or revenue model that could potentially disrupt the Strategic Direction. May undertake R&D evaluation by permission of the CIO.) 

None Identified

	8. Implications, Dependencies & Rationale
Although Active Directory has been designated by OIT as the authoritative internal Directory for State Government, it is not an authoritative external Directory for State Government.




