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Agenda
•Introductions
•Demo
•Maturity Model 
•Other resources
•Q&A



Introductions



© 2024 KnowBe4, Inc. All rights reserved.    4

Meet Your KnowBe4 Team

•Riley Hall 
Customer Success Manager

•Erin Ireland
Director Customer Success

•Sabrina Mitchell
Account Manager



KnowBe4 Demo 
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Phish Email 
Example

Landing 
Page 

Example
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Users login to 
Learner 

Experience

Review 
reports/metrics

Send 
Reminders if 

needed

User 
completes

Send Welcome 
Email 
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Learner 
Experience

User’s 
training 
portal
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35+ 
Languages

Over 2k 
pieces of 
content

11 Content 
Publishers
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● Phish Alert Button - Free Reporting Tool 
● Smart Groups - Dynamic groups to 

automatically adjust who gets what 
● Learner App - allow users to take from 

mobile device 
● Executive Reporting - customizable 

reporting  
● Security Roles - delegate specific access 

to console 
● SEI Landing Pages - point of failure 

feedback 
● AI-Recommended Training
● Callback Phishing - entices user to call 

phish number 

Other 
Capabilities



Security Culture 
Maturity Model 
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Security Culture Maturity Model - What is it?
S

C
M

M

Security Culture
is defined as the ideas, 
customs and social 
behaviors of a group that 
influence its security.

Security Culture 
Maturity Model
is an evidence-driven 
framework for 
understanding and 
benchmarking the current 
security related maturity of 
an organization.

Link to resource

https://www.knowbe4.com/hubfs/Security-Culture-Maturity-Model-WP_EN-US.pdf?hsCtaTracking=24c36a2c-2f58-4838-83ca-66e1ad0a6bb6%7Cdbfdab2f-9660-4073-ac88-e93fd6e37fbf
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Security Culture Maturity Model
Current Score: [X]

Level 1 Basic compliance ● “Checking a box”
● Annual training
● Limited buy-in

Level 2 Security Awareness 
Foundation

● Annual + New Hire training
● Monthly phishing simulations
● Leadership buy-in

Level 3 Programmatic Security 
Awareness & Behaviors

● Additional SAT tools added to program (SAPA/SCS)
● Quarterly & Remedial Training + Monthly simulated 

phishing
● Leadership driven Security Awareness focus

Level 4 Security Behavior 
Management
(“The Human Firewall”)

● Continuous training across a variety of delivery methods 
and audiences

● Integrated tools and resources to increase SA footprint
● Full organizational buy-in from top to bottom

Level 5 Sustainable Security Culture ● Programs that intentionally measures, shapes and 
reinforces the security culture

● Multiple methods of behavior-based encouragement
● Security values woven through fabric of entire 

organization



Additional Resources
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The result was The Inside Man, Season 1, a twelve episode storyline, featuring Mark, a relatable anti-hero hacker who has been tasked by a sinister ‘controller’ to 
infiltrate a company and help bring it down. Like all the best-loved TV dramas, the key to success was a binge-worthy, gripping storyline with a cast of funny, 
heroic, resourceful, colorful and skilled characters, whose exploits just had to be reprised for a second and third season. The rest, as they say, is history. The 
Inside Man ‘family’ have now reunited for a fifth season that sees them taking on cyber threats in far-flung parts of the globe. All the adventure, drama and action 
show no signs of slowing anytime soon. Join us!

What is The Inside Man?
The Inside Man series started out as a challenge: ‘is it 

possible to create a drama about information security that 
rivals anything seen on Netflix?’

GET THE INSIDE SCOOP: https://www.knowbe4.com/inside-man-webinar-odw

https://insideman.knowbe4.com/
https://www.knowbe4.com/inside-man-webinar-odw
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Home Course

Identify…

what security awareness is and why it’s 
essential to your online safety

Understand…

how cybercriminals use common tactics 
to mislead and manipulate you

Learn…

what you can do to protect yourself and 
those closest to you from cyberattacks

KnowBe4 Home Internet Security Awareness Training

Being aware of cyber threats isn't just for the workplace. This module explores a wide range 

of topics from email phishing scams and social media attacks to mobile device safety and 

password security. Bring security home with you; learn how cybercriminals target your 

personal accounts and what measures you can take to protect your information and your 

family with the KnowBe4 Security Awareness for Home module.

https://www.knowbe4.com/homecourse
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Security Culture Report

NEW this year!
Expanded analysis for 
six global regions plus 
an in-depth worldwide 
overview

Scoring
The best and worst 
scoring industries

Security Culture
Trends over time and 
regional breakdowns of 
security culture around 
the world

Best Practices
Improve your 
organization's security 
culture

20
24

https://www.knowbe4.com/security-culture-research-report-chn
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Phishing by Industry Benchmarking - 2024

https://www.knowbe4.com/resources/whitepaper/phishing-by-industry-benchmarking-report

https://www.knowbe4.com/resources/whitepaper/phishing-by-industry-benchmarking-report
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https://www.knowbe4.com/free-cybersecurity-tools/phish-alert-button


THANK YOU!


