Maine Cybersecurity Survey: Frequently Asked Questions

Cybersecurity Questions

e Questions #6 and 6a list federally provided resources. To learn more about each, please visit the
associated links:
o CIS Controls
CIS Benchmarks
CIS Hardware and Software Asset Tracker

CIS Endpoint Security Services (fee-based)
CISA’s Cybersecurity Performance Goals
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e Questions #8 and 8a list federally provided resources. To learn more about each, please visit the
associated links:
o Cybersecurity and Infrastructure Security Agency's (CISA) federally provided
vulnerability scanning services
24x7x365 Security Operations Center
Albert Network Monitoring & Management
Malicious Domain Blocking and Reporting
ISAC Threat Notification Service (IP.and domain monitoring)
CIS Managed Security Services (log monitoring)
CIS Endpoint Security Services (host monitoring)
EI-ISAC Endpoint Detection
Response and Email Protection Services
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e Questions #11 and 11a list federally provided resources. To learn more about each, please visit
the associated links:

CIS Secure Suite

CIS RAM

CIS Ransomware Business Impact Analysis Tool

ISAC Incident Response & other policy templates

CIS Hardened Images

Cyber Resiliency Review

CISA & MS-ISAC Ransomware Guide

Ransomware Readiness Assessment

CIS Community Based Defense in Depth model

CISA Online Toolkit
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e Question #18 lists federally provided resources. To learn more about each, please visit the
associated links:
o Known Exploited Vulnerability Catalog
o National Cybersecurity & Communications Integration Center
o National Threat Intelligence Platform



https://www.cisecurity.org/controls/v8?sc_camp=BB43A1FDB3874AABA535F539EDD34A19&gclid=CjwKCAjwoIqhBhAGEiwArXT7K5LIUgQh0hr1BlzdD8zmogOaTqTYU9GF-MjbcZbo5vjNwowR3Jl_lxoC7yUQAvD_BwE
https://www.cisecurity.org/cis-benchmarks
https://www.cisecurity.org/insights/white-papers/cis-hardware-and-software-asset-tracking-spreadsheet
https://www.cisecurity.org/services/endpoint-security-services?gclid=CjwKCAjwoIqhBhAGEiwArXT7K0pWYPVeLsAGhCeBe7a7M97QD_8rkI6jjW9oQYW6Q5X_K8WJ7oFseRoCRxUQAvD_BwE
https://www.cisa.gov/sites/default/files/publications/2022_00092_CISA_CPG_Report_508c.pdf
https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services
https://www.cisa.gov/topics/cyber-threats-and-advisories/cyber-hygiene-services
https://www.cisecurity.org/ms-isac
https://www.cisecurity.org/services/albert-network-monitoring
https://www.cisecurity.org/ms-isac/services/mdbr
https://www.cisecurity.org/ei-isac/ei-isac-services/vdp
https://www.cisecurity.org/services/managed-security-services-mss
https://www.cisecurity.org/services/endpoint-security-services?gclid=CjwKCAjwoIqhBhAGEiwArXT7K4gHbUTzWv5jjzT4_5JHlCs0Qj4-iv9OWpIPo0kF2BalQ3yp0fhJSBoCnPoQAvD_BwE
https://www.cisecurity.org/insights/spotlight/cybersecurity-spotlight-endpoint-detection-and-response-edr
https://www.cisecurity.org/cis-securesuite
https://www.cisecurity.org/insights/white-papers/cis-ram-risk-assessment-method#:%7E:text=CIS%20RAM%20(Center%20for%20Internet,CIS%20Controls)%20cybersecurity%20best%20practices.
https://www.cisecurity.org/insights/blog/connecting-cyber-risk-to-business-risk
https://www.cisecurity.org/-/jssmedia/Project/cisecurity/cisecurity/data/media/files/uploads/2021/11/NIST-Cybersecurity-Framework-Policy-Template-Guide-v2111Online.pdf
https://www.cisecurity.org/cis-hardened-images
https://www.cisa.gov/resources-tools/services/cyber-resilience-review-crr
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf
https://www.cisa.gov/news-events/alerts/2021/06/30/cisas-cset-tool-sets-sights-ransomware-threat
https://www.cisecurity.org/insights/blog/cis-introduces-v2-0-of-the-cis-community-defense-model
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fresources-tools%2Fresources%2Ffree-cybersecurity-services-and-tools&data=05%7C01%7Cekaster%40tidalbasin.rphc.com%7Ce633d93d9c2c401e522308db2f909c91%7Cf009051eb7f6444f87ae3622c748f8ed%7C1%7C0%7C638156070762254807%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=OhfNQcvx0ocO6NklmRr8xxEbpX7i8FLSi221bt4Bwv0%3D&reserved=0
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/sites/default/files/FactSheets/NCCIC%20ICS_FactSheet_NCCIC%20ICS_S508C.pdf
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ISAC Cybersecurity Advisories

ISAC Cyber Threat Intelligence Products & Real-Time Threat Feeds
ISAC Threat Notification Service

ES-ISAC Coordinated Vulnerability Disclosure Program
Penetration testing services (fee-based)

Network Vulnerability Assessment (fee-based)

Web Application Vulnerability Assessment (fee-based)



https://learn.cisecurity.org/ms-isac-subscription
https://www.cisecurity.org/ms-isac/services/real-time-indicator-feeds
https://www.cisecurity.org/ms-isac/services/real-time-indicator-feeds
https://www.cisecurity.org/ei-isac/ei-isac-services/vdp
https://www.cisecurity.org/services/penetration-testing
https://www.cisecurity.org/services/vulnerability-assessments
https://www.cisecurity.org/services/vulnerability-assessments
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