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1.  HIPAA definitions:
Business associate: (1) Except as provided in paragraph (2) of this definition, business associate means, with respect to a covered entity, a person who:

(i) On behalf of such covered entity or of an organized health care arrangement (as defined in §164.501 of this subchapter) in which the covered entity participates, but other than in the capacity of a member of the workforce of such covered entity or arrangement, performs, or assists in the performance of:

(A) A function or activity involving the use or disclosure of individually identifiable health information, including claims processing or administration, data analysis, processing or administration, utilization review, quality assurance, billing, benefit management, practice management, and repricing; or

(B) Any other function or activity regulated by this subchapter; or

(ii) Provides, other than in the capacity of a member of the workforce of such covered entity, legal, actuarial, accounting, consulting, data aggregation (as defined in §164.501 of this subchapter), management, administrative, accreditation, or financial services to or for such covered entity, or to or for an organized health care arrangement in which the covered entity participates, where the provision of the service involves the disclosure of individually identifiable health information from such covered entity or arrangement, or from another business associate of such covered entity or arrangement, to the person.

(2) A covered entity participating in an organized health care arrangement that performs a function or activity as described by paragraph (1)(i) of this definition for or on behalf of such organized health care arrangement, or that provides a service as described in paragraph (1)(ii) of this definition to or for such organized health care arrangement, does not, simply through the performance of such function or activity or the provision of such service, become a business associate of other covered entities participating in such organized health care arrangement.

(3) A covered entity may be a business associate of another covered entity. § 160.103

Direct treatment relationship means a treatment relationship between an individual and a health care provider that is not an indirect treatment relationship. § 164.501

Disclosure means the release, transfer, provision of, access to, or divulging in any other manner of information outside the entity holding the information. § 160.103

De-identified health information is health information that does not identify an individual and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual. Information can be de-identified using statistical methods (45 C.F.R. § 164.514(b)(1) or by removing specific information set in the HIPAA rules (45 C.F.R. § 164.514(b)(2).
Health care operations means any of the following activities of the covered entity to the extent that the activities are related to covered functions:

(1) Conducting quality assessment and improvement activities, including outcomes evaluation and development of clinical guidelines, provided that the obtaining of generalizable knowledge is not the primary purpose of any studies resulting from such activities; population-based activities relating to improving health or reducing health care costs, protocol development, case management and care coordination, contacting of health care providers and patients with information about treatment alternatives; and related functions that do not include treatment;

(2) Reviewing the competence or qualifications of health care professionals, evaluating practitioner and provider performance, health plan performance, conducting training programs in which students, trainees, or practitioners in areas of health care learn under supervision to practice or improve their skills as health care providers, training of non-health care professionals, accreditation, certification, licensing, or credentialing activities;

(3) Underwriting, premium rating, and other activities relating to the creation, renewal or replacement of a contract of health insurance or health benefits, and ceding, securing, or placing a contract for reinsurance of risk relating to claims for health care (including stop-loss insurance and excess of loss insurance), provided that the requirements of §164.514(g) are met, if applicable;

(4) Conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse detection and compliance programs;

(5) Business planning and development, such as conducting cost-management and planning-related analyses related to managing and operating the entity, including formulary development and administration, development or improvement of methods of payment or coverage policies; and

(6) Business management and general administrative activities of the entity, including, but not limited to:

(i) Management activities relating to implementation of and compliance with the requirements of this subchapter;

(ii) Customer service, including the provision of data analyses for policy holders, plan sponsors, or other customers, provided that protected health information is not disclosed to such policy holder, plan sponsor, or customer.

(iii) Resolution of internal grievances;

(iv) The sale, transfer, merger, or consolidation of all or part of the covered entity with another covered entity, or an entity that following such activity will become a covered entity and due diligence related to such activity; and

(v) Consistent with the applicable requirements of §164.514, creating de-identified health information or a limited data set, and fundraising for the benefit of the covered entity. § 164.501

Health plan means an individual or group plan that provides, or pays the cost of, medical care (as defined in section 2791(a)(2) of the PHS Act, 42 U.S.C. 300gg–91(a)(2)).

(1) Health plan includes the following, singly or in combination:

(i) A group health plan, as defined in this section.

(ii) A health insurance issuer, as defined in this section.

(iii) An HMO, as defined in this section.

(iv) Part A or Part B of the Medicare program under title XVIII of the Act.

(v) The Medicaid program under title XIX of the Act, 42 U.S.C. 1396, et seq.

(vi) An issuer of a Medicare supplemental policy (as defined in section 1882(g)(1) of the Act, 42 U.S.C. 1395ss(g)(1)).

(vii) An issuer of a long-term care policy, excluding a nursing home fixed-indemnity policy.

(viii) An employee welfare benefit plan or any other arrangement that is established or maintained for the purpose of offering or providing health benefits to the employees of two or more employers.

(ix) The health care program for active military personnel under title 10 of the United States Code.

(x) The veterans health care program under 38 U.S.C. chapter 17.

(xi) The Civilian Health and Medical Program of the Uniformed Services (CHAMPUS) (as defined in 10 U.S.C. 1072(4)).

(xii) The Indian Health Service program under the Indian Health Care Improvement Act, 25 U.S.C. 1601, et seq.

(xiii) The Federal Employees Health Benefits Program under 5 U.S.C. 8902, et seq.

(xiv) An approved State child health plan under title XXI of the Act, providing benefits for child health assistance that meet the requirements of section 2103 of the Act, 42 U.S.C. 1397, et seq.

(xv) The Medicare+Choice program under Part C of title XVIII of the Act, 42 U.S.C. 1395w–21 through 1395w–28.

(xvi) A high risk pool that is a mechanism established under State law to provide health insurance coverage or comparable coverage to eligible individuals.

(xvii) Any other individual or group plan, or combination of individual or group plans, that provides or pays for the cost of medical care (as defined in section 2791(a)(2) of the PHS Act, 42 U.S.C. 300gg–91(a)(2)).

(2) Health plan excludes:

(i) Any policy, plan, or program to the extent that it provides, or pays for the cost of, excepted benefits that are listed in section 2791(c)(1) of the PHS Act, 42 U.S.C. 300gg–91(c)(1); and

(ii) A government-funded program (other than one listed in paragraph (1)(i)–(xvi) of this definition):

(A) Whose principal purpose is other than providing, or paying the cost of, health care; or

(B) Whose principal activity is:

(1) The direct provision of health care to persons; or

(2) The making of grants to fund the direct provision of health care to persons. § 160.103

Indirect treatment relationship means a relationship between an individual and a health care provider in which:

(1) The health care provider delivers health care to the individual based on the orders of another health care provider; and

(2) The health care provider typically provides services or products, or reports the diagnosis or results associated with the health care, directly to another health care provider, who provides the services or products or reports to the individual. § 164.501

Marketing means:

(1) To make a communication about a product or service that encourages recipients of the communication to purchase or use the product or service, unless the communication is made:

(i) To describe a health-related product or service (or payment for such product or service) that is provided by, or included in a plan of benefits of, the covered entity making the communication, including communications about: the entities participating in a health care provider network or health plan network; replacement of, or enhancements to, a health plan; and health-related products or services available only to a health plan enrollee that add value to, but are not part of, a plan of benefits.

(ii) For treatment of the individual; or

(iii) For case management or care coordination for the individual, or to direct or recommend alternative treatments, therapies, health care providers, or settings of care to the individual.

(2) An arrangement between a covered entity and any other entity whereby the covered entity discloses protected health information to the other entity, in exchange for direct or indirect remuneration, for the other entity or its affiliate to make a communication about its own product or service that encourages recipients of the communication to purchase or use that product or service. § 164.501

Payment means:

(1) The activities undertaken by:

(i) A health plan to obtain premiums or to determine or fulfill its responsibility for coverage and provision of benefits under the health plan; or

(ii) A health care provider or health plan to obtain or provide reimbursement for the provision of health care; and

(2) The activities in paragraph (1) of this definition relate to the individual to whom health care is provided and include, but are not limited to:

(i) Determinations of eligibility or coverage (including coordination of benefits or the determination of cost sharing amounts), and adjudication or subrogation of health benefit claims;

(ii) Risk adjusting amounts due based on enrollee health status and demographic characteristics;

(iii) Billing, claims management, collection activities, obtaining payment under a contract for reinsurance (including stop-loss insurance and excess of loss insurance), and related health care data processing;

(iv) Review of health care services with respect to medical necessity, coverage under a health plan, appropriateness of care, or justification of charges;

(v) Utilization review activities, including precertification and preauthorization of services, concurrent and retrospective review of services; and

(vi) Disclosure to consumer reporting agencies of any of the following protected health information relating to collection of premiums or reimbursement:

(A) Name and address;

(B) Date of birth

(C) Social security number;

(D) Payment history;

(E) Account number; and

(F) Name and address of the health care provider and/or health plan.

§ 164.501

Protected health information means individually identifiable health information:

(1) Except as provided in paragraph (2) of this definition, that is:

(i) Transmitted by electronic media;

(ii) Maintained in electronic media; or

(iii) Transmitted or maintained in any other form or medium.

(2) Protected health information excludes individually identifiable health information in:

(i) Education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. 1232g;

(ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and

(iii) Employment records held by a covered entity in its role as employer.

§ 160.103

Public health authority means an agency or authority of the United States, a State, a territory, a political subdivision of a State or territory, or an Indian tribe, or a person or entity acting under a grant of authority from or contract with such public agency, including the employees or agents of such public agency or its contractors or persons or entities to whom it has granted authority, that is responsible for public health matters as part of its official mandate. § 164.501
Required by law means a mandate contained in law that compels an entity to make a use or disclosure of protected health information and that is enforceable in a court of law.Required by law includes, but is not limited to, court orders and court-ordered warrants; subpoenas or summons issued by a court, grand jury, a governmental or tribal inspector general, or an administrative body authorized to require the production of information; a civil or an authorized investigative demand; Medicare conditions of participation with respect to health care providers participating in the program; and statutes or regulations that require the production of information, including statutes or regulations that require such information if payment is sought under a government program providing public benefits. § 164.501

Research means a systematic investigation, including research development, testing, and evaluation, designed to develop or contribute to generalizable knowledge. § 164.501

Treatment means the provision, coordination, or management of health care and related services by one or more health care providers, including the coordination or management of health care by a health care provider with a third party; consultation between health care providers relating to a patient; or the referral of a patient for health care from one health care provider to another. § 164.501

Use means, with respect to individually identifiable health information, the sharing, employment, application, utilization, examination, or analysis of such information within an entity that maintains such information. § 160.103

2. 42 CFR Part 2 definitions:

Alcohol abuse means the use of an alcoholic beverage which impairs the physical, mental, emotional, or social well-being of the user. 42 C.F.R. § 2.11
Drug abuse means the use of a psychoactive substance for other than medicinal purposes which impairs the physical, mental, emotional, or social well-being of the user. 42 C.F.R. § 2.11
Disclose or disclosure means a communication of patient identifying information, the affirmative verification of another person's communication of patient identifying information, or the communication of any information from the record of a patient who has been identified. 42 C.F.R. § 2.11

Federal assistance. An alcohol abuse or drug abuse program is considered to be federally assisted if:

(1) It is conducted in whole or in part, whether directly or by contract or otherwise by any department or agency of the United States (but see paragraphs (c)(1) and (c)(2) of this section relating to the Veterans' Administration and the Armed Forces);

(2) It is being carried out under a license, certification, registration, or other authorization granted by any department or agency of the United States including but not limited to:

(i) Certification of provider status under the Medicare program;

(ii) Authorization to conduct methadone maintenance treatment (see 21 CFR 291.505); or

(iii) Registration to dispense a substance under the Controlled Substances Act to the extent the controlled substance is used in the treatment of alcohol or drug abuse;

(3) It is supported by funds provided by any department or agency of the United States by being:

(i) A recipient of Federal financial assistance in any form, including financial assistance which does not directly pay for the alcohol or drug abuse diagnosis, treatment, or referral activities; or

(ii) Conducted by a State or local government unit which, through general or special revenue sharing or other forms of assistance, receives Federal funds which could be (but are not necessarily) spent for the alcohol or drug abuse program; or

(4) It is assisted by the Internal Revenue Service of the Department of the Treasury through the allowance of income tax deductions for contributions to the program or through the granting of tax exempt status to the program. 42 C.F.R. § 2.12(a)

Patient identifying information means the name, address, social security number, fingerprints, photograph, or similar information by which the identity of a patient can be determined with reasonable accuracy and speed either directly or by reference to other publicly available information. The term does not include a number assigned to a patient by a program, if that number does not consist of, or contain numbers (such as a social security, or driver's license number) which could be used to identify a patient with reasonable accuracy and speed from sources external to the program. 42 C.F.R. § 2.11

Program director means:

(a) In the case of a program which is an individual, that individual:

(b) In the case of a program which is an organization, the individual designated as director, managing director, or otherwise vested with authority to act as chief executive of the organization. 42 C.F.R. § 2.11

Records means any information, whether recorded or not, relating to a patient received or acquired by a federally assisted alcohol or drug program. 42 C.F.R. § 2.11

Treatment means the management and care of a patient suffering from alcohol or drug abuse, a condition which is identified as having been caused by that abuse, or both, in order to reduce or eliminate the adverse effects upon the patient. 42 C.F.R. § 2.11
3. 22 M.R.S. §1711-C definitions:
Disclosure means the release, transfer of or provision of access to health care information in any manner obtained as a result of a professional health care relationship between the individual and the health care practitioner or facility to a person or entity other than the individual. 22 M.R.S. §1711-C(1)(B).
Health care information means information that directly identifies the individual and that relates to an individual's physical, mental or behavioral condition, personal or family medical history or medical treatment or the health care provided to that individual. "Health care information" does not include information that protects the anonymity of the individual by means of encryption or encoding of individual identifiers or information pertaining to or derived from federally sponsored, authorized or regulated research governed by 21 Code of Federal Regulations, Parts 50 and 56 and 45 Code of Federal Regulations, Part 46, to the extent that such information is used in a manner that protects the identification of individuals. The Board of Directors of the Maine Health Data Organization shall adopt rules to define health care information that directly identifies an individual. Rules adopted pursuant to this paragraph are routine technical rules as defined in Title 5, chapter 375, subchapter II-A.

"Health care information" does not include information that is created or received by a member of the clergy or other person using spiritual means alone for healing as provided in Title 32, sections 2103 and 3270. 22 M.R.S. §1711-C(1)(E).

Health care practitioner means a person licensed by this State to provide or otherwise lawfully providing health care or a partnership or corporation made up of those persons or an officer, employee, agent or contractor of that person acting in the course and scope of employment, agency or contract related to or supportive of the provision of health care to individuals. 22 M.R.S. §1711-C(1)(F).
4. MHDO

22 MRSASection 8702. DEFINITIONS

2.  Clinical data. "Clinical data" includes but is not limited to the data required to be submitted by providers and payors pursuant to sections 8708 and 8711.

4. Health care facility. "Health care facility" means a public or private, proprietary or not-for-profit entity or institution providing health services … licensed by DHHS, but not pharmacies.

.

4-A. Health care practitioner. "Health care practitioner" has the meaning provided in Title 24, section 2502, subsection 1-A.

90-590 Chap 120: release of data

2.  Definitions: 

B.  Clinical Data. “Clinical data” mean health care claims, hospital, non-hospital health care facility data, quality data, and all other data as described in 22 M.R.S.A. Secs. 8708, 8708-A, and 8711.

E.  Disclosure. "Disclosure," with respect to clinical, financial, or restructuring data, means to communicate information to a person not already in possession of that information or to use information for a purpose not originally authorized. For example, to inform a person of the identity of a previously unnamed patient is to "disclose" clinical data not already in that person's possession with respect to the patient.

G.  Financial Data. “Financial data” means information collected from data providers pursuant to Chapter 300 of the MHDO rules, Uniform Reporting System for Hospital Financial Data, that include, but are not limited to, costs of operation, revenues, assets, liabilities, fund balances, other income, rates, charges and units of services.

H.
Health Care Claims Data. “Health care claims data” means information consisting of or derived directly from member eligibility, medical claims, pharmacy claims, and/or dental claims files submitted by health care claims processors pursuant to Chapter 243 of the MHDO’s rules, Uniform Reporting System for Health Care Claims Data Sets. “Health care claims data” do not include analysis, reports, or studies containing information from health care claims data sets, if those analyses, reports, or studies have already been released in response to another request for information or as part of a general distribution of public information

J.  Health Care Facility. “Health care facility” means a public or private, proprietary or not-for-profit entity or institution providing health services and which is licensed by State. 

K.  Health Care Practitioner. "Health care practitioner" means physicians and all others certified, registered or licensed in the healing arts, including but not limited to, nurses, podiatrists, optometrists, pharmacists, chiropractors, physical therapists, dentists, psychologists and physicians’ assistants as defined in 24 M.R.S.A., chapter 21. "Health care practitioner" also includes licensed clinical social workers as defined in 32 M.R.S.A., chapter 83 and marriage and family therapists and professional counselors as defined in 32 M.R.S.A., chapter 119.

L..  Hospital Data. "Hospital data" means information consisting of or derived directly from hospital inpatient, outpatient, emergency department, or any other derived data sets filed or maintained pursuant to Chapter 241 of the MHDO’s rules, Uniform Reporting System for Hospital Inpatient and Hospital Outpatient Data Sets. "Hospital data" do not include analysis, reports, or studies containing information from hospital data sets, if those analyses, reports, or studies have already been released in response to another request for information or as part of a general distribution of public information by the MHDO.

N.
MHDO Records.

1.
"MHDO record" means any item of data stored in written, printed, graphic, or electronic form that is either:

(b)
filed with the MHDO or its designee by a data provider in accordance with a requirement of statute, rule or MHDO order;

 (d)
contained in a final MHDO report, analysis, study, data compilation, decision, rule, or order;

2.
"MHDO record" does not include any of the following:

 (b)
draft documents of any kind, including unsigned or incomplete memoranda, decisions, rules or other papers; nor

(c)
reports studies, analyses, or data compilations that have not yet been reviewed for public release pursuant to section 9 or 10.


R.  Privileged Medical Information. "Privileged medical information" means information other than hospital, non-hospital health care facility, or health care claims data that identify individual patients and that are derived from communications that:

1.
were made for the purpose of diagnosis or treatment among a provider of health care, persons assisting the provider or patient, and a patient;

2.
were made for the purpose of payment of health care services among a provider of health care, a health care claims processor, and a patient;

3.
were not intended to be disclosed except to persons necessary to transmit or record the communication and persons participating in the diagnosis, treatment, or payment; and

4.
have not been previously disclosed to the general public.


U.  Release. To "release" data is to make it available for inspection and copying to persons other than the data provider.

90-590

MAINE HEALTH DATA ORGANIZATION, Chapter 125:
HEALTH CARE INFORMATION THAT DIRECTLY IDENTIFIES AN INDIVIDUAL

C.
Direct Identifier. “Direct identifier” means any information that discloses the identity of an individual. A case or code number used to create anonymous or encrypted medical data for research purposes is not a direct identifier

3.
Identifying Information


Data elements determined to be direct identifiers of individuals include the following:


A.
Patient’s Name;


B.
Names of Patient’s Family Members;


C.
Insured’s Name;


D.
Patient’s or Insured’s Address;


E.
Patient’s or Insured’s Telephone or FAX Numbers. Includes both home  and work numbers;


F.
Patient Control Number. A unique alphanumeric number assigned by a  health care provider to facilitate retrieval of individual financial records and posting of payment;


G.
Medical Record Number. A number assigned to the patient’s medical/health record by the provider;


H.
Patient’s Account Number. A unique number used by a health care provider or supplier to identify an individual’s case records and for posting payment;


I.
Patient’s or Insured’s Social Security Number;


J.
Insured’s Unique Health Insurance Identification Number;


K.
Insured’s Unique Health Insurance Certificate Number;


L.
Patient’s Medicare/Medicaid Health Insurance Identification Number;


M.
Patient’s Federal Employees Compensation Act Number;


N.
Patient’s or Insured’s Credit Card Number;


O.
Patient’s or Insured’s Bank Account Number;


P.
Patient’s or Insured’s Operator’s License Number;


Q.
Patient’s or Insured’s Vehicle Registration Number;


R.
Patient’s or Insured’s Vehicle License Plate Number;


S.
Patient’s or Insured’s Vehicle Identification Number;


T.
Patient’s or Insured’s Finger or Voice Prints;


U.
Patient’s or Insured’s Photographic Images;


V.
Patient’s Pilot Medical Certificate Number;


W.
Patient’s Maine Department of Corrections Inmate Identification Number;


X.
Patient’s or Insured’s Medical Device Identifiers and Serial Numbers; and


Y.
Any other unique number, characteristic, code or information that is a direct identifier.
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