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INTRODUCTION

This report accounts for the privacy audit that was conducted by a Maine Information &
Analysis (“MIAC”) audit team (“Team”) on 10 and 12 September 2019. The members of the
Team were LT Michael Johnston, MIAC Director; SGT Mathew Casavant, MIAC Compliance
Officer; and Christopher Parr, MIAC Privacy Officer, The period the audit covered was 01
March 2019 through o1 September 2019. The audit is conducted pursuant to the MIAC
Privacy Policy, specifically Part X(3)(B).

GENERAL AUDIT PROCESS
To conduct the audit, the Team:

1. Identified the timeframe for which the audit would account;

2. Determined that a random sample of 3% of the total MIAC Activity Report entries
during the timeframe identified would be evaluated, as well as all ISE-SARs that
were entered into the Federal eGuardian system during that timeframe;

3. Used the “Research Randomizer” website (www.randomizer.org) to determine
which Activity Report entries would be evaluated and ensure that the sample was
randomized;

4. After reviewing the Department of Homeland Security Privacy, Civil Rights, and Civil
Liberties (P/CRCL) Audit Guidance for the State, Local, Tribal, and Territorial
Intelligence Component (Audit Guidance)! product for guidance, we prepared and
used a MIAC-designed evaluation form to assess each Activity Report entry to be
evaluated;

5. Over the course of two days, reviewed and discussed each Activity Report entry that
was evaluated, using the evaluation form to guide the Team'’s work.

COMMENTS: The process the Team designed and followed worked very well overall. As the
audit occurred, the Team determined that some questions on the evaluation form might be
reworded for future audits to account for certain presumptions that generally guided the
Team in its work. Those presumptions included, as examples:

B That, generally, records that are the subject of such audits are commonly understood
to be for law enforcement (“LE”) only;

1«The Privacy, Civil Rights, and Civil Liberties (P/CRCL) Audit Guidance for the State, Local, Tribal,
and Territorial Intelligence Component (Audit Guidance) is designed to help state, local, tribal, and
territorial (SLTT) agencies, including state and major urban area fusion centers, conduct a privacy,
civil rights, and civil liberties (P/CRCI.) audit of records within the agency’s intelligence component.
A P/CRCL audit will support agency leadership in ensuring the protection of community members’
privacy, civil rights, and civil liberties in the agency’ intelligence-related activities, including
intelligence collection, analysis, and dissemination.”
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B That, generally, records that are the subject of such audits are typically
confidential/nonpublic by law, and that their dissemination is therefore restricted
by law;

B That conclusions stated or asserted in records prepared by a LE agency (“LEA”) are
presumed to be factually based;

B That, currently, no records subject to such audits that are maintained in MIAC-
administered systems are required by law to be purged;

M That certain databases in which records are maintained or through which records
are disseminated are accessible only by authorized LEAs and LE officers (“LEOs”);

B That the MIAC Compliance Officer reviews and approves each Activity Report entry
on a weekly - if not daily - basis, and that all bulletins are peer-reviewed before
their dissemination.

One way the Team determined that future audits ought to be conducted in a more timely
and efficient manner would be to conduct them more than once per year - ideally, every
four (4) months - if possible.

KEY FINDINGS

1. The audit found no evidence of nonconformance by the MIAC with the Center’s
Privacy Policy, revised 20 March 2019.

2. The audit process itself benefitted from and was informed by discussions that
occurred not only during the record evaluation process, but during the
development of this audit report as well, Such discussions should be made part
of the process when conducting future MIAC privacy audits, at least until the
audit process is more defined. In relation to that, having two stages of audit
findings - a “preliminary findings” stage and a “final findings” stage - would
strengthen the audit process, at least as the process continues to be developed.

3. As reflected in part in the evaluation forms related to them (see attached), two
records (2019-1335 and ME-FCU-0000-2019-00005) were the subject of
discussion not only during the Team’s record evaluation process, but also in
discussions that occurred in the development of this report. This is because the
records related to incidents that, while not criminal in nature, were suspicious,
and thus, to some extent, a “judgment call” needed to be made in the decisions
fo disseminate the records. Ultimately, the Team finds that the dissemination of
those records was justified, given the potential risks to public safety that were
involved and the fact that a limited audience {namely, law enforcement) was to
be the recipients of the records.

PRE-PRIVACY AUDIT DUE DILIGENCE REVIEW
To add another level of review to the MIAC’s work and processes, LT Joseph Villers and

Deputy Director Deidre Boulter of the New Hampshire Information & Analysis Center
visited the MIAC on 29 August 2019 to conduct a general review of MIAC’s operations and
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procedures. The following excerpts are from an explanation and summary of that visit was
composed by MIAC Director LT Michael Johnston:

It was their opinion that MIAC’s current operations, policies and procedures are in good shape with
no issues or concerns. Many of our operations and procedures are either like or the same as New
Hampshire’s particularly as it relates to data retention. As part of this review we showed them not
only the procedure but how they are applied practically with actual case examples.

The goal [of the review was] to have member(s) of the New Hampshire Information and
Analyst Center review MIAC’s operations and procedures to determine if they are generally
compliant with MIAC’s privacy policy in addition to nationally recognized guidelines and
practices and to identify any perceived areas of noncompliance and possible corrective
actions and or suggested guidance. The purpose [was] not to conduct a full professional
and technical audit based on standards identified in the Generally Accepted
Government Auditing Standards or other professional standards.

The review specifically included the following;

Review situational awareness product(s)

Review of analytical products

Review of the use of MIAC’s activity report

Review of the use of MIAC’s Netsential Portal/ Website

Review of the practices and procedures surrounding the use of open source

monitoring and research for analysis and case support

¢ Review of the intake and processing of requests for information and analytical
support

¢ Review the intake and review process for suspicious activity reporting and E-
Guardian entries

¢ Review of information sharing practices with federal, State, county and local law
enforcement agencies.

» Responses to Requesis for Information (RFIs).

s  Physical inspection of MIAC’s work area and systems as needed

ATTACHMENTS

B Individual evaluation forms accounting for the Team’s work during the privacy
audit.
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AUDIT TEAM SIGNATURES
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