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Data Sharing Agreement


1. Parties and Effective Dates:

This Data Sharing Agreement (the “Agreement”) is by and between the State of Maine’s (INSERT THE TRANSMITTING PARTY’S NAME HERE) (the “Transmitting Department”) and (INSERT THE RECEIVING PARTY’S NAME HERE) (the “Receiving Party”), collectively referred to as the “Parties”. It involves the department that is responsible for collecting and maintaining the data (“the Transmitting Party”) and the party that requests the data (“the Receiving Party”). It is effective as of ____________________ (the “Effective Date”) and will end on ____________________ (the “End Date”). 

Each Party confirms that it has the legal authority to share and receive data under applicable federal, state, and other relevant laws and regulations. 
The Parties’ acknowledgement of mutual obligations and intending to be legally bound, agree as follows: 

2. Purpose:

The purpose of Data Sharing agreement is to:

(a). Facilitate disclosure of or access to information relating to receiving party.

EXAMPLE OF A STANDING DATA EXCHANGE: (to provide DHHS – CDC with residential tuberculosis infection and transmission data in facilities operated by the department of corrections to actively monitor resident health.) EXAMPLE OF AN AD-HOC DATA EXCHANGE: (to provide DHHS – CDC with 5 years of tuberculosis infection and transmission data in facilities operated by the Department of Corrections to provide a report and recommendations to the Governor and Legislature on reducing vectors for transmission.) 
 
(b). Outline the rights and obligations of each party regarding the information, as well as the specific purposes for which the receiving party may use or access the information.

(UNLESS SPECIFIC LANGUAGE IS NEEDED HERE BY STATUTE/REGULATION, THE TERMS AND CONDITIONS IN THE FOLLOWING SECTIONS ARE SUFFICIENT.)

3. Access to Data: 

Data shall be:

a. Released to only authorized users responsible for transmitting all data requests.

b. Kept separate from all other data files.

c. Limited to only activities in compliance with applicable laws and regulations.

Data shall not be:

a. Used for non-compliant purposes or projects.

4. Data Exchange:

The data shared shall be categorized as either an ad-hoc or standing data exchange (CHOOSE THE OPTION THAT CORRESPONDS TO THE PURPOSE OF THE DSA)

Ad-hoc exchanges are temporary and created on a one-time basis for emergency response or specific needs, such as a singular report.
Standing exchanges are routine data exchanges to support ongoing programs, services, or business processes. Examples include, but are not limited to: 

EXAMPLES:
AD-HOC: This ad-hoc data exchange’s scope is limited solely to the duration specified above in Section 1: Parties and Effective Dates and for the purposes described in Section 2: Purpose.

STANDING: This standing data exchange allows the parties to transmit and receive data on an ongoing basis to satisfy persistent requirements for programs, services, or business processes. 

(It is recommended that both parties periodically review the Data Sharing Agreement to ensure that it conforms to changes in the regulatory environment.


5. Data Transmission Terms and Conditions:

The Transmitting Party agrees as follows. MaineIT is responsible for ensuring end-point security and file transfer protocols between agencies and if data is shared with an external entity, these requirements still apply for SOM transmitted data.

a. To transmit data via industry-standard protocols, such as Web Services, HTTPS, FTPS, and SFTP. Per NIST 800-52, the minimum acceptable level of dynamic encryption is TLS 1.2.

b. To by default, encrypt the payload for any exchanged data in-flight to the AES-256 standard.

c. To transmit any ad-hoc external exchange through enterprise Office 365, and any standing bulk data transfer through an enterprise secure file transfer service. Ad-hoc, one-to-one external exchange should be through the user’s OneDrive, and ad-hoc one-to-many should be through departmentally approved SharePoint Sites and Document Libraries. 

d. To comply with all applicable laws and regulations in the disclosure of the data and information.

e. To conduct a periodic review of data with the Receiving Department.

The Receiving Department agrees as follows:

f. To comply with all applicable laws and regulations needed for the purposes of the data exchange. 

g. To permit the transmitting department to review their policies and procedures regarding privacy laws and regulations and provide written assurances that data is being properly handled.

h. To maintain data in a secure manner that prevents further disclosure of the data, including the interception, diversion, duplication, or other unauthorized access.

i. To encrypt all data files at rest using at least AES-256 encryption. 

j. To have all data files reside within the continental United States and not be downloaded, stored, or backed up on personal devices that are not managed, approved, or stored on unsecured third-party platforms.  

k. To use data shared for only the authorized purpose and not disclose confidential information of any person. 

l. To promptly, within 24 hours inform the transmitting agency of any data and security breach and present a remediation plan for the breach or security incident.

6. Reliance: 

The Receiving Department acknowledges and agrees that the Transmitting Department has relied upon the promises made in this Agreement in disclosing or permitting access to the Protected Information hereunder. 

7. Data Breach or Security Incident:

In the event of a data breach or security incident, the affected Party shall notify the other Parties and MaineIT’s Customer Support within 24 hours of first knowledge. Even if all information is not available, the Party shall notify MaineIT’s Customer Support immediately with available information and provide the remaining information in a follow-up report as soon as possible.

8. Data Disposal:

Upon completion of the project or the intended purpose for data sharing, all data, including archival and backup copies, shall be destroyed in accordance with (INSERT TRANSMITTING PARTY’S NAME HERE)’S policies and procedures and records management General Schedule 9.3.

Data from the parent system or source shall not be decommissioned or deleted; agencies shall comply with all applicable laws, including but not limited to the Maine Freedom of Access Act, 1 M.R.S. §§ 400 et seq. and adhere to an agency’s record retention schedules. Instead, the receiving entity's access to that source, and any copies made, should be revoked. For these purposes, the custodian of record is the owner of the original data (Transmitting Party).
9. Enforcement:

Each Party’s data leaders shall ensure compliance with the items stated in this agreement within their respective organizations’ policies, procedures and regulatory environment.
10. Jurisdiction and General Provisions:

This Agreement shall be governed by and construed in accordance with the laws of the State of Maine. 

ADD REFERENCES TO SPECIFIC LAWS, REGULATIONS, AND OTHER GUIDELINES THAT APPLY TO THE TYPE(S) OF DATA BEING SHARED. Please review your agency’s policies and consult with the Office of the Attorney General for guidance. EXAMPLE: In the scenario above regarding DOE and DHHS sharing immunization records for all children in foster care, both HIPAA and FERPA apply. So does Maine Revised Statutes Title 20-A §§ 6354-6359.

11. Termination of Agreement:

This Agreement shall become effective immediately upon signature by the authorized representatives of the Parties. It shall remain in effect until the stated purpose for data sharing is completed, the agreement end date is reached, or applicable laws or regulations governing the shared data change. 

Notwithstanding the foregoing, any Party may withdraw from this Agreement by providing thirty (30) calendar days' written notice to the other Parties.

If there are concerns about misuse of data or intentional unauthorized disclosures, please consult with the Office of the Attorney General to determine if immediate termination is appropriate.

12. Authorized Representative(s):

WHEREFORE, the Parties, through their authorized representative(s), hereby accept and agree to the items stated herein:


TRANSMITTING PARTY                                                      RECEIVING PARTY
		

By: (Insert virtual or wet signature here)	              By: (Insert virtual or wet signature here)

	
	
	

	Name (Printed): Click or tap here to enter text.
	
	Name (Printed): Click or tap here to enter text.

	
	
	

	Title: Click or tap here to enter text.
	
	Title: Click or tap here to enter text.

	
	
	

	Date: Click or tap here to enter text.
	
	Date: Click or tap here to enter text.
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