This is being issued by the State of Maine under 5 M.R.S.A, Chapter 152 §1728-A 

STATE OF MAINE 
Department of Administrative and Financial Services
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REQUEST FOR INSURANCE – Solicitation #2018-2


 AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE

	Request for Insurance Coordinator
	All communication regarding this RFI must be made in writing through the RFI Coordinator identified below.
Name: Suzanne Murphy  Title: Risk Assessor
Contact Information: suzanne.m.murphy@maine.gov

	Phase One
Questions Due
	All questions must be received by the Coordinator identified above by:
12/27/2018, no later than 4:00 p.m., local time

	Phase One
Intent to Bid Submissions Due
	Must be received by: 01/03/2019, no later than 4:00 p.m., local time
Submission Address: suzanne.m.murphy@maine.gov

	Phase Two 
	Release Date: 01/10/2019

	Phase Two
Questions Due
	All questions must be received by the Coordinator identified above by:
01/15/2019, no later than 4:00 p.m., local time

	Phase Two 
Policy Submission 
Due
	Must be received by: 02/01/2019, no later than 4:00 p.m., local time
Submission Address: suzanne.m.murphy@maine.gov
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[bookmark: _Toc367174721]

[bookmark: _Toc398203735]PUBLIC NOTICE

*************************************************

State of Maine
Department of Administrative and Financial Services
 Request for Insurance Solicitation #2018-2

AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE


The State of Maine, Department of Administrative and Financial Services/Office of the State Controller, Risk Management Division, has a requirement for agent/broker services for a data breach insurance program.  

No insurance agent or broker is authorized to approach any insurer or reinsurer in relation to this Request for Insurance solicitation until given written permission to do so by the coordinator.  Failure to comply with this restriction or reserving or “tying up” a market may lead to disqualification from the bidding process, at the State’s discretion.

A copy of the RFI can be obtained at the following website: https://www.maine.gov/dafs/procurementservices/vendors/rfis

This is a two-phase solicitation.  Phase One responses must be received via e-mail, by suzanne.m.murphy@maine.gov, no later than 4:00 pm, local time on 01/03/2019.  Submissions for assigned Phase Two bidders must be received via e-mail by suzanne.m.murphy@maine.gov, no later than 4:00 pm, local time, on 02/01/2019. 
 


*************************************************

Request for Insurance

 DEFINITIONS/ACRONYMS

The following terms and acronyms shall have the meaning indicated below as referenced in this Request for Insurance:

1. RFI: Request for Insurance
2. State: State of Maine
3. Department: Department of Administrative and Financial Services
4. FOAA: Maine Freedom of Access Act
5. Bidder: Any individual or organization submitting a response to this Request for Insurance.
6. OIT: Office of Information Technology
7. RMD: Risk Management Division 





State of Maine - Department of Administrative and Financial Services
 Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE


[bookmark: _Toc367174722][bookmark: _Toc398203736]PART I	INSURANCE SOUGHT

[bookmark: OLE_LINK3]	The Department is seeking data breach insurance policies from agents or brokers qualified and 	licensed to design, market and service a data breach insurance program. The current program 	consists of five separate policies, The State of Maine Office of Information Technology (OIT) 	policy and four quasi agency policies. Under the current program, four quasi policies will expire 	on March 15, 2019 and The State of Maine OIT policy will expire on July 	1, 2019. Although the 	Department reserves the right to bid insurance when deemed in its best interest, historically 	the Department has remained with a chosen program for a three to five-year period.       
       
No insurance agent or broker is authorized to approach any insurer or reinsurer in relation to this Request for Insurance solicitation until given written permission to do so by the coordinator.  Failure to comply with this restriction or reserving or “tying up” a market may lead to disqualification from the bidding process, at the State’s discretion.

This solicitation will have a two-phase selection process. Only those selected in Phase One, will be able to participate in Phase Two.

[bookmark: _Toc367174725][bookmark: _Toc397069193]A.	Objectives

The Department’s objectives are to:

1. Partner with an agent/broker and an insurer offering the data breach insurance expertise, experience and market access needed to best insure the State’s exposure for annual policies for at least 3 years and up to 5 years; and
2. Match or improve the existing insurance program’s coverage and terms; and
3. Match or improve the level and quality of services currently provided; and
4. Pay competitive premium rates.

B.	Eligibility 

Only insurance agents and brokers with active licenses issued by the State of Maine, Department of Professional and Financial Regulation, Bureau of Insurance are invited to submit bids in response to this Request for Insurance.  Bidders must provide proof of this eligibility.

[bookmark: _Toc367174727][bookmark: _Toc397069195]C.	Phase One

	In this phase, the Department will: 

1. Provide general underwriting information (Appendix A)
2. Provide a loss run for each policy as of 12/06/2018 (Appendix B)
3. Provide copies of the expiring insurance policies (Appendix C)
4. Select one or more Bidders to participate in Phase Two by assigning one or more insurance markets to each agent or broker selected in Phase One. The Department reserves the sole right to assign markets as it deems best to serve the Department’s needs. (It has been past practice to assign the current market(s) to the incumbent broker) Phase One will not result in the issuance of any policy. 

In Phase One, the Bidder is to submit for evaluation:

1. A completed Notice of Intent to Bid (Appendix D)
2. A completed Debarment, Performance and Non-Collusion Certification (Appendix E)
3. A completed Bidder Questionnaire Form (Appendix F)
4. A summary of Bidder’s Experience and Qualifications
5. A list in your order of preference those insurers with which you are legally authorized to transact this line of insurance, with which you are licensed to place data breach insurance in the State of Maine and which you would desire to approach with this account. (Appendix G)
6. A completed Bidder Affirmation Form (Appendix H)
7. A list of all current litigation in which the Bidder is named and a list of all closed cases that have closed within the past five (5) years in which Bidder paid the claimant either as part of a settlement or by decree.  For each, list the entity bringing suit, the complaint, the accusation, amount, and outcome.  If no litigation will be included, write “none” on submitted attachment. 

D.	Phase Two

In this phase, the Department will:

1. Select one or more Bidder(s).

It is anticipated that Phase Two will result in the issuance of an insurance policy. Ultimately, the Department seeks and expects to receive the services set forth in this section and expects the Provider to meet or exceed insurance industry standards or best practices in doing so.

	In Phase Two, the Bidder is to submit for evaluation:

1. Using the specifications and underwriting information provided in this solicitation, structure a data breach insurance program which meets the Department's needs.
2. Market the program on the Department's behalf to assigned markets in accordance with a proposed marketing plan submitted in this solicitation. 
3. During the marketing process, promptly inform the Department if an assigned market declines to participate using a form provided by the Department for this purpose. (Appendix K)
4. Evaluate all insurer submissions/quotations and issue a comprehensive market report to the Department, such report to include a recommendation for placement.  At a minimum, this report should compare to the Department’s existing policies’ important coverage features, exclusions, rates and premiums, reporting requirements and other important features.
5. For each insurer submission not recommended for placement inform the Department why each is not the recommended placement using a form provided by the Department for this purpose.
6. Make recommendations as to alternatives the Department should consider (if any), given the current state of the data breach insurance market.
7. Assist the Department in making the final selection of an insurer’s program and in negotiating final terms with the insurer.
8. Between thirty and twenty-five calendar days before a policy expires, submit a quote that will remain in effect and unchanged for at least 30 days.  


E.	Phase Two, Final Awarded Bidder Expectations:               

1. Upon selection of an insurer's program: finalize policy wording, place the insurance and obtain a policy or binder of insurance to be in place on current renewal dates.  The original policy or binder must be in the Department’s possession prior to the policy inception date.
2. Facilitate the scheduling of an introductory meeting with the account team and any agency/broker staff identified as being part of the account team.
3. Assist in developing a well-coordinated claims program and loss control program between the Department and its insurer.
4. Identify and analyze uninsured exposures and adequacy of existing insurance.
5. Review claims reports to identify trends and training needs.
6. Monitor insurer and reinsurer solvency over the course of the policy term.
7. Keep Department informed of market conditions, availability of new coverages and trends in this line of insurance.
8. Assist in subsequent renewal placement.
9. Issue on a timely basis: binders, certificates of insurance and invoices as needed or as requested. Certificates are expected to be issued within 24 business hours of receipt of the request by our agent/broker.
10. Check policy, endorsements, invoices, claim reports and any other document received from the insurer for accuracy. Obtain revisions as needed. Maintain an aggressive diary system for document requests.
11. Promptly submit originals of all policies and endorsements to the Department.
12. Facilitate timely issuance of accurate invoices.
13. All premium billing (inception, endorsement and renewal invoices) are to be broken down for the Department on a per schedule, per vessel basis and coverage line basis.
14. Serve as the Department’s technical resource on this insurance line.
15. Provide technical review of policy provisions at inception, at annual intervals, and on an ongoing basis, as needed.
16. Serve as a technical resource to identify and meet training needs.
17. Provide a certificate of insurance on a standard Acord form (or the equivalent) evidencing the Bidder’s general liability, professional liability and any other relevant liability insurance policies that might be associated with the proposed services.

F.    Number of Awards and Evaluation Process

Phase One – The Department anticipates making multiple awards in Phase One by selecting agent/brokers and assigning at least one insurance company to the selected agent/broker to then participate in the Phase Two solicitation.  This determination will be a consensus evaluation based on bidder submissions as detailed above.

Phase Two - The Department anticipates making one (1) single award with an agent/broker and insurance company.  This award will be made based on a 100-point determination, valued as follows:

		Services and Insurance Policy (60-points)
		Annual Premium Cost (40-points)

The Phase Two determination will be made on a consensus evaluation based on the Phase One and Phase Two submissions.  The Annual Premium Cost will be assigned a score according to the following:

(Lowest submitted Annual Premium Cost bid / Annual Premium Cost of bid being scored) x 40 = pro-rated score

[bookmark: _Toc367174729][bookmark: _Toc398203742]
[bookmark: _Toc367174736][bookmark: _Toc398203748]
Part II  Submissions

A. Questions
	
1. [bookmark: _GoBack]It is the responsibility of each interested party to examine the entire RFI and to seek clarification in writing if they do not understand any information or instructions. 
2. Questions regarding this request must be in writing using the Questions Form (Appendix I) and submitted by e-mail and received by the Coordinator, identified on the cover page, as soon as possible but no later than the date and time specified on the cover page.
3. Responses to all questions will be compiled in writing and posted on the following website no later than seven (7) calendar days prior to the proposal due date: https://www.maine.gov/dafs/procurementservices/vendors/rfps.  
	 
B. All Other Submissions
1. Must be received by the date and address as stated on the cover page of this 
	      solicitation. Submission requirements are detailed in each phase above.
2. Must be submitted in PDF or another searchable electronic format.

C.	Format
	          1.     For clarity, the response should be typed or printed.         			
	          2.     All pages should be numbered consecutively beginning with number 1 on the first 			      page of the narrative (this does not include the cover page or table of contents pages) 		                  through to the end, including all forms and attachments.  For clarity, the Bidder’s  
	                  name should appear on every page, including Attachments.  
                3.     Include any forms provided in the package or reproduce those forms as closely as 		      possible.   
	            4.    Please provide all information requested in the RFI package at the time of submission.



[bookmark: QuickMark]
 APPENDIX A
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]State of Maine
Department of Administrative and Financial Services
General Underwriting Information
[bookmark: _Hlk532540400]Request for Insurance Solicitation #2018-2

This is a summary of the current program.

Named Insureds	See Appendix C
Policy Term		See Appendix C
The State of Maine optimally would like a three-year policy term, with rates guaranteed and an option for two additional years, beyond the first three.  The department obviously understands that if an exposure significantly changes or a new exposure is added, rates may be adjusted accordingly.
Coverage limits: 	See Appendix C (Please note the State of Maine OIT policy chose to self-insure liability coverage)
Loss Information	See Appendix B
Incumbent Agent	Aon Risk Services, Inc. is the incumbent agent and has been since 2014
Agent Compensation Structure
The current compensation structure is strictly commission based.     
Billing	
The Department prefers that this policy be issued on an “agency bill” basis and will require various premium breakdowns for internal allocation purposes.  The Department desires an annual premium invoice. If subsequent endorsements are issued, a related invoice denoting the additional or return premium at the time of endorsement issuance should be issued. RMD will not approve an invoice for payment until receipt of the policy or the endorsement itself.  The State will promptly review each invoice for accuracy and then approve for payment.  
Risk Management Division	
The Risk Management Division (RMD) provides insurance advice and services to State government and designated quasi-state entities.  With the exception of workers' compensation and health insurance, RMD administers all insurance and self-insurance plans and programs for State government.  The division derives its authority from this statute: 5 MRSA, §1728-A to 1737. 
Self-Insurance Reserve Funds	
This same statute establishes two self-insurance funds.  The first is called the Self-insurance Fund and is a program for State agencies.  The second is called the State Administered Fund and is a program for quasi-state agencies such as the Maine Community College System, Maine Maritime Academy and others. The two funds are maintained separately for accounting purposes and are actuarially reviewed.
Maine Tort Claims Act	
The Maine Tort Claims Act (14 MRSA, §8101 - 8118) provides immunity from suit for governmental entities except as expressly provided by the statute.  When immunity is removed, any claim for damages must be brought in accordance with the terms of the statute.  The statute also establishes a limitation on damages. RMD’s self-insurance liability programs are built around this statute.
Web Site	

Additional detail on Risk Management Division and its programs can be found at this link:  
https://www.maine.gov/osc/riskmgmt/index.shtml
 
Current Management
The current management of RMD draws on years of experience in the insurance industry to manage the State of Maine’s risk management needs.
Director: David A. Fitts
David joined the Risk Management Division in 1988 as a risk assessor and was promoted to director in 1992. He graduated from the University of Maine - Farmington in 1977 with a Bachelor of Science degree. David began his insurance career in 1981 with Mid-State Adjustment and has over 30 years’ experience in the claims and loss control fields as an adjuster.
Risk Assessor: Suzanne M. Murphy, CPCU, ARM, AIC, AINS, MCM, AIE
Suzanne joined the Risk Management Division in 2016, bringing with her several years of experience as a multi-line claims adjuster, personal lines underwriter and insurance regulator.
Case Manager: G. Scott Kibler
Scott joined the Risk Management Division in 2004, bringing with him extensive experience in claims handling for public entities. As case manager Scott is responsible for investigation, negotiation and settlement of claims. He is the division’s subject matter expert who works closely with legal counsel and outside vendors to provide appropriate claims resolution.
Additional Support	
The management team is supported by one additional professional staff and one clerical support employee.  In addition, RMD has available the resources of other State agencies. RMD utilizes counsel from the Office of the Attorney General.
Insurance Administration	
The professional staff uses sound underwriting practices to analyze exposure to loss, provide proper insurance coverage, maintain appropriate pricing and administer the insurance programs.  Each separate policy is contained in a policy file along with endorsements, underwriting notes, rating methodology and billing.  Prior to each policy renewal, losses are analyzed for continued insurability, loss control and rating purposes.  A diary system is maintained.  State agencies are assisted with certificates of insurance, contractual insurance clauses and exposure identification.  Every three to five years, each large commercial policy is put out to bid to secure the best coverage terms and pricing for the State.
Claims Processing	
Procedures are in place for the reporting of all claims or potential claims by participating agencies.  Prompt reporting is essential to allow RMD to meet its service standards.
Loss Prevention	
By statute, RMD is authorized to expend up to five percent of the self-insurance fund balances for loss prevention programs each fiscal year.  The existence and innovative use of this program allows the state to take positive action when a loss control need is identified.   	
System Support	
Since 1988, RMD has utilized a risk management information system (RMIS) developed by and for Risk Management.  A new cloud based RMIS will begin implementation in early 2019. 






























APPENDIX B					
[bookmark: OLE_LINK4][bookmark: OLE_LINK8]State of Maine
Department of Administrative and Financial Services
  LOSS INFORMATION
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE

General Exposure Underwriting Information
LOSS INFORMATION

				






    






























APPENDIX C	
State of Maine 
Department of Administrative and Financial Services 
POLICY INFORMATION
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE


     













































APPENDIX D

State of Maine 
Department of Administrative and Financial Services 
NOTICE OF INTENT TO BID
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE


	Bidder’s Legal Organization Name:
	

	Chief Executive - Name/Title:
	

	Tel:
	
	Email:
	

	Headquarters Street Address:
	

	Headquarters City/State/Zip:
	

	(Provide information requested below if different from above)

	Lead Point of Contact for Proposal - Name/Title:
	

	Tel:
	
	Email:
	

	Headquarters Street Address:
	

	Headquarters City/State/Zip:
	

	Signature of person authorized to enter into contractual agreements with the Department:
	Printed Name:

	
	

























APPENDIX E
State of Maine 
Department of Administrative and Financial Services 
DEBARMENT, PERFORMANCE and NON-COLLUSION CERTIFICATION
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE
 

	Bidder’s Organization Name:
	



By signing this document, I certify to the best of my knowledge and belief that the aforementioned organization, its principals and any subcontractors named in this proposal:
1. Are not presently debarred, suspended, proposed for debarment, and declared ineligible or voluntarily excluded from bidding or working on contracts issued by any governmental agency.
1. Have not within three years of submitting the proposal for this contract been convicted of or had a civil judgment rendered against them for:
0. Fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a federal, state or local government transaction or contract.
0. Violating Federal or State antitrust statutes or committing embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, or receiving stolen property;
0. Are not presently indicted for or otherwise criminally or civilly charged by a governmental entity (Federal, State or Local) with commission of any of the offenses enumerated in paragraph (b) of this certification; and
0. Have not within a three (3) year period preceding this proposal had one or more federal, state or local government transactions terminated for cause or default.
1. Have not entered into a prior understanding, agreement, or connection with any corporation, firm, or person submitting a response for the same materials, supplies, equipment, or services and this proposal is in all respects fair and without collusion or fraud. The above-mentioned entities understand and agree that collusive bidding is a violation of state and federal law and can result in fines, prison sentences, and civil damage awards.
Failure to provide this certification may result in the disqualification of the Bidder’s proposal, at the discretion of the Department.


	Name (Print):


	Title:

	Authorized Signature:


	Date:





APPENDIX F
State of Maine 
Department of Administrative and Financial Services 
 BIDDER QUESTIONNAIRE FORM
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE

								
[bookmark: Text21][bookmark: Text22][bookmark: Text23][bookmark: Text24][bookmark: Text25]Firm’s Name:        
Mailing Address:      
Telephone:     Fax:     Web Site:       

[bookmark: Text6][bookmark: Text10]Total number of years in business:      Approximate number of personnel in the firm:          
Number of these employees devoted to data breach insurance:     	     
Of your firm’s total book of business, what estimated percentage of total premium volume is written for: 
State governments (excluding higher education)      %
Other public entities?     %
Self-insured pools?	     %
Higher education institutions      %
Of your firm’s total book of business, what estimated percentage of total premium volume is comprised of data breach insurance?       % 
[bookmark: Text9][bookmark: Text11][bookmark: Text12][bookmark: Text13][bookmark: Text26]What percentage of your commercial insurance is written for public entities (vs. non-public?)      %
What is your firm’s total premium volume in commercial insurance? $        
What is your firm’s total premium volume in the data breach line of insurance?	$         
Have you previously done similar work for State of Maine government?           Yes          No     
If yes, specify nature of work and time frame:         
Servicing Office (This refers to the office that will service this specific account.)
[bookmark: Text14][bookmark: Text15][bookmark: Text16][bookmark: Text17]Mailing Address:           
Physical Location:     	    
Telephone:     	     Fax:     	     
	
Servicing Personnel (This refers to the personnel who will service this specific account.)
[bookmark: Text18]Name of account manager:     	     
[bookmark: Text19]Email address:     	     

[bookmark: Text20]What percentage of our work will be done by the account manager?     %

Please attach a brief resume for each person who will work on this account.  
As a minimum, please be sure the following information is included:
•	Name and position
•	Length of time in insurance business
•	Length of time in this firm	
•	Nature of their work on this account
•	Experience with cyber insurance
•	Experience with self-insurance property and casualty pools
•	Experience with governmental business





APPENDIX G
State of Maine 
Department of Administrative and Financial Services 
PROPOSED INSURER FORM
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE

	Important
No insurance agent/broker is authorized to approach an insurer or reinsurer 
in relation to this solicitation until given written permission to do so by the 
State of Maine Risk Management Division.


Market Allocation
Each Bidder selected to participate in Phase Two of this solicitation process will be assigned by the Department one or more insurance company groups from which to solicit a Phase Two policy for property insurance. (It has been past practice to assign the current market(s) to the incumbent broker) 

List below in your order of preference those insurers with which you are legally authorized to transact this line of insurance, with which you are licensed to place data breach insurance in the State of Maine and which you would desire to approach with this account.  Failure to list at least one insurer or specialty program will result in an automatic rejection of your bid.  You are not required to list more than one, but it is highly recommended that you do so.  You may list more than three by attaching an additional sheet if desired.
Preference #1
	Company name:
	[bookmark: Text37]     

	 Group Affiliation:
	[bookmark: Text38]     
	A.M. Best #
	[bookmark: Text39]     

	A.M. Best Current Rating and Modifier
	[bookmark: Text40]     
	FSC:
	[bookmark: Text41]     

	What percentage of your firm’s total commercial data breach insurance book is placed with this company?
	[bookmark: Text42]     %

	What percentage of your firm’s total commercial insurance book is placed with this company?
	[bookmark: Text43]     %

	[bookmark: Text64]How many years have you been licensed with this company?      
	

	What reinsurer(s) does this company use, if known?
	[bookmark: Text45]     


Preference #2
	Company name:
	[bookmark: Text46]     

	Group Affiliation:
	[bookmark: Text47]     
	A.M. Best #
	[bookmark: Text48]     

	A.M. Best Current rating and Modifier
	[bookmark: Text49]     
	FSC:
	[bookmark: Text50]     

	What percentage of your firm’s total commercial data breach book is placed with this company?
	[bookmark: Text51]     %

	What percentage of your firm’s total commercial insurance book is placed with this company?
	[bookmark: Text52]     %

	[bookmark: Text65]How many years have you been licensed with this company?     
	[bookmark: Text53]     

	What reinsurer(s) does this company use, if known?
	[bookmark: Text54]     


Preference #3
	Company name:
	[bookmark: Text55]     

	Group Affiliation:
	[bookmark: Text56]     
	A.M. Best #
	[bookmark: Text57]     

	A.M. Best Current rating and Modifier
	[bookmark: Text58]     
	FSC:
	[bookmark: Text59]     

	What percentage of your firm’s total commercial data breach insurance book is placed with this company?
	[bookmark: Text60]     %

	What percentage of your firm’s total commercial insurance book is placed with this company?
	[bookmark: Text61]     %

	[bookmark: Text66]How many years have you been licensed with this company?     
	[bookmark: Text62]     

	What reinsurer(s) does this company use, if known?
	[bookmark: Text63]     



Once market assignments are made, it will be the State’s discretion if other insurance companies, groups or specialty programs will subsequently be assigned.

APPENDIX H
State of Maine 
Department of Administrative and Financial Services 
 BIDDER AFFIRMATION
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE
 
	Exclusive of insurance policy premium, the Bidder affirms that there is no cost or service fee associated with this bid to deliver the services required.  Bidder income will be derived solely from commissions and/or profit sharing paid by an insurer to the Bidder, both of which will be fully disclosed to the State upon request. I understand that it will not be necessary to enter into a State of Maine Agreement to Purchase Services. 

[bookmark: Text27]Firm Name:     	     

[bookmark: Text28]State of Maine Insurance Department License Number for Firm:     
     

[bookmark: Text29]Typed Name of Firm Representative:     	     


[bookmark: Text30]State of Maine Insurance Department License Number for Firm Representative:      
     
[bookmark: Text31]Date:     	 

[bookmark: Text32]Signature of Firm Representative:     	     




APPENDIX I

State of Maine 
Department of Administrative and Financial Services
SUBMITTED QUESTIONS FORM
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE


	Organization/Responder’s Name:
	



	RFI Section & Page Number
	Question

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	



* If a question is not related to any section of the RFI, state “N/A” under “RFI Section & Page Number”.
** Add additional rows, if necessary.












APPENDIX J

STATE OF MAINE 
Department of Administrative and Financial Services
[bookmark: _Toc367174752][bookmark: _Toc398203758]RESPONSE COVER PAGE
Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE



	Lead Point of Contact - Name/Title:
	

	Organization Name (if applicable):
	

	Tel:
	
	Fax:
	

	EMail:
	
	Website (if applicable):
	

	Street Address:
	

	City/State/Zip:
	























	




Request for Insurance - Solicitation#2018-2
Page 21
State of Maine 
Department of Administrative and Financial Services
NOTICE TO RISK MANAGEMENT DIVISION INSURER DECLINATION TO BID Request for Insurance Solicitation #2018-2
AGENT/BROKER SERVICES FOR DATA BREACH INSURANCE

Written notice shall be made to Risk Management Division as soon as it is known that an assigned insurance company or group (or specialty program) declines to participate in this bid process. This form may be duplicated as needed.

Please be advised that the following insurer, which I have approached on behalf of the State, will not be submitting an insurance proposal to this firm for the reason(s) noted:
	Insurer:
	[bookmark: Text1]     
	Group Affiliation
	[bookmark: Text2]     

	Underwriter:
	     
	Location (city):
	     

	Date of Notification by Company to Agent or Broker:
	     

	

	Reason(s):       


	
[bookmark: Check7][bookmark: Check8]Are any other quotes being sought from companies in this group affiliation? |_| Yes    |_| No
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image2.emf
Loss Runs - Casco  Bay - Cyber - 2018 - Chubb.pdf


Loss Runs - Casco Bay - Cyber - 2018 - Chubb.pdf


Policy Number G25562677 Policy Term 03/15/2015 - 03/15/2016


Insured Name Casco Bay Island Transit                


Division 4 - PROFESSIONAL RISK GROUP PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 1 of 12







Policy Number G25562677 Policy Term 03/15/2015 - 03/15/2016


Insured Name Casco Bay Island Transit                


Division 4 - PROFESSIONAL RISK GROUP PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 2 of 12







Policy Number G25562677 Policy Term 03/15/2016 - 03/15/2017


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 3 of 12







Policy Number G25562677 Policy Term 03/15/2016 - 03/15/2017


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 4 of 12







Policy Number G25562677 Policy Term 03/15/2017 - 03/15/2018


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 5 of 12







Policy Number G25562677 Policy Term 03/15/2017 - 03/15/2018


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 6 of 12







Policy Number G25562677 Policy Term 03/15/2017 - 03/15/2018


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 7 of 12







Policy Number G25562677 Policy Term 03/15/2017 - 03/15/2018


Insured Name Casco Bay Island Transit                


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 8 of 12







Policy Number G25562677 Policy Term 03/15/2018 - 03/15/2019


Insured Name Casco Bay Island District               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRAL INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 9 of 12







Policy Number G25562677 Policy Term 03/15/2018 - 03/15/2019


Insured Name Casco Bay Island District               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRAL INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 10 of 12







Policy Number G25562677 Policy Term 03/15/2018 - 03/15/2019


Insured Name Casco Bay Island District               


Division 9 - SMALL COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRAL INC MCC 0036004 - SmCom Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 11 of 12







Policy Number G25562677 Policy Term 03/15/2018 - 03/15/2019


Insured Name Casco Bay Island District               


Division 9 - SMALL COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 174200 - AON RISK SERVICES CENTRAL INC MCC 0036004 - SmCom Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Grand Total $0 $0 * *


Report Generated: 12/6/2018 3:01:22 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 12 of 12
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Loss Runs - Maine Finance Authority - Cyber - 2018.pdf


AIG Loss Run  PAGE:    1


 Policy : 0022176609-029-000 FINANCE AUTHORITY OF MAINE


 Filters:              Status = ALL


 Requester ID:          536737


 Report Date / Time:    12/07/2018 02:06 EST


 Valuation Date:        12/06/2018 


 Source:               U.S.  


The AIG Loss Run is a detail report, providing claim and financial information. 


Run additional reports using IntelliRisk at https://aig.com/ir.


Certain claim information may not be available in this report, since data availability can vary based on the insurance program or benefit state (due to regulatory considerations.)


Some of the content contained in this report is subject to confidentiality laws and may be privileged. This report is intended for review and use by authorized representatives of the insured or  


other parties authorized by the insured. If you are not the intended recipient, you are hereby notified that any disclosure, copy or distribution of this information is strictly prohibited, as is the  


taking of any action by you in reliance on its contents. If you received this communication in error, please notify us immediately.


AIG | IntelliRisk Services


 866-893-2520 | intellirisk@aig.com







PAGE:     2


AIG Loss Run
Financial Lines Claims


Policy :  0022176609-029-000 FINANCE AUTHORITY OF MAINE 12/27/2016 - 03/15/2019  Report Date / Time: 12/07/2018  02:06 EST 
 Valuation Date: 12/06/2018 
 Currency: USD


Claimant Name Div / H.O.
Claim # / OneClaim # Loss State Status Adjuster Name
Loss Date Receipt Date Closed Date Manager Name Loss Description Loss Paid


065/
               / No Claims for Policy 0022176609-029-000       / Criteria


.00


Pol-Asco-Mod:  0022176609-029-000 Claim Count =       0 .00






image4.emf
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Loss Runs - Maine Maritime - Cyber - 2018 - Travelers.pdf


Coverage: CYBER RISK


Policy Insured
Cov Eff 


Date
Cov Exp  


Date Notice Date Claim # Claimant Name Loss Paid Expense Paid Incurred Claim Type Status


106885184 MAINE MARITIME 
ACADEMY


3/15/2018 3/15/2019 11/1/2018 T1816004 Not Available $0.00 $0.00 Not Available Claim Open


Page 1 of 1


Loss Run Report
Report Date: 12/06/2018


Report period requested: 5 Years


This Loss Run report presents claims associated with each applicable coverage OR may indicate that no claim has been reported. If you have questions regarding this report, please contact your underwriter. The 
report is based on data available on or about 11/30/2018.


The report is filtered for the following coverages:  CYBER RISK Agent: AON RISK SERVS CENTRAL 0G9605






image5.emf
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Loss Runs - Maine Office Of Information Technology - Cyber - 2018.pdf


Policy Number G2555629A Policy Term 07/01/2015 - 07/01/2016


Insured Name State of Maine Office of                


Division 4 - PROFESSIONAL RISK GROUP PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Y15 Adjuster DIANE FAZZOLARI


Claim 059710 Supervisor CAROLINE KENNEDY


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


A JY15J0597102 10/29/ 
2015


10/29/ 
2015


10/29/ 
2015


11/10/ 
2015 ME Data Breach DATA BREACH C $0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 2:55:40 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 1 of 6







Policy Number G2555629A Policy Term 07/01/2016 - 07/01/2017


Insured Name State of Maine Office of                


Division 4 - PROFESSIONAL RISK GROUP PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Y17 Adjuster JOHN LOYAL


Claim 206458 Supervisor SARA TROKAN


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


A KY17K206458X 03/22/ 
2017


03/22/ 
2017


03/24/ 
2017


08/02/ 
2017 ME


DATA BREACH - To the 
best of our knowledge 
this incident inv


Dziekiewicz Data 
Breach C $2,707 $0 * *


Subtotal $2,707 $0 * *


Report Generated: 12/6/2018 2:55:40 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 2 of 6







Policy Number G2555629A Policy Term 07/01/2016 - 07/01/2017


Insured Name State of Maine Office of                


Division 4 - PROFESSIONAL RISK GROUP PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Y16 Adjuster JOHN LOYAL


Claim 053757 Supervisor SARA TROKAN


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


A JY16J0537570 09/27/ 
2016


09/27/ 
2016


09/27/ 
2016


10/24/ 
2017 ME Bither - Negligence Bither;Rebecca C $2,389 $0 * *


BCO Y17 Adjuster JOHN LOYAL


Claim 208467 Supervisor SARA TROKAN


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


A KY17K2084676 04/18/ 
2017


04/18/ 
2017


04/18/ 
2017


10/24/ 
2017 ME


McGraw - Bank 
statements including 
bank account 
information,


McGraw;Amanda C $0 $0 * *


Subtotal $2,389 $0 * *


Report Generated: 12/6/2018 2:55:40 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 3 of 6







Policy Number G2555629A Policy Term 07/01/2015 - 07/01/2016


Insured Name State of Maine Office of                


Division 4 - PROFESSIONAL RISK GROUP PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 2:55:40 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 4 of 6







Policy Number G2555629A Policy Term 07/01/2017 - 07/01/2018


Insured Name State of Maine Office of                


Division 4 - PROFESSIONAL RISK GROUP PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036000 - Major Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 2:55:40 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 5 of 6







Policy Number G2555629A Policy Term 07/01/2018 - 07/01/2019


Insured Name State of Maine Office of                


Division 4 - PROFESSIONAL RISK GROUP PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036000 - Major Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Grand Total $5,096 $0 * *


Report Generated: 12/6/2018 2:55:40 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 6 of 6
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Loss Runs - Maine Retirement System - Cyber - 2018.pdf


Policy Number G25562756 Policy Term 03/15/2015 - 03/15/2016


Insured Name Maine Public Employees Re               


Division 4 - PROFESSIONAL RISK GROUP PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:03:12 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 1 of 8







Policy Number G25562756 Policy Term 03/15/2015 - 03/15/2016


Insured Name Maine Public Employees Re               


Division 4 - PROFESSIONAL RISK GROUP PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030100 - Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:03:12 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 2 of 8







Policy Number G25562756 Policy Term 03/15/2016 - 03/15/2017


Insured Name Maine Public Employees Re               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:03:12 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 3 of 8







Policy Number G25562756 Policy Term 03/15/2016 - 03/15/2017


Insured Name Maine Public Employees Re               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0030101 - MdMkt Errors and Omissions


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:03:12 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 4 of 8







Policy Number G25562756 Policy Term 03/15/2017 - 03/15/2018


Insured Name Maine Public Employees Re               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:03:12 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 5 of 8







Policy Number G25562756 Policy Term 03/15/2017 - 03/15/2018


Insured Name Maine Public Employees Re               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:03:12 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 6 of 8







Policy Number G25562756 Policy Term 03/15/2018 - 03/15/2019


Insured Name Maine Public Employees Re               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC CYP - ACE DIGITAL DNA


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Report Generated: 12/6/2018 3:03:12 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 7 of 8







Policy Number G25562756 Policy Term 03/15/2018 - 03/15/2019


Insured Name Maine Public Employees Re               


Division 5 - MIDDLE MARKETS COMMERCIAL PAC PVP - PRIVACY PROTECTION


Master/Subsidiary Producer 380063 - AON RISK SERVICES NORTHEAST INC MCC 0036002 - MdMkt Cyber


BCO Adjuster


Claim Supervisor


Plant / Div Location Cd


Sub Ltr Occurrence ID Proc 
AIM


Event 
Date


Made 
Date


Report 
Date


Close 
Date


Reopen 
Date State Desc Claimant Status Gross Paid Loss Gross Paid 


Expense
Gross 


Outstanding
Gross Incurred 


Loss


$0 $0 * *


Subtotal $0 $0 * *


Grand Total $0 $0 * *


Report Generated: 12/6/2018 3:03:12 
PM


Valuation Date: 
11/15/2018


Agent Loss Run Report Page 8 of 8
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FAME.AIG.PDF


CLAIM REPORTING FORM


Issuing Company:   National Union Fire Insurance Company of Pittsburgh, Pa. ®


Reported under Policy/Bond Number: 022176609 Date: __________________


Type of Coverage: D&O _____       E&O _____       EPL _____ 


Insured’s Name, as given on Policy Declarations (Face Page):


Finance Authority of Maine


Contact Person: ________________________________________________________________________________


Title: ________________________________________________________________________________________


Phone: _(__________)______________-___________________Ext______________________________________


eMail: __________________________________________________________@___________________________


Case or Claimant Name: ________________________________________________________________________


                       ________________________________________________________________________


If the party involved is different from “Insured” Name (as given on Policy Declarations) state relationship: 


__________________________________________________________________________________


Insurance Broker/Agent: Aon Risk Services Central, Inc.


Address: 200 East Randolph Drive 13th Floor


Address: Chicago, IL 60601


Contact: Andrew Laubmeier Phone: 312-381-1000


eMail: andrew.laubmeier@aon.com


Send Notice of Claims to: AIG
Financial Lines Claims
P.O. Box 25947
Shawnee Mission, KS 66225


Phone: (888) 602-5246
Fax: (866) 227-1750
Email: c-Claim@AIG.com


 







Dear Insured:
 
Congratulations on purchasing CyberEdge®. We look forward to providing your company with the 
insurance coverage and access to tools that will help you to prepare for, prevent, and control 
cyber risk.   


As an eligible CyberEdge policyholder, you have access to the value-added loss-control services, 
CyberEdge RiskTool, AutoShun®, and an IBM infrastructure vulnerability scan. Together, the 
custom portal, hardware device and IBM vulnerability scan can help your organization stay ahead 
of the curve by managing and automating risk mitigation.


 CyberEdge RiskTool, provided by RiskAnalytics, a leader in cyber-risk management, is a 
web-based platform that helps to streamline the risk management process. The 
platform’s content is highly customizable and can be tailored specifically to meet a 
number of risk management needs. With security best-practices, pre-populated training 
modules and more, CyberEdge RiskTool can assist in a compliance initiative, educating 
employees on regulatory requirements, or training staff on security protocols to help 
prevent human error from causing a future breach.


 AutoShun®, provided by RiskAnalytics, is a simple proactive way of improving your 
company’s security through a hardware device. Operating in real-time, AutoShun stops 
an attack by blocking inbound and outbound communication with known “bad” IP 
addresses, thus keeping them out of your network. The device then sends the attack 
information to the accompanying CyberEdge RiskTool account where the dashboard 
updates in real-time and outlines the known “bad” IP addresses that have been shunned.


 The IBM vulnerability scan is a remote search of the Named Entity’s web-facing external 
infrastructure, including up to 49 public-facing IP addresses.  The scan identifies and 
prioritizes potential vulnerabilities that could be exploited by a remote hacker and 
provides the Named Entity with a report which identifies threats and suggests responses.


These tools are available, at no additional cost, to eligible CyberEdge policyholders. Go to 
www.aig.com/cyberedgeregistration to register and enter your contact information and policy 
number. A representative from Risk Analytics will contact you within five business days with 
additional instructions.  
 
Your decision to purchase coverage through AIG has provided your organization with powerful 
advantages in managing your business.  We thank you for choosing AIG and look forward to a 
continuing successful relationship. If you have any questions or would like additional information, 
please contact your broker, an AIG representative or email us at mailto:CyberEdge@aig.com.
 


Sincerely, 


Greg Vernaci
Head of Cyber, US & Canada
Greg.Vernaci@aig.com 


INSERT DISCLAIMER.  All products are written by insurance company subsidiaries or affiliates of AIG. Coverage may not 
be available in all jurisdictions and is subject to actual policy language. Non-insurance products and services may be 
provided by independent third parties. Certain coverage may be provided by a surplus lines insurer. Surplus lines insurers 
do not generally participate in state guaranty funds and insureds are therefore not protected by such funds.



http://www.aig.com/cyberedgeregistration

http://www.aig.com/cyberedgeregistration

mailto:CyberEdge@aig.com

mailto:CyberEdge@aig.com

mailto:Mark.Camillo@aig.com





REPLACEMENT OF POLICY NUMBER: New022176609POLICY NUMBER:


National Union Fire Insurance Company of Pittsburgh, Pa. ®


A capital stock company


Specialty Risk Protector®


THIS POLICY CONTAINS ONE OR MORE COVERAGE SECTIONS. CERTAIN COVERAGE SECTIONS ARE
LIMITED TO LIABILITY FOR CLAIMS THAT ARE FIRST MADE AGAINST THE INSUREDS DURING THE
POLICY PERIOD AND REPORTED IN WRITING TO THE INSURER AS REQUIRED BY THE TERMS OF
THE POLICY. DEFENSE COSTS SHALL REDUCE THE APPLICABLE LIMITS OF LIABILITY AND
SUBLIMITS OF LIABILITY AND ARE SUBJECT TO APPLICABLE RETENTIONS.


NOTICES


PLEASE READ THIS POLICY CAREFULLY AND REVIEW IT WITH YOUR INSURANCE AGENT OR
BROKER.


DECLARATIONS


3


ITEMS


2 12/27/2016POLICY PERIOD Inception Date


12:01 A.M. at the address stated in Item 1


12/27/2017Expiration Date


$13,471.00


5 $3,000,000


PREMIUM


LIMIT OF LIABILITY


4 NAME AND ADDRESS OF INSURER


National Union Fire Insurance Company of Pittsburgh, Pa. ®
175 Water Street
New York, NY 10038


This Policy is issued only by the insurance company indicated in this Item 4.


1 Finance Authority of MaineNAMED ENTITY Named Entity


5 Community Drive
Augusta, ME 04332


Mailing Address


Not ApplicableTAXES AND SURCHARGES:


COVERAGE SUMMARY


COVERAGE SECTION
SUBLIMIT OF


LIABILITY
RETENTION


RETROACTIVE
DATE


CONTINUITY
DATE


6


Media Content Insurance
(Claims Made)


$2,000,000 $25,000 12/27/2016 12/27/2016MC


© AIG, Inc. All rights reserved.101012 (12/13) Page 1 of 3







COVERAGE SUMMARY CONTINUED


COVERAGE SECTION
SUBLIMIT OF


LIABILITY
RETENTION


RETROACTIVE
DATE


CONTINUITY
DATE


6


Security and Privacy
Liability Insurance


$3,000,000
$25,000 12/27/2016 12/27/2016S&P


Regulatory Action Sublimit
of Liability


$1,000,000


Network Interruption
Insurance


$1,000,000
$25,000 Not Applicable Not ApplicableNI


Waiting Hours Period 24 hours


Event Management
Insurance


$2,000,000 $25,000 Not Applicable Not ApplicableEM


Cyber Extortion Insurance $2,000,000 $25,000 Not Applicable Not ApplicableCE


ReputationGuard®
Insurance


$50,000
$0 Not Applicable 12/27/2016RG


Coinsurance 0%


© AIG, Inc. All rights reserved.101012 (12/13) Page 2 of 3







Aon Risk Services Central Inc., Illinois DivisionPRODUCER:


200 East Randolph Drive
13th Floor
Chicago, IL 60601


ADDRESS:


IN WITNESS WHEREOF , the Insurer has caused this policy to be signed on the Declarations by its President,
a Secretary and its duly authorized representative.


This Policy shall not be valid unless signed below at the time of issuance by an authorized


representative of the Insurer.


COUNTERSIGNATURE


01/09/2017


DATE COUNTERSIGNED AT


PRESIDENT SECRETARY


AUTHORIZED REPRESENTATIVE


© AIG, Inc. All rights reserved.101012 (12/13) Page 3 of 3
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Specialty Risk Protector® 


 
GENERAL TERMS AND CONDITIONS 


(“GENERAL TERMS AND CONDITIONS”)  
 
In consideration of the payment of the premium, and in reliance upon the statements made to the Insurer 
by Application, the Insurer agrees as follows: 
 
1. TERMS AND CONDITIONS 
 


These General Terms and Conditions shall be applicable to all Coverage Sections.  Terms appearing in 
bold in these General Terms and Conditions and not defined in Clause 2. DEFINITIONS of these General 
Terms and Conditions shall have the meaning provided for such terms in any applicable Coverage 
Section for purposes of coverage provided under such Coverage Section.  The terms and conditions set 
forth in a Coverage Section shall only apply to that particular Coverage Section and shall in no way be 
construed to apply to any other Coverage Section of this policy.   


 
2. DEFINITIONS 
 


(a) “Application” means each and every signed application, any attachments to such applications, other 
materials submitted therewith or incorporated therein and any other statements, information, 
representations of any Insured or documents submitted by any Insured in connection with the 
underwriting of this policy or the underwriting of any other policy providing the same or similar 
coverage issued by the Insurer, or any of its affiliates, of which this policy is in whole or part a 
renewal or replacement or which it succeeds in time.  


 
With respect to publicly held companies, Application shall also include each and every public filing 
by or on behalf of any Insured made with the SEC including, but not limited to, any Company’s 
Annual Report(s), 10-Ks, 10-Qs, 8-Ks and proxy statements, any financial information in such filings, 
and any certifications relating to the accuracy of the foregoing, provided that such public filing was 
filed during the period of time: 
 
(i) beginning at the start of the twelve (12) month period immediately preceding the first submission 


to the Insurer in connection with the underwriting of this policy; and  
(ii) ending at the inception of the Policy Period.  


 
(b) “Claims-Made and Reported Coverage Section” means any Coverage Section designated as such. 
 
(c) “Company” means the Named Entity and any Subsidiary thereof. 


  
(d) “Continuity Date” means the date set forth in Item 6 of the Declarations with respect to each 


Coverage Section. 
 


(e) “Control Group” means a Company’s Chief Executive Officer, Chief Financial Officer, Chief Security 
Officer, Chief Technology Officer, Chief Information Officer, Risk Manager and General Counsel (or 
equivalent positions, regardless of title). 
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(f) “Coverage Section” means each Coverage Section that is purchased by the Named Entity as 
indicated in Item 6 of the Declarations. 


 
(g) “Discovery Coverage Section” means any Coverage Section designated as such. 


 
(h) “Discovery Period” means any Automatic Discovery Period or Optional Discovery Period, as such 


terms are defined in Clause 9. of these General Terms and Conditions. 
  


(i) “Domestic Partner” means any natural person legally recognized as a domestic or civil union partner 
under: (i) the provisions of any applicable federal, state or local law; or (ii) the provisions of any 
formal program established by a Company. 


 
(j) “First Party Coverage Section” means any Coverage Section designated as such. 


 
(k) “First Party Event” means the event(s) or circumstance(s) contained in the definition of First Party 


Event in a First Party Coverage Section. 
 


(l) “Insurer” means the insurance company indicated in the Declarations. 
 


(m) “Limit of Liability” means the amount stated in Item 5 of the Declarations. 
 


(n) “Management Control” means: (i) owning interests representing more than fifty percent (50%) of the 
voting, appointment or designation power for the selection of a majority of: the board of directors of 
a corporation, the management committee members of a joint venture or partnership, or the 
members of the management board of a limited liability company; or (ii) having the right, pursuant 
to written contract or the by-laws, charter, operating agreement or similar documents of a 
Company, to elect, appoint or designate a majority of: the board of directors of a corporation, the 
management committee of a joint venture or partnership, or the management board of a limited 
liability company. 


 
(o) “Named Entity” means the entity listed in Item 1 of the Declarations.  


 


(p) “Occurrence Coverage Section” means any Coverage Section designated as such. 
 


(q) “Policy Period” means the period of time from the inception date stated in Item 2 of the 
Declarations to the earlier of the expiration date stated in Item 2 of the Declarations or the effective 
date of cancellation of this policy. 


 
(r) “Related Acts” means all First Party Events and Third Party Events which are the same, related or 


continuous and all First Party Events and Third Party Events which arise from a common nucleus of 
facts.  All Related Acts shall be considered to have occurred at the time the first such Related Act 
occurred. 


 
(s) “Retroactive Date” means the date set forth in Item 6 of the Declarations as such for each Coverage 


Section. 
 


(t) “Sublimit of Liability” means the applicable amount, if any, stated in Item 6 of the Declarations as 
such for each Coverage Section.  


 
(u) “Subsidiary” means:  
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(1) any for-profit entity of which the Named Entity has or had Management Control (“Controlled 


Entity”) on or before the inception date of the Policy Period, either directly or indirectly 
through one or more other Controlled Entities;  


 
(2) any for-profit entity of which the Named Entity acquires Management Control during the Policy 


Period, either directly or indirectly, whose gross revenues for the most recent fiscal year prior to 
the inception of this policy do not exceed ten percent (10%) of the aggregate gross revenues of 
the Companies for the most recent fiscal year prior to the inception date of this policy; 


 
(3) any for-profit entity of which the Named Entity acquires Management Control during the Policy 


Period, either directly or indirectly, whose gross revenues for the most recent fiscal year prior to 
the inception of this policy exceed ten percent (10%) of the aggregate gross revenues of the 
Companies for the most recent fiscal year prior to the inception date of this policy, but only 
once (a) the Named Entity shall have provided the Insurer with full particulars of such entity and 
agreed to any additional premium and amendments to this policy relating to such entity; and (b) 
the Insurer has ratified its acceptance of such entity as a Subsidiary by endorsement to this 
policy; and 


 
(4) any not-for-profit entity sponsored exclusively by a Company. 


 
Notwithstanding the foregoing, coverage afforded under this policy shall only apply to Loss arising 
out of First Party Events and Third Party Events occurring or allegedly occurring after the effective 
time that the Named Entity obtained Management Control of such Subsidiary and prior to the time 
that such Named Entity ceased to have Management Control of such Subsidiary. 


 
(v) “Third Party Event” means the event(s) or circumstance(s) contained in the definition of Third 


Party Event in a Third Party Coverage Section. 
 
(w) “Third Party Coverage Section” means any Coverage Section designated as such. 


 
3. EXTENSIONS 
 


Subject otherwise to the terms hereof, this policy shall cover Loss arising from any Claim made against 
(i) the estates, heirs, or legal representatives of deceased natural person Insureds, and the legal 
representatives of natural person Insureds in the event of incompetency, insolvency or bankruptcy, who 
were Insureds at the time the Third Party Events upon which such Claims are based occurred; or (ii) 
the lawful spouse (whether such status is derived by reason of statutory law, common law or otherwise 
of any applicable jurisdiction in the world) or Domestic Partner of a natural person Insured for all 
Claims arising solely out of his or her status as the spouse or Domestic Partner of a natural person 
Insured, including a Claim that seeks damages recoverable from marital community property, property 
jointly held by the natural person Insured and the spouse or Domestic Partner, or property transferred 
from the natural person Insured to the spouse or Domestic Partner; provided, however, that this 
extension shall not afford coverage for any Claim for any actual or alleged Third Party Event committed 
by or directly involving the spouse or Domestic Partner, but shall apply only to Claims arising out of any 
actual or alleged Third Party Event committed by or directly involving a natural person Insured, subject 
to the policy’s terms, conditions and exclusions.  
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4. LIMIT OF LIABILITY  
 


The Limit of Liability is the Insurer’s maximum liability for all Loss under all Coverage Sections 
combined and the Insurer shall not be responsible to pay any Loss upon exhaustion of the Limit of 
Liability.  


 
If a Sublimit of Liability is stated in Item 6 of the Declarations with respect to a Coverage Section, then 
such Sublimit of Liability shall be the Insurer’s maximum liability for all Loss with respect to such 
Coverage Section and the Insurer shall not be responsible to pay any Loss under such Coverage Section 
upon exhaustion of such Sublimit of Liability.  Each Sublimit of Liability shall be part of and not in 
addition to the Limit of Liability and shall in no way serve to increase the Limit of Liability. 
 
The Limit of Liability and any applicable Sublimits of Liability for any Discovery Period shall be part of, 
and not in addition to, the Limit of Liability and the corresponding Sublimits of Liability for the Policy 
Period.   
 
Solely with respect to any Claims-Made and Reported Coverage Sections, a Claim which is made 
subsequent to the Policy Period or Discovery Period pursuant to Clauses 6(b) and 6(c) respectively, 
which is considered made during the Policy Period or Discovery Period shall also be subject to the Limit 
of Liability and any applicable Sublimit of Liability. 


 
5. RETENTION 
 


The Insurer shall only be liable for the amount of Loss arising from each Claim or First Party Event that 
exceeds the Retention stated in Item 6 of the Declarations as applicable to the Coverage Section 
affording coverage to such Claim or First Party Event. Such Retention amounts must be borne by the 
Insureds and remain uninsured.   


 
(a) For Third Party Coverage Sections 


 
If a Claim triggers more than one Third Party Coverage Section, the highest applicable Retention 
amount shall apply to such Claim.   
 
A single Retention amount shall apply to all Claims alleging Related Acts. 


 
(b) For First Party Coverage Sections 
 


If a First Party Event triggers more than one First Party Coverage Section, all applicable Retention 
amounts shall apply to such First Party Event.   
A separate Retention amount shall apply to each respective First Party Coverage Section for First 
Party Events involving Related Acts.  
 


(c) For First Party Coverage Sections and Third Party Coverage Sections 
 


If a First Party Event or a Third Party Event and any Related Acts trigger coverage under one or 
more First Party Coverage Sections and one or more Third Party Coverage Sections, all First Party 
Coverage Section Retentions shall apply pursuant to (b) above, in addition to the applicable Third 
Party Coverage Section Retention pursuant to (a) above. 
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6. NOTICE 


 
(a) The Insureds shall, as a condition precedent to the obligations of the Insurer under this policy, give 


written notice to the Insurer of any Claim made against an Insured or a First Party Event as soon as 
practicable after: 


 
(1) any personnel in the office of any member of the Control Group first becomes aware of the 


Claim; or  
(2) any First Party Event commences or, solely with respect to a Discovery Coverage Section, is 


discovered.  
 
Notwithstanding the foregoing and regardless of whether any personnel described in (1) above has 
become aware, in all events each Claim under a Claims-Made and Reported Coverage Section must 
be reported no later than either: 
 
(1) forty-five (45) days after the end of the Policy Period; or 
(2) the end of any applicable Discovery Period. 


 
(b) If written notice of a Claim or a First Party Event has been given to the Insurer pursuant to Clause 


(a) above, then: 
 


(1) any subsequent Claim made against an Insured; or 
(2) any subsequent First Party Event; 
 
arising out of, based upon or attributable to the facts giving rise to such Claim or First Party Event 
for which such notice has been given, or alleging any Related Act thereto, shall be considered made 
at the time such notice was given; and 


 
(c) Solely with respect to any Claims-Made and Reported Coverage Section, if during the Policy Period 


or during the Discovery Period (if applicable), an Insured shall become aware of any circumstances 
which may reasonably be expected to give rise to a Claim being made against an Insured and shall 
choose to give written notice to the Insurer of such circumstances, the Third Party Events, 
allegations anticipated and the reasons for anticipating such a Claim, with full particulars as to 
dates, persons and entities involved, then any Claim which is subsequently made against an Insured 
and reported to the Insurer alleging, arising out of, based upon or attributable to such circumstances 
or alleging any Related Act to that alleged or contained in such circumstances, shall be considered 
made at the time such notice of such circumstances was given. 


 


(d) Notice as described herein shall be given in writing to the Insurer at the following address or email 


address:  
  
 AIG Property Casualty  
 Financial Lines Claims 
 P.O. Box 25947  
 Shawnee Mission, KS  66225 
 c-claim@aig.com 
                             


Any notice must reference the Policy Number set forth in the Declarations and the Coverage 


Section(s) under which an Insured is providing notice.   
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If mailed or transmitted by electronic mail, the date of such mailing or transmission shall constitute 


the date that such notice was given and proof of mailing or transmission shall be sufficient proof of 


notice. 


 


7.  INSURED’S OBLIGATIONS 
 


In connection with all Claims and First Party Events under this policy, each Insured agrees to the 
following: 
 
(a) such Insured shall send the Insurer copies of all demands, suit papers, other related legal documents 


and invoices for Defense Costs received by such Insured, as soon as practicable;  
 
(b) such Insured shall immediately record the specifics of any Claim and First Party Event and the date 


such Insured first received such Claim or First Party Event;  
 
(c) such Insured shall cooperate with and help the Insurer and/or any counsel appointed pursuant to the 


terms of this policy, including, without limitation, as follows: 
 


(1) by not admitting liability; 
(2) in making settlements;  
(3) in enforcing any legal rights any Insured may have against anyone who may be liable to any 


Insured; 
(4) by attending depositions, hearings and trials;  
(5) by securing and giving evidence, and obtaining the attendance of witnesses;  
(6) by furnishing any and all documentation within the possession of such Insured that may be 


required; and 
(7) by taking such actions that such Insured and the Insurer agree are necessary and practicable to 


prevent or limit Loss arising from any First Party Event or Third Party Event. 
  


(d) unless required to do so by law, Insureds shall not, without the Insurer’s prior written consent: 
 


(1) assume any financial obligation or incur any cost unless specifically allowed to settle any Claim 
on behalf of all Insureds within the retention pursuant to a Coverage Section.   


(2) take any action, or fail to take any required action which prejudices the Insurer’s rights under 
this policy. 


 
8. CANCELLATION  
 


(a) By the Named Entity:  This policy may be canceled by the Named Entity at any time only by mailing 
written prior notice to the Insurer or by surrender of this policy to the Insurer’s authorized agent or 
to the Insurer. 


 
(b) By the Insurer: This policy may be canceled by the Insurer’s delivering to the Named Entity by 


registered, certified, other first class mail or other reasonable delivery method, at the address of the 
Named Entity set forth in Item 1 of the Declarations, written notice stating when, not less than sixty 
(60) days thereafter (ten (10) days in the event of cancellation for non-payment of premium), the 
cancellation shall be effective.  Proof of mailing or delivery of such notice as aforesaid shall be 
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sufficient proof of notice and this policy shall be deemed canceled as to all Insureds at the date and 
hour specified in such notice. 


 
(c) Return of Premium:  If this policy shall be canceled by the Named Entity, the Insurer shall retain 


the customary short rate proportion of the premium hereon.  If this policy shall be canceled by the 
Insurer, the Insurer shall retain the pro rata proportion of the premium hereon. 


 
9. DISCOVERY  
 


This Clause applies solely to Claims-Made and Reported Coverage Sections of this policy but shall not 
apply in the event of cancellation for non-payment of premium: 
 
(a) Automatic Discovery Period:  If the Named Entity or the Insurer shall cancel or refuse to renew 


this policy or in the event of a Transaction (as that term is defined in Clause 10. below), the Named 
Entity shall have the right following the effective date of such cancellation or nonrenewal to a 
period of sixty (60) days (the “Automatic Discovery Period”) in which to give written notice to the 
Insurer of Claims first made against an Insured during the Automatic Discovery Period for any 
Third Party Events occurring prior to the end of the Policy Period and otherwise covered by this 
policy.  The Automatic Discovery Period shall not apply where an Optional Discovery Period has 
been purchased or to Claims that are covered under any subsequent insurance an Insured purchases 
or that is purchased for an Insured’s benefit, or that would be covered by any subsequent insurance 
but for the exhaustion of the amount of insurance applicable to such Claims or any applicable 
Retention amount. 


 
(b) Optional Discovery Period:  Except as indicated below, if the Named Entity or the Insurer shall 


cancel or refuse to renew this policy or in the event of a Transaction (as that term is defined in 
Clause 10. below), the Named Entity shall have the right to a period of up to three years following 
the effective date of such cancellation or nonrenewal (an “Optional Discovery Period”), upon 
payment of an additional premium amount of up to: 


 
(i) one hundred percent (100%) of the full annual premium, for a period of one (1) year, 
(ii) one hundred and seventy-five percent (175%) of the full annual premium, for a period of two (2) 


years, or 
(iii) two hundred percent (200%) of the full annual premium, for a period of three (3) years,  
 
in which to give written notice to the Insurer of Claims first made against an Insured during the 
Optional Discovery Period for any Third Party Events occurring prior to the end of the Policy 
Period and otherwise covered by this policy. 
 
If the Named Entity exercises its right to purchase an Optional Discovery Period, that period 
incepts at the end of the Policy Period and there shall be no Automatic Discovery Period. 
 
As used herein, “full annual premium” means the premium amount set forth in the Declarations as 
such, plus an additional premium charged for any endorsements to this policy.  
 
The right to purchase an Optional Discovery Period shall terminate unless written notice of 
election, together with any additional premium due, is received by the Insurer no later than thirty 
(30) days after the effective date of the cancellation, nonrenewal or transaction. 
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Any Discovery Period cannot be canceled and any additional premium charged for an Optional 
Discovery Period shall be fully earned at inception.   
 
This Clause 9. DISCOVERY shall not apply to any cancellation resulting from non-payment of premium.   


 
10. TRANSACTIONS 
 


(a) If during the Policy Period: 
 


(1) the Named Entity shall consolidate with or merge into, or sell all or substantially all of its assets 
to any other person or entity or group of persons or entities acting in concert; or 


 
(2) any person or entity or group of persons or entities acting in concert shall acquire Management 


Control of the Named Entity;  
 


(either of the above events herein referred to as the “Transaction”), then this policy shall continue 
in full force and effect only as to those First Party Events and Third Party Events occurring prior to 
the effective time of the Transaction. 


 
This policy may not be canceled after the effective time of the Transaction.  


 
(b) Notwithstanding the foregoing, this policy may continue in full force and effect as to those First 


Party Events and Third Party Events occurring subsequent to the effective time of the Transaction 
if: 


 
(1) within thirty (30) days of such Transaction the Insurer has been provided with full particulars of 


the Transaction, the related or acquiring person(s) or entity(ies) and any other information 
requested by the Insurer; and  


 
(2) the Insurer waives the restrictions set forth in Paragraph 10(a) above with respect to such 


Transaction by written endorsement to this policy and the Named Entity or its successor has 
paid any additional premium and accepted any amendments to this policy required by the 
Insurer.   


 
11. SUBROGATION 
  


An Insured may be able to recover all or part of Loss from someone other than the Insurer. Such 
Insured must do all that is possible after a First Party Event or Third Party Event to preserve any, and 
all, rights of recovery. As a condition of any payment by the Insurer under this policy, an Insured’s 
rights to recovery will be transferred to the Insurer.  Each Insured will do whatever is necessary, 
including signing documents, to help the Insurer obtain that recovery. 
 
A Company may waive an Insured’s rights to recovery against others if such Company does so in writing 
and before the First Party Event or Third Party Event occurred.   


 
12. OTHER INSURANCE 
 


Such insurance as is provided by this policy shall apply only as excess over any other valid and collectible 
insurance, unless such other insurance is expressly written to be excess over the Limit of Liability or any 
applicable Sublimit of Liability provided by this policy.  
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13. NOTICE AND AUTHORITY 
 


Except for the giving of a notice of Claim, which shall be governed by the provisions of  Section 6 of 
these General Terms and Conditions, all notices required under this policy to be given by an Insured to 
the Insurer shall be given in writing to the Insurer at the address stated in Item 4(a) of the Declarations.  
It is agreed that the Named Entity shall act on behalf of all Insureds with respect to the giving of notice 
of a Claim, the giving and receiving of notice of cancellation and nonrenewal, the payment of premiums 
and the receiving of any return premiums that may become due under this policy, the receipt and 
acceptance of any endorsements issued to form a part of this policy, the exercising or declining of the 
right to tender the defense of a Claim to the Insurer and the exercising or declining to exercise any right 
to a Discovery Period. 


 
14. ASSIGNMENT 
 


This policy and any and all rights hereunder are not assignable without the prior written consent of the 
Insurer, which consent shall be in the sole and absolute discretion of the Insurer. 


 
15. DISPUTE RESOLUTION PROCESS 
 


It is hereby understood and agreed that all disputes or differences which may arise under or in 
connection with this policy, whether arising before or after termination of this policy, including any 
determination of the amount of Loss, must first be submitted to the non-binding mediation process as 
set forth in this Clause. 
 
The non-binding mediation will be administered by any mediation facility to which the Insurer and the 
Named Entity mutually agree, in which all implicated Insureds and the Insurer shall try in good faith to 
settle the dispute by mediation in accordance with the American Arbitration Association’s (“AAA”) then-
prevailing Commercial Mediation Rules. The parties shall mutually agree on the selection of a mediator. 
The mediator shall have knowledge of the legal, corporate management, or insurance issues relevant to 
the matters in dispute.  The mediator shall also give due consideration to the general principles of the 
law of the state where the Named Entity is incorporated in the construction or interpretation of the 
provisions of this policy.  In the event that such non-binding mediation does not result in a settlement of 
the subject dispute or difference:  
 
(a) either party shall have the right to commence a judicial proceeding; or 


(b) either party shall have the right, with all other parties consent, to commence an arbitration 
proceeding with the AAA that will be submitted to an arbitration panel of three (3) arbitrators as 
follows: (i) the implicated Insureds shall select one (1) arbitrator; (ii) the Insurer shall select one (1) 
arbitrator; and (iii) said arbitrators shall mutually agree upon the selection of the third arbitrator. 
The arbitration shall be conducted in accordance with the AAA’s then-prevailing Commercial 
Arbitration Rules. 


 
Notwithstanding the foregoing, no such judicial or arbitration proceeding shall be commenced until at 
least 90 days after the date the non-binding mediation shall be deemed concluded or terminated. Each 
party shall share equally the expenses of the non-binding mediation. 
 
The non-binding mediation may be commenced in New York, New York; Atlanta, Georgia; Chicago, 
Illinois; Denver, Colorado; or in the state indicated in Item 1 of the Declarations as the mailing address 
for the Named Entity.  The Named Entity shall act on behalf of each and every Insured in connection 
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with any non-binding mediation under this Clause, the selection of arbitration or judicial proceeding 
and/or the selection of mediators or arbitrators. 


 
16. ACTION AGAINST INSURER 
 


Except as provided in Clause 15 above, no action shall lie against the Insurer unless, as a condition 
precedent thereto, there shall have been full compliance with all of the terms of this policy, nor until 
the amount of an Insured’s obligation to pay shall have been finally determined either by judgment 
against such Insured after actual trial or by written agreement of such Insured, the claimant and the 
Insurer. 


 
Any person or organization or the legal representative thereof who has secured such judgment or written 
agreement shall thereafter be entitled to recover under this policy to the extent of the insurance 
afforded by this policy.  No person or organization shall have any right under this policy to join the 
Insurer as a party to any action against an Insured or a Company to determine an Insured’s liability, 
nor shall the Insurer be impleaded by an Insured or a Company or their legal representatives.   
 


17. BANKRUPTCY  
 
Bankruptcy or insolvency of any Company or any Insured or of their estates shall not relieve the Insurer 
of any of its obligations hereunder. 


 
18. WORLDWIDE TERRITORY 
 


Where legally permissible, this policy shall apply to First Party Events and Third Party Events 
occurring, Claims made or Losses suffered anywhere in the world.   
 


19. HEADINGS 
 


The descriptions in the headings of this policy are solely for convenience, and form no part of the terms 
and conditions of coverage. 
 
 


[The balance of this page is intentionally left blank.] 


 







101019 (12/13) © AIG, Inc. All rights reserved. 


Page 1 of 7 


MEDIA CONTENT COVERAGE SECTION (CLAIMS MADE) 


 
Specialty Risk Protector® 


 
Media Content Insurance  


(“MEDIA CONTENT COVERAGE SECTION”) 
 


THIS IS A CLAIMS MADE AND REPORTED COVERAGE SECTION AND A THIRD PARTY COVERAGE SECTION 


 
Notice: Pursuant to Clause 1 of the General Terms and Conditions, the General Terms and Conditions are 
incorporated by reference into, made a part of and are expressly applicable to this Media Content Coverage 
Section, unless otherwise explicitly stated to the contrary in the General Terms and Conditions or in this 
Media Content Coverage Section. 
 
1. INSURING AGREEMENTS 


 
With respect to the MEDIA CONTENT INSURING AGREEMENT, the DEFENSE provisions and the 
SETTLEMENT provisions of this Clause 1., solely with respect to Claims first made against an Insured 
during the Policy Period or Discovery Period (if applicable) and reported to the Insurer pursuant to the 
terms of this policy, this Media Content Coverage Section affords the following coverage:  
 
MEDIA CONTENT INSURING AGREEMENT 


 
The Insurer shall pay on an Insured’s behalf all Loss in excess of the applicable Retention that such 
Insured is legally obligated to pay resulting from a Claim alleging a Wrongful Act. 
 
DEFENSE 
 
(a) The Insurer has the right and duty to defend a Suit for a Wrongful Act, even if the Suit is 


groundless, false or fraudulent.  
 
(b) The Insurer has the right to investigate any Claim. 
 
(c) The Insurer’s duty to defend ends if an Insured refuses to consent to a settlement that the Insurer 


recommends pursuant to the SETTLEMENT provision below and that the claimant will accept.  As a 
consequence of such Insured’s refusal, the Insurer’s liability shall not exceed the amount for which 
the Insurer could have settled such Claim had such Insured consented, plus Defense Costs incurred 
prior to the date of such refusal, plus 50% of Defense Costs incurred with the Insurer’s prior written 
consent after the date of such refusal.  This Clause shall not apply to any settlement where the total 
incurred Loss does not exceed the applicable Retention amount. 


 
SETTLEMENT  
 
(a) The Insurer has the right, with the written consent of an Insured, to settle any Claim if the Insurer 


believes that it is proper. 
 
(b) An Insured may settle any Claim on behalf of all Insureds to which this insurance applies and which 


are subject to one Retention amount where the total incurred Loss does not exceed the Retention 
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amount. 
 
2. DEFINITIONS 
 


(a) “Bodily Injury” means physical injury, sickness or disease, and, if arising out of the foregoing, 
mental anguish, mental injury, shock, humiliation or death at any time. 


 
(b) “Claim” means: 


 
(1) a written demand for money, services, non-monetary relief or injunctive relief;  
(2) a written request for mediation or arbitration, or to toll or waive an applicable statute of 


limitations; or 
(3) a Suit. 


 
(c) “Defense Costs” means all reasonable and necessary fees charged by an attorney appointed by the 


Insurer (unless otherwise provided for by this policy) in connection with any Suit brought against an 
Insured alleging a Wrongful Act, as well as all other reasonable and necessary fees, costs and expenses 
(including premiums for any appeal bond, attachment bond or similar bond arising out of a covered 
judgment, but without any obligation to apply for or furnish any such bond) incurred in the defense or 
investigation of a Claim by the Insurer or by an Insured with the Insurer’s written consent. Defense 
Costs shall not include: (i) compensation of any natural person Insured; or (ii) any fees, costs or 
expenses incurred prior to the time that a Claim is first made against an Insured. 


 
(d) “Insured” means: 


 
(1) a Company; 
(2) any past, present or future officer, director, trustee or employee of a Company (and in the event 


that a Company is a partnership, limited liability partnership or limited liability company, then 
any general or managing partner or principal thereof), but only while acting within the scope of 
his or her duties in connection with the provision of Material for such Company;  


(3) any independent contractors, agents, third-party distributors, licensees and sub-licensees, but 
only: 


(i) with respect to Material that they provide to a Company; and  
(ii) when such Company has, prior to the commission of a Wrongful Act, expressly agreed in 


writing to indemnify and defend such party against liability arising out of such Wrongful 
Act;  


(4) any person or entity that a Company has expressly agreed in writing, prior to the commission of a 
Wrongful Act, to add as an Insured under this policy, but only for the Wrongful Acts of a 
Company; and 


(5) any other person or entity listed as Insured by endorsement to this policy, but only for the 
Wrongful Acts of a Company. 


 
(e) “Loss” means compensatory damages, judgments, settlements, pre-judgment and post-judgment 


interest and Defense Costs, including punitive, exemplary and multiple damages where insurable by 
the applicable law which most favors coverage for such punitive, exemplary and multiple damages. 


 
(f) “Material” means media content in any form, including, without limitation, advertising and written, 


printed, video, electronic, digital or digitized content, of: 
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(1) broadcasts, including without limitation, broadcasts via television, motion picture, cable, 
satellite television, radio, wireless devices or the Internet;  or 


(2) publications, including without limitation, publications via newspaper, newsletter, magazine, 
book and other literary, monograph, brochure, directory, screen play, film script, playwright and 
video publications.  


 
(g) “Pollutants” means, but is not limited to, any solid, liquid, gaseous, biological, radiological or 


thermal irritant or contaminant, including smoke, vapor, dust, fibers, mold, spores, fungi, germs, 
soot, fumes, acids, alkalis, chemicals and waste. “Waste” includes, but is not limited to, materials to 
be recycled, reconditioned or reclaimed and nuclear materials. 


 
(h) “Property Damage” means damage to, loss of use of or destruction of any tangible property. For 


purposes of this definition, “tangible property” shall not include electronic data.  
 


(i) “Suit” means a civil proceeding for monetary, non-monetary or injunctive relief, which is commenced 
by service of a complaint or similar pleading.  Suit includes a binding arbitration proceeding to which 
an Insured must submit or does submit with the Insurer’s consent. 


 
(j) “Third Party Event” means any Wrongful Act. 
 
(k) “Wrongful Act” means any act, error, omission, negligent supervision of an employee, misstatement 


or misleading statement by an Insured in connection with Material occurring on or after the 
Retroactive Date and prior to the end of the Policy Period (including without limitation, any of the 
foregoing conduct in the gathering, collection, broadcast, creation, distribution, exhibition, 
performance, preparation, printing, production, publication, release, display, research, or 
serialization of Material by an Insured) that results solely in: 


 
(1) infringement of copyright, title, slogan, trademark, trade name, trade dress, mark, service 


mark, service name, infringement of domain name, deep-linking or framing, including, without 
limitation, unfair competition in connection with such conduct; 


(2) plagiarism, piracy or misappropriation or theft of ideas under implied contract or other 
misappropriation or theft of ideas or information; including, without limitation, unfair 
competition in connection with such conduct; 


(3) invasion, infringement or interference with rights of privacy or publicity, false light, public 
disclosure of private facts, intrusion and commercial appropriation of name, persona or 
likeness; including, without limitation, emotional distress or mental anguish in connection with 
such conduct; 


(4) defamation, libel, slander, product disparagement or trade libel or other tort related to 
disparagement or harm to character or reputation; including, without limitation, unfair 
competition, emotional distress or mental anguish in connection with such conduct; 


(5) wrongful entry or eviction, trespass, eavesdropping or other invasion of the right to private 
occupancy, or false arrest, detention or imprisonment or malicious prosecution; including, 
without limitation, any emotional distress or mental anguish in connection with such conduct; 
or 


(6) negligent or intentional infliction of emotional distress, outrage or prima facie tort in 
connection with Material. 
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3. EXCLUSIONS 
 
 This policy shall not cover Loss in connection with a Claim made against an Insured: 
 


(a) alleging, arising out of, based upon or attributable to a dishonest, fraudulent, criminal or malicious 
act, error or omission, or any intentional or knowing violation of the law; provided, however, the 
Insurer will defend Suits that allege any of the foregoing conduct, and that are not otherwise 
excluded, until there is a final, non-appealable judgment or adjudication against an Insured as to 
such conduct in any action or proceeding other than an action or proceeding initiated by the Insurer 
to determine coverage under this policy, at which time the Insureds shall reimburse the Insurer for 
Defense Costs. 


 
(b) alleging, arising out of, based upon or attributable to any misappropriation of trade secret or 


infringement of patent. 
 


(c) alleging, arising out of, based upon or attributable to any (1) presence of Pollutants, (2) the actual 
or threatened discharge, dispersal, release or escape of Pollutants, or (3) direction or request to test 
for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way 
respond to or assess the effects of Pollutants. 


 
(d) alleging, arising out of, based upon or attributable to any Bodily Injury or Property Damage. 


 
(e) alleging, arising out of, based upon or attributable to any: 


 
(1) fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, 


landslide, hail, act of God or any other physical event, however caused; 
(2) strikes or similar labor action, war, invasion, military action (whether war is declared or not), 


civil war, mutiny, civil commotion, popular or military uprising, insurrection, rebellion, 
revolution, military or usurped power, or any action taken to hinder or defend against any of 
these events;  


(3) electrical or mechanical failures of infrastructure not under the control of an Insured, including 
any electrical power interruption, surge, brownout or blackout; 


(4) failure of telephone lines, data transmission lines or other telecommunications or networking 
infrastructure not under the control of an Insured; or 


(5) satellite failure. 
 
(f) alleging, arising out of, based upon or attributable to any: 
 


(1) purchase, sale, or offer or solicitation of an offer to purchase or sell securities;  
(2) violation of any securities law, including the Securities Act of 1933, as amended, or the Securities 


Exchange Act of 1934, as amended, or any regulation promulgated under the foregoing statutes, or 
any federal, state or local laws similar to the foregoing statutes (including “Blue Sky” laws), whether 
such law is statutory, regulatory or common law;  


(3) violation of the Organized Crime Control Act of 1970 (commonly known as Racketeer Influenced And 
Corrupt Organizations Act, or “RICO”), as amended, or any regulation promulgated thereunder or 
any federal, state or local law similar to the foregoing, whether such law is statutory, regulatory or 
common law; 


(4) antitrust violations, restraint of trade, unfair competition, or violations of the Sherman Act, 
Clayton Act or the Robinson-Patman Act, as amended; provided, however, that this exclusion 
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shall not apply to unfair competition as referenced in sub-paragraphs (1), (2) or (4) of the 
definition of Wrongful Act; or 


(5) violation of the Telephone Consumer Protection Act of 1991, as amended. 
 


(g) alleging, arising out of, based upon or attributable to an Insured’s employment of any individual or 
any of an Insured’s employment practices (including, without limitation, wrongful dismissal, 
discharge or termination, discrimination, harassment, retaliation or other employment-related 
claim).  


 
(h) alleging, arising out of, based upon or attributable to any unfair or deceptive business practices, 


including, without limitation, violations of any local, state or federal consumer protection laws; 
provided, however, this exclusion shall not apply to Claims in connection with the collection of 
Material. 


 
(i) brought by or on behalf of: 


 
(1) any Insured; 
(2) any business entity that is controlled, managed or operated, directly or indirectly, in whole or in 


part, by an Insured; or 
(3) any parent company, Subsidiary, successor or assignee of an Insured, or any person or entity 


affiliated with an Insured or such business entity through common Management Control; 
 


provided, however, this exclusion shall not apply to an Insured as described in Sub-paragraph (d)(4) 
or (d)(5) of the definition of Insured. 
 


(j) for any of the following: 
  
(1) the return of an Insured’s fees or compensation; 
(2) any profit or advantage to which an Insured is not legally entitled; 
(3) an Insured’s expenses or charges, including employee compensation and benefits, overhead, 


over-charges or cost over-runs; 
(4) civil or criminal fines or penalties imposed against an Insured and any matters deemed 


uninsurable under the law pursuant to which this policy shall be construed;  
(5) an Insured’s costs and expenses of complying with any injunctive or other form of equitable 


relief;  
(6) taxes incurred by an Insured; 
(7) the amounts for which an Insured is not financially liable or which are without legal recourse to 


any Insured; 
(8) production costs or the cost of recall, reproduction, reprinting, return or correction of Material 


by any person or entity; or 
(9) amounts an Insured agrees to pay pursuant to a contract, including without limitation, 


liquidated damages, setoffs or penalties. 
 
(k) alleging, arising out of, based upon or attributable to any obligation that an Insured has under a 


contract, other than liability from a Wrongful Act where such liability has been assumed by an 
Insured in the form of a written hold harmless or indemnity agreement that predates the first such 
Wrongful Act.  
 


(l) alleging, arising out of, based upon or attributable to any Wrongful Acts, or any Related Acts 
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thereto, alleged or contained in any Claim which has been reported, or in any circumstances of 
which notice has been given, under any policy of which this Media Content Coverage Section is a 
renewal or replacement or which it may succeed in time. 


 
(m) alleging, arising out of, based upon or attributable to any Wrongful Act occurring prior to the 


Retroactive Date or any Related Act thereto, regardless of when such Related Act occurs.  
 


(n) alleging, arising out of, based upon or attributable to any Wrongful Act occurring prior to the 
Continuity Date, or any Related Act thereto (regardless of when such Related Act occurs),  if, as of the 
Continuity Date, an Insured knew or could have reasonably foreseen that such Wrongful Act did or 
would result in a Claim against such Insured. 


 
(o) alleging, arising out of, based upon or attributable to any breach of fiduciary duty, responsibility, or 


obligation in connection with any employee benefit or pension plan, including violations of the 
responsibilities, obligations or duties imposed upon fiduciaries by the Employee Retirement Income 
Security Act of 1974 (“ERISA”), as amended, or similar statutory or common law of the United States of 
America or any state or jurisdiction therein.  


 
(p) alleging, arising out of, based upon or attributable to (1) false advertising or misrepresentation in 


advertising of an Insured’s products or services, (2) any failure of goods, products or services to 
conform with an advertised quality or performance, or (3) any infringement of trademark or trade 
dress by any goods, products or services, including any goods or products displayed or contained in 
any Material. 


 
(q) brought by or on behalf of: (i) ASCAP, SESAC, BMI, RIAA or other music licensing organizations; (ii) 


the Federal Trade Commission; (iii) the Department of Health and Human Services or Office of Civil 
Rights; (iv)  the Federal Communications Commission; or (v) any other federal, state, local or foreign 
government, agency or office. 


 
(r) brought by or on behalf of any independent contractor, third-party distributor, licensee, sub-


licensee, joint venturer, venture partner, any employee of the foregoing, or any employee or agent 
of an Insured alleging, arising out of, based upon or attributable to disputes over the (i) ownership 
or exercise of rights in Material; or (ii) services supplied by such independent contractor, third-party 
distributor, licensee, sub-licensee, joint venturer, venture partner or employee or agent.  


 
(s) alleging, arising out of, based upon or attributable to any infringement of copyright related to 


software, source code or software license; provided, however, that this exclusion shall not apply to 
any otherwise covered Claim alleging an infringement of copyright, trademark or servicemark with 
respect to Material generated or displayed in a publication or broadcast by the use of software. 


 
(t) alleging, arising out of, based upon or attributable to the failure to protect information used for 


authenticating or identifying an Insured’s customers, vendors, suppliers or independent contractors 
in the normal course of an Insured’s business. 


 
(u) alleging, arising out of, based upon or attributable to any: 


 
(1) accounting or recovery of profits, royalties, fees or other monies claimed to be due from an 


Insured, or any Claim brought by any such party against an Insured claiming excessive or 
unwarranted fees, compensation or charges of any kind made by an Insured; or 
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(2) licensing fees or royalties ordered, directed or agreed to be paid by an Insured pursuant to a 
judgment, arbitration award, settlement agreement or similar order or agreement, for the 
continued use of a person or entity’s copyright, title, slogan, trademark, trade name, trade 
dress, service mark, service name, or other intellectual property right. 


 


[The balance of this page is intentionally left blank.] 
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SECURITY AND PRIVACY COVERAGE SECTION 


 
 Specialty Risk Protector® 


 
CyberEdgeSM Security and Privacy Liability Insurance  


 (“SECURITY AND PRIVACY COVERAGE SECTION”) 
 


THIS IS A CLAIMS MADE AND REPORTED COVERAGE SECTION AND A THIRD PARTY COVERAGE SECTION 


 
Notice: Pursuant to Clause 1 of the General Terms and Conditions, the General Terms and Conditions are 
incorporated by reference into, made a part of and are expressly applicable to this Security and Privacy 
Coverage Section, unless otherwise explicitly stated to the contrary in the General Terms and Conditions 
or in this Security and Privacy Coverage Section. 
 
1. INSURING AGREEMENTS 


 
With respect to the SECURITY AND PRIVACY INSURING AGREEMENT, the DEFENSE provisions and the 
SETTLEMENT provisions of this Clause 1., solely with respect to Claims first made against an Insured 
during the Policy Period or the Discovery Period (if applicable) and reported to the Insurer pursuant to 
the terms of this policy, this Security and Privacy Coverage Section affords the following coverage:  
 
SECURITY AND PRIVACY INSURING AGREEMENT 


 
The Insurer shall pay on an Insured’s behalf all Loss in excess of the applicable Retention that such 
Insured is legally obligated to pay resulting from a Claim alleging a Security Failure or a Privacy Event.  
 
DEFENSE 


 
(a) The Insurer has the right and duty to defend a Suit or Regulatory Action alleging a Security Failure 


or a Privacy Event, even if the Suit or Regulatory Action is groundless, false or fraudulent.  
 
(b) The Insurer has the right to investigate any Claim. 
 
(c) The Insurer’s duty to defend ends if an Insured refuses to consent to a settlement that the Insurer 


recommends pursuant to the SETTLEMENT provision below and that the claimant will accept.    As a 
consequence of such Insured’s refusal, the Insurer’s liability shall not exceed the amount for which 
the Insurer could have settled such Claim had such Insured consented, plus Defense Costs incurred 
prior to the date of such refusal, plus 50% of Defense Costs incurred with the Insurer’s prior written 
consent after the date of such refusal.  This Clause shall not apply to any settlement where the total 
incurred Loss does not exceed the applicable Retention amount. 


 
SETTLEMENT 
 
(a) The Insurer has the right, with the written consent of an Insured, to settle any Claim if the Insurer 


believes that it is proper. 
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(b) An Insured may settle any Claim on behalf of all Insureds to which this insurance applies and which 
are subject to one Retention amount where the total incurred Loss does not exceed the Retention 
amount. 


 
2. DEFINITIONS 
 


(a) “Bodily Injury” means physical injury, sickness or disease, and, if arising out of the foregoing, 
mental anguish, mental injury, shock, humiliation or death at any time. 


 
(b) “Claim” means: 


 
(1) a written demand for money, services, non-monetary relief or injunctive relief;  
(2) a written request for mediation or arbitration, or to toll or waive an applicable statute of 


limitations; 
(3) a Suit; or 
(4) a Regulatory Action. 
 


(c) “Computer System” means any computer hardware, software or any components thereof that are 
linked together through a network of two or more devices accessible through the Internet, internal 
network or connected with data storage or other peripheral devices (including, without limitation, 
wireless and mobile devices), and are under ownership, operation or control of, or leased by, a 
Company. 


 
For this Coverage Section, “Computer System” also means “cloud computing” and other hosted 
resources operated by a third party service provider for the purpose of providing hosted computer 
resources to a Company as provided in a written contract between such third party and a Company. 


 
(d) “Confidential Information” means any of the following in a Company’s or Information Holder’s 


care, custody or control or for which a Company or Information Holder is legally responsible: 
 


(1) information from which an individual may be uniquely and reliably identified or contacted, 
including, without limitation, an individual’s name, address, telephone number, social security 
number, account relationships, account numbers, account balances, account histories and 
passwords;  


(2) information concerning an individual that would be considered “nonpublic personal information” 
within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 106-102, 113 
Stat. 1338) (as amended) and its implementing regulations, or protected personal information 
under any similar federal, state, local or foreign law;  


(3) information concerning an individual that would be considered “protected health information” or 
“electronic protected health information” within the Health Insurance Portability and 
Accountability Act of 1996 (as amended) (HIPAA) or the Health Information Technology for 
Economic and Clinical Health Act (HITECH Act), and their implementing regulations, or protected 
health-related information under any similar federal, state, local or foreign law; 


(4) information used for authenticating customers for normal business transactions; or 
(5) any third party’s trade secrets, data, designs, interpretations, forecasts, formulas, methods, 


practices, processes, records, reports or other item of information that is not available to the 
general public. 


 
(e) “Defense Costs” means all reasonable and necessary fees charged by an attorney appointed by the 
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Insurer (unless otherwise provided for by this policy) in connection with any Suit or Regulatory Action 
brought against an Insured, as well as all other reasonable and necessary fees, costs and expenses 
(including premiums for any appeal bond, attachment bond or similar bond arising out of a covered 
judgment, but without any obligation to apply for or furnish any such bond) incurred in the defense 
or investigation of a Claim by the Insurer or by an Insured with the Insurer’s written consent.  
Defense Costs shall not include: (i) compensation of any natural person Insured; or (ii) any fees, 
costs or expenses incurred prior to the time that a Claim is first made against an Insured. 


 
(f) “Information Holder” means a third party that: 


(1) a Company has provided Confidential Information to; or 
(2) has received Confidential Information on behalf of a Company.  


 
(g) “Insured” means: 


 
(1) a Company; 
(2) any past, present or future officer, director, trustee or employee of a Company acting in their 


capacity as such (and in the event a Company is a partnership, limited liability partnership or 
limited liability company, then any general or managing partner or principal thereof acting in 
their capacity as such); and 


(3) any entity which a Company is required by contract to add as an Insured under this Security and 
Privacy Coverage Section, but only for the acts of such Company that result in a Security 
Failure or a Privacy Event. 


 
(h) “Loss” means compensatory damages, judgments, settlements, pre-judgment and post-judgment 


interest and Defense Costs, including without limitation: 
 


(1) punitive, exemplary and multiple damages where insurable by the applicable law which most 
favors coverage for such punitive, exemplary and multiple damages;  


(2) civil fines or penalties imposed by a governmental agency and arising from a Regulatory 
Action, unless the civil fine or penalty imposed is uninsurable under the law of the jurisdiction 
imposing such fine or penalty;  


(3) any monetary amounts an Insured is required by law or has agreed to by settlement to deposit 
into a consumer redress fund; and 


(4) amounts payable in connection with a PCI-DSS Assessment. 
 
(i) “PCI Data Security Standards” means generally accepted and published Payment Card Industry 


standards for data security (commonly referred to as “PCI-DSS”). 
 
(j) “PCI-DSS Assessment” means any written demand received by an Insured from a Payment Card 


Association (e.g., MasterCard, Visa, American Express) or bank processing payment card transactions 
(i.e., an “Acquiring Bank”) for a monetary assessment (including a contractual fine or penalty) in 
connection with an Insured’s non-compliance with PCI Data Security Standards which resulted in a 
Security Failure or Privacy Event. 


 
(k) “Pollutants” means, but is not limited to, any solid, liquid, gaseous, biological, radiological or 


thermal irritant or contaminant, including smoke, vapor, dust, fibers, mold, spores, fungi, germs, 
soot, fumes, acids, alkalis, chemicals and waste. “Waste” includes, but is not limited to, materials to 
be recycled, reconditioned or reclaimed and nuclear materials. 
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(l) “Privacy Event” means the following occurring on or after the Retroactive Date and prior to the 
end of the Policy Period: 


 
(1) any failure to protect Confidential Information (whether by “phishing,” other social engineering 


technique or otherwise) including, without limitation, that which could result in an identity theft 
or other wrongful emulation of the identity of an individual or corporation; 


 
(2) any failure to disclose an event referenced in Sub-paragraph (1) above in violation of any 


Security Breach Notice Law;  
 
(3) any unintentional failure of an Insured to comply with those parts of a Company’s privacy policy 


that (a) prohibit or restrict the disclosure or sale of Confidential Information by an Insured, or 
(b) require an Insured to allow an individual to access or correct Confidential Information about 
such individual; or 


 
(4) any violation of a federal, state, foreign or local privacy statute alleged in connection with a 


Claim for a failure described in Sub-paragraphs (1) or (2) above. 
 


(m) “Property Damage” means damage to, loss of use of or destruction of any tangible property. For 
purposes of this definition, “tangible property” shall not include electronic data.  


 
(n) “Regulatory Action” means a request for information, civil investigative demand or civil proceeding 


brought by or on behalf of a governmental agency, including requests for information related 
thereto. 


 
(o) “Security Breach Notice Law” means any federal, state, local or foreign statute or regulation that 


requires an entity collecting or storing Confidential Information, or any entity that has provided 
Confidential Information to an Information Holder, to provide notice of any actual or potential 
unauthorized access by others to such Confidential Information, including but not limited to, the 
statute known as California SB 1386 (§1798.82, et. seq. of the California Civil Code). 


 
(p) “Security Failure” means the following occurring on or after the Retroactive Date and prior to the 


end of the Policy Period: 
 


(1) a failure or violation of the security of a Computer System including, without limitation, that 
which results in or fails to mitigate any unauthorized access, unauthorized use, denial of service 
attack or receipt or transmission of a malicious code; 


 
(2) failure to disclose an event referenced in Sub-paragraphs (1) above in violation of any Security 


Breach Notice Law. 
 


 “Security Failure” includes any such failure or violation, resulting from the theft of a password or 
access code from an Insured’s premises, the Computer System, or an officer, director or employee 
of a Company by non-electronic means.   


 
(q) “Suit” means a civil proceeding for monetary, non-monetary or injunctive relief, which is commenced 


by service of a complaint or similar pleading.  Suit includes a binding arbitration proceeding to which 
an Insured must submit or does submit with the Insurer’s consent. 
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(r) “Third Party Event” means a Security Failure or Privacy Event. 
 


3. EXCLUSIONS 
 
 This policy shall not cover Loss in connection with a Claim made against an Insured: 
 


(a) alleging, arising out of, based upon or attributable to any dishonest, fraudulent, criminal or 
malicious act, error or omission, or any intentional or knowing violation of the law, if committed by 
any: 


 
(1) past or present director, officer, trustee, general or managing partner or principal (or the 


equivalent positions) of a Company, whether acting alone or in collusion with other persons; or 
(2) past or present employee or independent contractor employed by a Company or an Information 


Holder if any person referenced in Sub-paragraph (1) above knew or had reason to know prior to 
the act of, participated in, approved of or acquiesced to the dishonest, fraudulent, malicious, or 
criminal act committed by such employee or independent contractor that caused a direct loss to 
an Insured or any other person; 


 
provided, however, the Insurer will defend Suits that allege any of the foregoing conduct by such 
person, and that are not otherwise excluded, until there is a final, non-appealable judgment or 
adjudication as to such conduct in any action or proceeding other than an action or proceeding 
initiated by the Insurer to determine coverage under this policy, at which time the Insureds shall 
reimburse the Insurer for Defense Costs. 


 
(b) alleging, arising out of, based upon or attributable to any infringement of patent, or any 


misappropriation of a trade secret by any Insured.  
 


(c) alleging, arising out of, based upon or attributable to any (1) presence of Pollutants, (2) the actual 
or threatened discharge, dispersal, release or escape of Pollutants, or (3) direction or request to test 
for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way 
respond to or assess the effects of Pollutants. 


 
(d) alleging, arising out of, based upon or attributable to any Bodily Injury or Property Damage. 
 
(e) alleging, arising out of, based upon or attributable to any: 


 
(1) fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, 


landslide, hail, act of God or any other physical event, however caused; 
(2) strikes or similar labor action, war, invasion, military action (whether war is declared or not), 


civil war, mutiny, popular or military uprising, insurrection, rebellion, revolution, military or 
usurped power, or any action taken to hinder or defend against any of these events;  


(3) electrical or mechanical failures of infrastructure not under the control of an Insured, including 
any electrical power interruption, surge, brownout or blackout; provided, however, this Sub-
paragraph (3) shall not apply to a Security Failure or a Privacy Event  that is caused by such 
electrical or mechanical failure; 


(4) failure of telephone lines, data transmission lines or other telecommunications or networking 
infrastructure not under the control of an Insured; provided, however, this Sub-paragraph (4) 
shall not apply to a Security Failure or a Privacy Event  that is caused by such failure of 
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telephone lines, data transmission lines or other telecommunication or networking infrastructure; 
or 


(5) satellite failure. 
 
(f) alleging, arising out of, based upon or attributable to any: 
 


(1) purchase, sale, or offer or solicitation of an offer to purchase or sell securities;  
(2) violation of any securities law, including the Securities Act of 1933, as amended, or the Securities 


Exchange Act of 1934, as amended, or any regulation promulgated under the foregoing statutes, or 
any federal, state or local laws similar to the foregoing statutes (including “Blue Sky” laws), whether 
such law is statutory, regulatory or common law; provided, however, this exclusion does not apply 
to a Claim alleging a Privacy Event in violation of Regulation S-P (17 C.F.R. § 248); provided 
further, however, this exclusion does not apply to a Claim alleging a failure to disclose a Security 
Failure or Privacy Event in violation of any Security Breach Notice Law; or 


(3) violation of the Organized Crime Control Act of 1970 (commonly known as Racketeer Influenced And 
Corrupt Organizations Act, or “RICO”), as amended, or any regulation promulgated thereunder or 
any federal, state or local law similar to the foregoing, whether such law is statutory, regulatory or 
common law;   


 
(g) alleging, arising out of, based upon or attributable to an Insured’s employment of any individual or 


any of an Insured’s employment practices (including, without limitation, wrongful dismissal, 
discharge or termination, discrimination, harassment, retaliation or other employment-related 
claim); provided, however, this exclusion shall not apply to any Claim by an individual to the extent 
such individual is alleging (1) a Privacy Event in connection with such individual’s employment or 
application for employment with a Company, or (2) a failure to disclose a Security Failure or 
Privacy Event in violation of any Security Breach Notice Law  


  
(h) alleging, arising out of, based upon or attributable to antitrust, unfair competition, restraint of 


trade, including, without limitation, violations of any local, state or federal law regulating such 
conduct, or that is brought by or on behalf of the Federal Trade Commission (“FTC”) or any other 
federal, state or local government agency, or foreign government agency; provided, however, solely 
with respect to unfair competition, this Paragraph (h) shall not apply to any Loss arising out of a 
covered Regulatory Action. 


 
(i) brought by or on behalf of: 
 


(1) any Insured; 
(2) any business entity that is controlled, managed or operated, directly or indirectly, in whole or in 


part, by an Insured; or 
(3) any parent company, Subsidiary, successor or assignee of an Insured, or any person or entity 


affiliated with an Insured or such business entity through common Management Control; 
 
provided, however, this exclusion shall not apply to (i) an Insured as described in Sub-paragraph (3) of 
the definition of Insured; or (ii) an Insured as described in Sub-paragraph (2) of the definition of 
Insured but only to the extent such Insured is alleging a Privacy Event or a failure to disclose a 
Security Failure or Privacy Event in violation of any Security Breach Notice Law. 


 
(j) for any of the following: 
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(1) the return of an Insured’s fees or compensation; 
(2) any profit or advantage to which an Insured is not legally entitled; 
(3) an Insured’s expenses or charges, including employee compensation and benefits, overhead, 


over-charges or cost over-runs; 
(4) an Insured’s cost of providing, correcting, re-performing or completing any services; 
(5) civil or criminal fines or penalties imposed by law against an Insured and any matters deemed 


uninsurable under the law pursuant to which this policy shall be construed; provided, however, 
this Sub-paragraph (5) shall not apply to (a) any monetary amounts an Insured is required by 
law or has agreed to by settlement to deposit into a consumer redress fund, or (b) any civil fine 
or penalty imposed by a governmental agency arising from a Regulatory Action, unless the civil 
fine or penalty imposed is uninsurable under the law of the jurisdiction imposing such fine or 
penalty; 


(6) an Insured’s costs and expenses of complying with any injunctive or other form of equitable 
relief;  


(7) taxes incurred by an Insured;  
(8) the amounts for which an Insureds is not financially liable or which are without legal recourse 


to any Insured;  
(9) amounts an Insured agrees to pay pursuant to a contract, including without limitation, 


liquidated damages, setoffs or penalties; provided, however, this exclusion shall not apply to 
any PCI-DSS Assessment. 


 
 (k) alleging, arising out of, based upon or attributable to any obligation an Insured has under contract; 


provided, however, this exclusion shall not apply to: 
 
(1) the obligation to prevent a Security Failure or a Privacy Event, including without limitation, 


whether same is in violation of an implied or statutory standard of care; 
 
(2) liability an Insured would have in the absence of such contract or agreement;  
 
(3) the obligation to comply with PCI Data Security Standards; or 
 
(4) with respect to a Privacy Event, any liability or obligation under the confidentiality or non-


disclosure provisions of any agreement; 
 


(l) alleging, arising out of, based upon or attributable to any Security Failure or Privacy Event, or any 
Related Acts thereto, alleged or contained in any Claim which has been reported, or in any 
circumstances of which notice has been given, under any policy of which this Security and Privacy 
Coverage Section is a renewal or replacement or which it may succeed in time. 


 
(m) alleging, arising out of, based upon or attributable to any Security Failure or Privacy Event  


occurring prior to the Retroactive Date or any Related Acts thereto, regardless of when such 
Related Act occurs.  


 
(n) alleging, arising out of, based upon or attributable to any Security Failure or Privacy Event 


occurring prior to the Continuity Date, or any Related Act thereto (regardless of when such Related 
Act occurs), if, as of the Continuity Date, an Insured knew or could have reasonably foreseen that such 
Security Failure or a Privacy Event did or would result in a Claim against an Insured. 
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(o) alleging, arising out of, based upon or attributable to any seizure, confiscation, nationalization, or 
destruction of a Computer System by order of any governmental or public authority. 


 
(p) for (1) the theft of money or securities from an Insured; or (2) the transfer or loss of money or 


securities from or to an Insured’s accounts or accounts under an Insured’s control, including 
customer accounts. For purposes of this Sub-paragraph (p), the term “accounts” shall include, but 
are not limited to, deposit, credit, debit, prepaid and securities brokerage accounts. 


 
4. LIMIT OF LIABILITY 


 
The following provisions shall apply in addition to the provisions of Clause 4. LIMIT OF LIABILITY of the 
General Terms and Conditions: 


 
Notwithstanding anything in the policy to the contrary, the maximum liability of the Insurer for all Loss 
arising from a Regulatory Action shall be the Regulatory Action Sublimit of Liability set forth in Item 6 
of the Declarations.  This amount shall be part of and not in addition to the Limit of Liability and any 
applicable Sublimit of Liability.  


 


 [The balance of this page is intentionally left blank.] 
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NETWORK INTERRUPTION COVERAGE SECTION 


  
Specialty Risk Protector® 


 
CyberEdgeSM Network Interruption Insurance  


 (“NETWORK INTERRUPTION COVERAGE SECTION”) 
 


THIS IS AN OCCURRENCE COVERAGE SECTION AND A FIRST PARTY COVERAGE SECTION 


 
Notice: Pursuant to Clause 1 of the General Terms and Conditions, the General Terms and Conditions are 
incorporated by reference into, made a part of and are expressly applicable to this Network Interruption 
Coverage Section, unless otherwise explicitly stated to the contrary in the General Terms and Conditions 
or in this Network Interruption Coverage Section. 
 
1. INSURING AGREEMENTS 


 
With respect to the NETWORK INTERRUPTION INSURING AGREEMENT of this Clause 1., solely with 
respect to a Security Failure first occurring during the Policy Period and reported to the Insurer 
pursuant to the terms of this policy, this Network Interruption Coverage Section affords the following 
coverage:  
 
NETWORK INTERRUPTION INSURING AGREEMENT 


 
The Insurer shall pay all Loss in excess of the Remaining Retention that an Insured incurs after the 
Waiting Hours Period and solely as a result of a Security Failure. 


 
2. DEFINITIONS 
 


(a) “Bodily Injury” means physical injury, sickness or disease and, if arising out of the foregoing, mental 
anguish, mental injury, shock, humiliation or death at any time. 


 
(b) “Computer System” means any computer hardware, software or any components thereof that are 


linked together through a network of two or more devices accessible through the Internet, internal 
network or connected with data storage or other peripheral devices (including, without limitation, 
wireless and mobile devices), and are under the ownership, operation or control of, or leased by, a 
Company. 


 
For this Coverage Section, “Computer System” also means computer hardware, software or any 
components thereof that are under the ownership, operation or control of an Outsource Provider. 


 
(c) “First Party Event” means any Security Failure. 


 
(d) “Insured” means a Company. 


 
(e) “Loss” means the below listed costs incurred from the beginning of a Material Interruption through 


the 120th day after the end of the Material Interruption (or 120 days after the Material Interruption 
would have ended if an Insured exercised due diligence and dispatch): 
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(1) costs that would not have been incurred but for a Material Interruption; and 
(2) the sum of all of following, which shall be calculated on an hourly basis:  


(a)  Net Income (Net Profit or Loss before income taxes) that would have been earned; and  
(b) Continuing normal operating expenses incurred, including payroll.  


 
(f) “Material Interruption” means the actual and measurable interruption or suspension of an Insured’s 


business directly caused by a Security Failure. 
 


(g) “Outsource Provider” means an entity not owned, operated or controlled by an Insured that such 
Insured depends on to conduct its business. 


 
(h) “Pollutants” means, but is not limited to, any solid, liquid, gaseous, biological, radiological or 


thermal irritant or contaminant, including smoke, vapor, dust, fibers, mold, spores, fungi, germs, 
soot, fumes, acids, alkalis, chemicals and waste. “Waste” includes, but is not limited to, materials to 
be recycled, reconditioned or reclaimed and nuclear materials. 


 
(i) “Property Damage” means damage to, loss of use of or destruction of any tangible property.  For 


purposes of this definition, “tangible property” shall not include electronic data.  
 
(j) “Remaining Retention” means the Retention set forth in Item 6 of the Declarations for this Network 


Interruption Coverage Section less the amount of Loss incurred by any Insured during the Waiting 
Hours Period.  If the Loss incurred by any Insured during the Waiting Hours Period is greater than 
the applicable Retention set forth in the Declarations, the Remaining Retention equals zero. 


 
(k) “Security Failure” means a failure or violation of the security of a Computer System, including, 


without limitation, that which results in or fails to mitigate any unauthorized access, unauthorized 
use, denial of service attack or receipt or transmission of a malicious code.  “Security Failure” 
includes any such failure or violation resulting from the theft of a password or access code from a 
Company’s premises, a Company’s Computer System, or an officer, director or employee of a 
Company by non-electronic means.   


 
(l) “Waiting Hours Period” means the number of hours set forth in Item 6 of the Declarations that must 


elapse once a Material Interruption has begun. 
 
3. EXCLUSIONS 
 
 The Insurer shall not be liable to make any payment for Loss: 
 


(a) arising out of, based upon or attributable to any dishonest, fraudulent, criminal or malicious act, 
error or omission, or any intentional or knowing violation of the law, if committed by any: 


 
(1) past or present director, officer, trustee, general or managing partner or principal (or the 


equivalent positions) of a Company, whether acting alone or in collusion with other persons; or 
(2) past or present employee (other than those referenced in Sub-paragraph (1) above) or 


independent contractor employed by a Company if any of those referenced in Sub-paragraph (1) 
above participated in, approved of, acquiesced to, or knew or had reason to know prior to the 
act of, the dishonest, fraudulent, malicious, or criminal act committed by such employee or 
independent contractor that caused a direct loss to an Insured or any other person.  
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(b) arising out of, based upon or attributable to any misappropriation or theft of trade secret or 


infringement of patent, copyright, trademark, trade dress or any other intellectual property right.  
 
(c) arising out of, based upon or attributable to any (1) presence of Pollutants; (2) the actual or 


threatened discharge, dispersal, release or escape of Pollutants; or (3) direction or request to test 
for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way 
respond to or assess the effects of Pollutants. 


 
(d) arising out of, based upon or attributable to any Bodily Injury or Property Damage. 


 
(e) arising out of, based upon or attributable to any: 


 
(1) fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal   wave, 


landslide, hail, act of God or any other physical event, however caused;  
(2) war, invasion, military action (whether war is declared or not), civil war, mutiny, popular or 


military uprising, insurrection, rebellion, revolution, military or usurped power, or any action 
taken to hinder or defend against any of these events; or 


(3) satellite failure. 
 


(f) arising out of, based upon or attributable to any seizure, confiscation, nationalization, or destruction 
of a Computer System by order of any governmental or public authority. 


 
(g) arising out of, based upon or attributable to any Security Failure or Related Act thereto which has 


been reported, or in any circumstances of which notice has been given, under any policy of which 
this Network Interruption Coverage Section is a renewal or replacement or which it may succeed in 
time. 


 
(h) for any profit or advantage to which any Insured is not legally entitled. 
 
(i) arising out of, based upon or attributable to: (1) any liability to third-parties for whatever reason; (2)  


legal costs or legal expenses of any type; (3)  updating, upgrading, enhancing, or replacing any 
Computer System to a level beyond that which existed prior to sustaining Loss; (4)  unfavorable 
business conditions; or (5) the removal of software program errors or vulnerabilities. 


 
4. LIMIT OF LIABILITY  


 
The following provisions shall apply in addition to the provisions of Clause 4. LIMIT OF LIABILITY of the 
General Terms and Conditions: 


 
Notwithstanding anything in the policy to the contrary, the maximum liability of the Insurer for all Loss 
arising from a Security Failure of the Computer System of an Outsource Provider shall be $100,000.  
This amount shall be part of and not in addition to the Limit of Liability or any applicable Sublimit of 
Liability.  


 
5. RETENTION 
 


The following provisions shall apply in addition to the provisions of Clause 5. RETENTION of the General 
Terms and Conditions: 
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Solely with respect to this Network Interruption Coverage Section, the applicable Retention shall be 
the Remaining Retention. 
 


6. NOTICE 
 
 In addition to the applicable items of Clause 6. NOTICE of the General Terms and Conditions, and 


before coverage will apply for Loss under this Network Interruption Coverage Section, each Insured 
must also: 


 
(a) complete and sign a written, detailed and affirmed proof of loss within ninety (90) days after the 


discovery of any Loss (unless such period has been extended by the Insurer in writing) which shall 
include, among any other pertinent information: 


 
(1) a full description of such Loss and the circumstances surrounding such Loss, which shall 


include, among any other necessary information, the time, place and cause of the Loss; 
(2) a detailed calculation of any Loss; and  
(3) all underlying documents and materials that reasonably relate to or form a part of the basis of 


the proof of such Loss. 
 
(b) upon the Insurer’s request, submit to an examination under oath. 


 
(c) immediately record the specifics of any Loss or Security Failure and the date such Insured first 


became aware of such Loss or Security Failure. 
 


(d) provide the Insurer with any cooperation and assistance that the Insurer may request, including 
assisting the Insurer in: 


 
(1) any investigation of a Security Failure, Loss or circumstance; 
(2) enforcing any legal rights an Insured or the Insurer may have against anyone who may be liable 


to an Insured; 
(3) executing any documents that the Insurer deem necessary to secure its rights under this policy; 


and 
(4) any calculation or appraisal conducted by or on behalf of the Insurer pursuant to this Network 


Interruption Coverage Section. 
 
All adjusted claims shall be due and payable thirty (30) days after the presentation and written 
acceptance by the Insurer of satisfactory proof of Loss to the address set forth in the General Terms 
and Conditions.  The costs and expenses of establishing or proving an Insured’s Loss under this Network 
Interruption Coverage Section, including, without limitation, those connected with preparing a proof of 
loss, shall be such Insured’s obligation, and are not covered under this policy. 
 


7. NET PROFIT CALCULATIONS 
 
In determining the amount of net profit (or net loss) and charges and expenses covered hereunder for 
the purpose of ascertaining the amount of Loss (and otherwise) under this Network Interruption 
Coverage Section, due consideration shall be given to the prior experience of an Insured’s business 
before the beginning of the Security Failure and to the probable business an Insured could have 
performed had no Security Failure occurred.  Provided, however, that such net profit (or net loss) 
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calculations shall not include, and this policy shall not cover, net income that would likely have been 
earned as a result of an increase in volume of business due to favorable business conditions caused by 
the impact of Security Failures on other businesses.  All such net profit (or net loss) and charges and 
expenses shall be calculated on an hourly basis and based on such an Insured’s actual net profit (or net 
loss) and charges and expenses. 
 


8. APPRAISAL 
 
 If any Insured and the Insurer disagree on the amount of Loss, either may make a written demand for 


an appraisal of such Loss.  If such demand is made, each party will select a competent and impartial 
appraiser.  The appraisers will then jointly select an umpire.  If the appraisers cannot agree on an 
umpire, they may request that selection be made by a judge of a court having jurisdiction. Each 
appraiser will separately state the amount of Loss.  If they fail to agree, they will submit their 
differences to the umpire.  A decision agreed to by any two of these three will be binding. 
 
Such Insured and the Insurer will: 
 


(1)  pay their respective chosen appraiser; and 
(2)  bear the expenses of the umpire equally. 
 


Any appraisal of Loss shall be calculated in accordance with all terms, conditions and exclusions of this 
policy. 


 


[The balance of this page is intentionally left blank.] 







101018 (12/13)  © AIG, Inc. All rights reserved. 


 


Page 1 of 5 


EVENT MANAGEMENT COVERAGE SECTION 


  
 Specialty Risk Protector® 


 
CyberEdgeSM Security Failure/Privacy Event Management Insurance  


 (“EVENT MANAGEMENT COVERAGE SECTION”) 
 


THIS IS A DISCOVERY COVERAGE SECTION AND A FIRST PARTY COVERAGE SECTION 
 


Notice: Pursuant to Clause 1 of the General Terms and Conditions, the General Terms and Conditions are 
incorporated by reference into, made a part of and are expressly applicable to this Event Management 
Coverage Section, unless otherwise explicitly stated to the contrary in the General Terms and Conditions 
or in this Event Management Coverage Section. 
 
1. INSURING AGREEMENTS 


 
With respect to the EVENT MANAGEMENT INSURING AGREEMENT of this Clause 1., solely with respect to 
a Security Failure or Privacy Event first discovered during the Policy Period and reported to the 
Insurer pursuant to the terms of this policy, this Event Management Coverage Section affords the 
following coverage:  
 
EVENT MANAGEMENT INSURING AGREEMENT 


 
The Insurer shall pay all Loss, in excess of the applicable Retention, that an Insured incurs solely as a 
result of an alleged Security Failure or Privacy Event that has actually occurred or is reasonably 
believed by such Insured and the Insurer to have occurred. 


 
2. DEFINITIONS 


 
(a) “Bodily Injury” means physical injury, sickness or disease and, if arising out of the foregoing, mental 


anguish, mental injury, shock, humiliation or death at any time. 
 
(b) “Computer System” means any computer hardware, software or any components thereof that are 


linked together through a network of two or more devices accessible through the Internet, internal 
network or connected with data storage or other peripheral devices (including, without limitation, 
wireless and mobile devices), and are under ownership, operation or control of, or leased by, a 
Company. 


 
For this Coverage Section, “Computer System” also means “cloud computing” and other hosted 
resources operated by a third party service provider for the purpose of providing hosted computer 
resources to a Company as provided in a written contract between such third party and a Company. 
 


(c) “Confidential Information” means any of the following in a Company’s or Information Holder’s 
care, custody or control or for which a Company or Information Holder is legally responsible: 


 
(1) information from which an individual may be uniquely and reliably identified or contacted, 
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including, without limitation, an individual’s name, address, telephone number, social security 
number, account relationships, account numbers, account balances, account histories and 
passwords;  


(2) information concerning an individual that would be considered “nonpublic personal information” 
within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 106-102, 113 
Stat. 1338) (as amended) and its implementing regulations, or protected personal information 
under any similar federal, state, local or foreign law;  


(3) information concerning an individual that would be considered “protected health information” or 
“electronic protected health information” within the Health Insurance Portability and 
Accountability Act of 1996 (as amended) (HIPAA) or the Health Information Technology for 
Economic and Clinical Health Act (HITECH Act), and their implementing regulations, or protected 
health-related information under any similar federal, state, local or foreign law; 


(4) information used for authenticating customers for normal business transactions; or 
(5) any third party’s trade secrets, data, designs, interpretations, forecasts, formulas, methods, 


practices, processes, records, reports or other item of information that is not available to the 
general public. 


 
(d) “Electronic Data” means any software or electronic data stored electronically on a Computer 


System, including without limitation Confidential Information.  
 
(e) “First Party Event” means any Privacy Event or Security Failure. 


 
(f) “Information Holder” means a third party that: 


 
(1) an Insured has provided Confidential Information to; or 
(2) has received Confidential Information on behalf of a Company.  
 


(g) “Insured” means a Company. 
 
(h) “Loss” means the following reasonable and necessary expenses and costs incurred by an Insured 


within one year of the discovery of the Security Failure or Privacy Event: 
 


(1) to conduct an investigation (including a forensic investigation) to determine the cause of the 
Security Failure or Privacy Event; 


(2) for a public relations firm, crisis management firm or law firm agreed to by the Insurer to advise 
an Insured on minimizing the harm to such Insured, including, without limitation, maintaining 
and restoring public confidence in such Insured;   


(3) to notify those whose Confidential Information is the subject of the Security Failure or Privacy 
Event and advise of any available remedy in connection with the Security Failure or Privacy 
Event, including, without limitation, those expenses and costs for printing, advertising and 
mailing of materials; 


(4) for identity theft education and assistance, identity theft call center services, credit file or 
identity monitoring and victim reimbursement insurance made available to those persons notified 
about a Security Failure or Privacy Event pursuant to subparagraph (3) above;  


(5) for any other services approved by the Insurer at the Insurer’s sole and absolute discretion; 
(6) to restore, recreate or recollect Electronic Data; or 
(7) to determine whether Electronic Data can or cannot be restored, recollected or recreated. 
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Provided, however, Loss shall not include compensation, fees, benefits, overhead or internal charges 
of any Insured. 


 
(i) “Pollutants” means, but is not limited to, any solid, liquid, gaseous, biological, radiological or 


thermal irritant or contaminant, including smoke, vapor, dust, fibers, mold, spores, fungi, germs, 
soot, fumes, acids, alkalis, chemicals and waste. “Waste” includes, but is not limited to, materials to 
be recycled, reconditioned or reclaimed and nuclear materials. 


 
(j) “Privacy Event” means any failure to protect Confidential Information (whether by “phishing,” 


other social engineering technique or otherwise), including, without limitation, that which could 
result in an identity theft or other wrongful emulation of the identity of an individual or corporation. 


 
(k) “Property Damage” means damage to, loss of use of or destruction of any tangible property.  For 


purposes of this definition, “tangible property” shall not include electronic data.  
 
(l) “Security Failure” means a failure or violation of the security of a Computer System, including, 


without limitation, that which results in or fails to mitigate any unauthorized access, unauthorized 
use, denial of service attack or receipt or transmission of a malicious code. “Security Failure” 
includes any such failure or violation resulting from the theft of a password or access code from an 
Insured’s premises, the Computer System, or an officers, director or employee of a Company by 
non-electronic means. 


 
3. EXCLUSIONS 
 
 The Insurer shall not be liable to make any payment for Loss:  
 


(a) arising out of, based upon or attributable to any dishonest, fraudulent, criminal or malicious act, 
error or omission, or any intentional or knowing violation of the law, if committed by any: 


 
(1) past or present director, officer, trustee, general or managing partner or principal (or the 


equivalent positions) of a Company, whether acting alone or in collusion with other persons; or 
(2) past or present employee (other than those referenced in Sub-paragraph (1) above) or 


independent contractor employed by a Company if any person referenced in Sub-paragraph (1) 
above participated in, approved of, acquiesced to, or knew or had reason to know prior to the 
act of, the dishonest, fraudulent, malicious, or criminal act committed by such employee or 
independent contractor that caused a direct loss to an Insured or any other person. 


 
(b) arising out of, based upon or attributable to any misappropriation of an Insured’s trade secret, any 


misappropriation of a trade secret by an Insured or any employee of an Insured or any infringement 
of patent, copyright, trademark or trade dress.  


 
(c) arising out of, based upon or attributable to any (1) presence of Pollutants; (2) the actual or 


threatened discharge, dispersal, release or escape of Pollutants; or (3) direction or request to test 
for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way 
respond to or assess the effects of Pollutants. 
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(d) for any Bodily Injury or Property Damage. 
 


(e) arising out of, based upon or attributable to any: 
 


(1) fire, smoke, explosion, lightning, wind, water, flood, earthquake, volcanic eruption, tidal wave, 
landslide, hail, act of God or any other physical event, however caused;  


(2) war, invasion, military action (whether war is declared or not), civil war, mutiny, popular or 
military uprising, insurrection, rebellion, revolution, military or usurped power, or any action 
taken to hinder or defend against any of these events; or 


(3) satellite failure. 
 


(f) arising out of, based upon or attributable to any seizure, confiscation, nationalization, or destruction 
of a Computer System or Electronic Data by order of any governmental or public authority. 


 
(g) arising out of, based upon or attributable to any Security Failure or Privacy Event, or any Related 


Acts thereto, which has been reported, or in any circumstances of which notice has been given, 
under any policy of which this Event Management Coverage Section is a renewal or replacement or 
which it may succeed in time. 


 
(h) for any profit or advantage to which any Insured is not legally entitled. 
 
(i) arising out of, based upon or attributable to any amounts for: (i) the original creation of; (ii) 


diminution of value of; (iii) lost profits of; (iv) or loss of use of, a trade secret, patent, copyright, 
trademark, trade dress or any other intellectual property. 


 
4. NOTICE  
 
 In addition to the applicable items of Clause 6. NOTICE of the General Terms and Conditions, and 


before coverage will apply for Loss under this Event Management Coverage Section, each Insured must 
also: 


 
(a) complete and sign a written, detailed and affirmed proof of loss within ninety (90) days after the 


discovery of any Loss (unless such period has been extended by the Insurer in writing) which shall 
include, among any other pertinent information: 


 
(1) a full description of such Loss and the circumstances surrounding such Loss, which shall 


include, among any other necessary information, the time, place and cause of the Loss; 
(2) a detailed calculation of any Loss; and 
(3) all underlying documents and materials that reasonably relate to or form any part of the proof 


of such Loss. 
 
(b) upon the Insurer’s request, submit to an examination under oath. 


 
(c) immediately record the specifics of any Loss, Security Failure or Privacy Event and the date such 


Insured first became aware of such Loss, Security Failure or Privacy Event. 
 


(d) provide the Insurer with any cooperation and assistance that the Insurer may request, including 
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assisting the Insurer in: 
 


(1) any investigation of a Security Failure, Privacy Event, Loss or circumstance; 
(2) enforcing any legal rights an Insured or the Insurer may have against anyone who may be liable 


to an Insured; and 
(3) executing any documents that the Insurer deems necessary to secure its rights under this 


policy. 
 


All adjusted claims shall be due and payable thirty (30) days after the presentation and written 
acceptance by the Insurer of satisfactory proof of Loss to the address set forth in the General Terms 
and Conditions.  The costs and expenses of establishing or proving an Insured’s Loss under this Event 
Management Coverage Section, including, without limitation, those connected with preparing a proof 
of loss, shall be such Insured’s obligation, and are not covered under this policy. 
 


 


[The balance of this page is intentionally left blank.] 
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CYBER EXTORTION COVERAGE SECTION 


 
Specialty Risk Protector® 


 


CyberEdgeSM Cyber Extortion Insurance  
(“CYBER EXTORTION COVERAGE SECTION”) 


 
THIS IS AN OCCURRENCE COVERAGE SECTION AND A FIRST PARTY COVERAGE SECTION 


 
Notice: Pursuant to Clause 1 of the General Terms and Conditions, the General Terms and Conditions are 
incorporated by reference into, made a part of and are expressly applicable to this Cyber Extortion 
Coverage Section, unless otherwise explicitly stated to the contrary in either the General Terms and 
Conditions or in this Cyber Extortion Coverage Section. 
 
1. INSURING AGREEMENTS 


 
With respect to the CYBER EXTORTION INSURING AGREEMENT of this Clause 1., solely with respect to a 
Security Threat or Privacy Threat first occurring during the Policy Period and reported to the Insurer 
pursuant to the terms of this policy, this Cyber Extortion Coverage Section affords the following 
coverage:  
 
CYBER EXTORTION INSURING AGREEMENT 


 
The Insurer shall pay all Loss in excess of the applicable Retention that an Insured incurs solely as a 
result of a Security Threat or Privacy Threat. 


 
2. DEFINITIONS 


 
(a) “Bodily Injury” means physical injury, sickness or disease and, if arising out of the foregoing, mental 


anguish, mental injury, shock, humiliation or death at any time. 
 
(b) “Computer System” means any computer hardware, software or any components thereof that are 


under the ownership, operation or control of, or that are leased by, a Company and are linked 
together through a network of two or more devices accessible through the Internet, internal network 
or connected with data storage or other peripheral devices. 


 
(c) “Confidential Information” means any of the following in a Company’s care, custody or control or 


for which a Company is legally responsible: 
(1) information from which an individual may be uniquely and reliably identified or contacted, 


including, without limitation, an individual’s name, address, telephone number, social security 
number, account relationships, account numbers, account balances, account histories and 
passwords;  


(2) information concerning an individual that would be considered “nonpublic personal information” 
within the meaning of Title V of the Gramm-Leach Bliley Act of 1999 (Public Law 106-102, 113 
Stat. 1338) (as amended) and its implementing regulations, or protected personal information 
under any similar federal, state, local or foreign law;  


(3) information concerning an individual that would be considered “protected health information” or 
“electronic protected health information” within the Health Insurance Portability and 
Accountability Act of 1996 (as amended) (HIPAA) or the Health Information Technology for 
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Economic and Clinical Health Act (HITECH Act), and their implementing regulations, or protected 
health-related information under any similar federal, state, local or foreign law; 


(4) information used for authenticating customers for normal business transactions; or 
(5) any third party’s trade secrets, data, designs, interpretations, forecasts, formulas, methods, 


practices, processes, records, reports or other item of information that is not available to the 
general public. 


 
(d) “First Party Event” means any Security Threat or Privacy Threat. 
 
(e) “Insured” means a Company. 


 
(f) “Loss” means:  


 
(1) monies paid by an Insured with the Insurer’s prior written consent to terminate or end a 


Security Threat or Privacy Threat that would otherwise result in harm to an Insured; and 
(2) the costs to conduct an investigation to determine the cause of a Security Threat or Privacy 


Threat. 
 


(g) “Pollutants” means, but is not limited to, any solid, liquid, gaseous, biological, radiological or 
thermal irritant or contaminant, including smoke, vapor, dust, fibers, mold, spores, fungi, germs, 
soot, fumes, acids, alkalis, chemicals and waste. “Waste” includes, but is not limited to, materials to 
be recycled, reconditioned or reclaimed and nuclear materials. 


 
(h) “Privacy Threat” means any threat or connected series of threats to unlawfully use or publicly 


disclose Confidential Information misappropriated from an Insured for the purpose of demanding 
money, securities or other tangible or intangible property of value from an Insured. 


 
(i) “Property Damage” means damage to, loss of use of or destruction of any tangible property.  For 


purposes of this definition, “tangible property” shall not include electronic data.  
 


(j) “Security Threat” means any threat or connected series of threats to commit an intentional attack 
against a Computer System for the purpose of demanding money, securities or other tangible or 
intangible property of value from an Insured. 


 
3. EXCLUSIONS 
 
 The Insurer shall not be liable to make any payment for Loss: 
 


(a) arising out of, based upon or attributable to any dishonest, fraudulent, criminal or malicious act, 
error or omission, or any intentional or knowing violation of the law, if committed by any: 


 
(1) past or present director, officer, trustee, general or managing partner or principal (or the 


equivalent positions) of a Company, whether acting alone or in collusion with other persons; or 
(2) past or present employee (other than those referenced in Sub-paragraph (1) above) or 


independent contractor employed by a Company if any of those referenced in Sub-paragraph (1) 
above participated in, approved of, or knew or had reason to know prior to the act of, or 
acquiesced to the dishonest, fraudulent, malicious, or criminal act committed by such employee 
or independent contractor that caused a direct loss to an Insured or any other person. 


 
(b) arising out of, based upon or attributable to any misappropriation of an Insured’s trade secret or 
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infringement of patent, copyright, trademark, trade dress or any other intellectual property right.  
 
(c) arising out of, based upon or attributable to any (1) presence of Pollutants; (2) the actual or 


threatened discharge, dispersal, release or escape of Pollutants; or (3) direction or request to test 
for, monitor, clean up, remove, contain, treat, detoxify or neutralize pollutants, or in any way 
respond to or assess the effects of Pollutants. 


 
(d) for any Bodily Injury or Property Damage. 


 
(e) arising out of, based upon or attributable to any war, invasion, military action (whether war is 


declared or not), civil war, mutiny, popular or military uprising, insurrection, rebellion, revolution, 
military or usurped power, or any action taken to hinder or defend against any of these events. 


 
(f) arising out of, based upon or attributable to any Security Threat or Privacy Threat made by any 


government entity or public authority.  
 
(g) arising out of, based upon or attributable to any Security Threat or Privacy Threat or Related Act 


thereto which has been reported, or in any circumstances of which notice has been given, under any 
policy of which this Cyber Extortion Coverage Section is a renewal or replacement or which it may 
succeed in time. 


 


[The balance of this page is intentionally left blank.] 
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Specialty Risk Protector® 


 
ReputationGuard® Insurance 


(“REPUTATIONGUARD COVERAGE SECTION”) 
 


THIS IS A DISCOVERY COVERAGE SECTION AND A FIRST PARTY COVERAGE SECTION 
 


Notice: Pursuant to Clause 1 of the General Terms and Conditions, the General Terms and 
Conditions are incorporated by reference into, made a part of and are expressly applicable to 
this ReputationGuard Coverage Section, unless otherwise explicitly stated to the contrary in 
the General Terms and Conditions or in this ReputationGuard Coverage Section. 
 
1. INSURING AGREEMENT 
 


With respect to the REPUTATION THREAT INSURING AGREEMENT and the REPUTATION 
ATTACK INSURING AGREEMENT of this Clause 1., solely with respect to a Reputation 
Threat or Reputation Attack first discovered during the Policy Period for which the 
Named Entity has first retained a Panel PR Firm during the Policy Period, this 
ReputationGuard Coverage Section affords the following coverage: 
 
REPUTATION THREAT INSURING AGREEMENT 
 
The Insurer shall pay the Proactive Costs in excess of the applicable Retention that an 
Insured incurs in seeking to avoid or minimize the potential impact of a specific 
Reputation Threat. 
 
REPUTATION ATTACK INSURING AGREEMENT 
 
The Insurer shall pay the Response Costs in excess of the applicable Retention that an 
Insured incurs in seeking to minimize the potential impact of a specific Reputation 
Attack. 


 
2. DEFINITIONS 
 


“Bold” terms in this policy have the meaning and/or values ascribed to them in this Clause 
and/or in Item 6 of the Declarations. 


 
(a) “Consultation Costs” mean the: 


 
(1) fees for crisis communications services provided by a Panel PR Firm to an Insured 


to the extent that such services  are provided specifically in response to a 
Reputation Threat or Reputation Attack; and 


(2) expenses of such Panel PR Firm in rendering such crisis communications services. 
 


(b) “Covered Brand” means the brand of the Named Entity and any other brands owned 
exclusively by an Insured.  
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(c) “Crisis Preparedness Program” means one or more crisis preparedness activities 
(including, but not limited to, a vulnerabilities assessment, development of a multi-
scenario crisis communications plan or crisis response team infrastructure, internal 
roll-out and employee training on that plan, and simulation exercises) purchased by 
the Insureds and performed by a Panel PR Firm as part of the normal course of 
business management prior to the identification or occurrence of a covered 
Reputation Threat or a Reputation Attack.   


 
(d) “First Party Event” means any Reputation Threat or Reputation Attack. 


 
(e) “Insured” means the Named Entity or any of its Subsidiaries. 


 
(f) “Loss” means any: (1) Proactive Costs; and (2) Response Costs.  Loss, Proactive 


Costs and Response Costs shall not mean: (i) payments made, directly or indirectly, to 
any person or entity to avoid Publication of a Reputation Threat by such person or 
entity; (ii) attorney’s fees, accountant’s fees or expenses incurred by or in connection 
with the retention of any attorney or accountant; (iii) employee compensation, 
benefits or overhead; (iv) cost of any services provided by an Insured or any of its 
affiliates; (v) costs or expenses incurred to withdraw or recall any good, product or 
service from the marketplace other than Consultation Costs and Targeted 
Communications Costs; (vi) forensic investigation costs; (vii) amounts paid to third 
parties alleged to be harmed in connection with a Reputation Threat or Reputation 
Attack, including but not limited to amounts deposited in a consumer redress fund or 
similar accounts; (viii) cost of a Crisis Preparedness Program; (ix) amounts incurred in 
connection with seeking or opposing the consummation of any transaction that 
requires a security holder, debt holder or other stakeholder or management vote or 
approval; or (x) other expenses or charges that an Insured had committed to prior to, 
or planned to incur in the absence of, a Reputation Threat or Reputation Attack. 


 
(g) “Panel Affiliate” means any entity that a Panel PR Firm directly or indirectly 


controls, is controlled by or is in common control with, and that is specifically 
retained by the Named Entity in connection with a Reputation Threat or a 
Reputation Attack at the specific written recommendation of such Panel PR Firm. 


 
(h) “Panel PR Firm” means any public relations, crisis management or brand management 


firm specifically retained by the Named Entity in connection with a Reputation 
Threat or a Reputation Attack but only if such firm is listed at 
http://www.aig.com/us/panelcounseldirectory under the “ReputationGuard®” link as 
an approved ReputationGuard® Panel PR Firm at the time the firm is retained.   
 
If no firm listed under the ReputationGuard® link is willing and able to provide crisis 
communication services to an Insured in connection with a specific Reputation Threat 
or Reputation Attack, the Named Entity may retain a Panel Affiliate, and such Panel 
Affiliate shall be treated as a Panel PR Firm solely for that specific Reputation 
Threat or a Reputation Attack against that specific Insured.   
 
If no firm listed under the ReputationGuard® link and no Panel Affiliate is willing and 
able to provide crisis communication services to an Insured in connection with a 
specific Reputation Threat or Reputation Attack, then a public relations, crisis 
management or brand management firm retained by the Named Entity with the 



http://www.aig.com/us/panelcounseldirectory
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Insurer’s prior written consent shall be treated as a Panel PR Firm solely for that 
specific Reputation Threat or a Reputation Attack against that specific Insured.   
 


(i) “Proactive Costs” means Consultation Costs incurred by an Insured in connection 
with a Reputation Threat prior to the earlier of: (1) a Reputation Attack that arises 
out of the subject of the Reputation Threat, or (2) the ninetieth (90th) day after the 
date a Panel PR Firm was first hired in response to the Reputation Threat.  


 
(j) “Publication” means the dissemination via any medium (including but not limited to 


dissemination via print, video, audio, electronic, or digital or digitized form) of 
previously non-public information or opinion specifically concerning an Insured or a 
Covered Brand; provided, however, that “Publication” does not mean the reporting 
or disclosure of any financial information, financial projections or estimates, any 
communication seeking or opposing the consummation of any transaction that requires 
a security holder, debt holder or other stakeholder or management vote or approval, 
or any internal communication directed only to an Insured’s executives and/or 
employees. 


 
(k) “Related Event” means any Reputation Threat or Reputation Attack that: (1) is an 


extension, expansion or Publication of another Reputation Threat or Reputation 
Attack; or (2) arises out of, is based upon or is attributable to the same or related 
facts that are or were the subject of another Reputation Threat or Reputation 
Attack.   


 
(l) “Reputation Attack” means any Publication by a Third Party that the Named Entity 


believes: (1) will be seen by any Insured’s stakeholders (including, but not limited to, 
actual or potential customers, investors, creditors, vendors, employees, suppliers or 
regulators) as a material breach of trust, and (2) is likely to have an adverse impact on 
the public perception of an Insured or a Covered Brand. 


 
(m) “Reputation Threat” means any act or event that the Named Entity believes would, if 


disclosed in a Publication: (1) be seen by any Insured’s stakeholders (including, but 
not limited to, actual or potential customers, investors, creditors, vendors, 
employees, suppliers or regulators) as a material breach of trust, and (2) have an 
adverse impact on the public perception of an Insured or a Covered Brand.  A 
“Reputation Threat” ceases upon the earlier of any Publication or any Reputation 
Threat becoming the subject of a Reputation Attack. 


 
(n) “Response Costs” means, to the extent incurred by an Insured specifically in response 


to a Reputation Attack: 
 


(1) Consultation Costs; and 
(2) Targeted Communications Costs; 
 
provided, however, Response Costs shall not include the cost of providing any notice 
or making any disclosure required by law or contract. 
 


(o) “Targeted Communications Costs” means any public relations, communications and 
marketing expenses (including, but not limited to, the cost of crisis communications-
related advertising, printing, mailing, brand monitoring and the operation of a 
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telephone or internet hotline or answer line) incurred within the Communication Cost 
Period commencing at the time of the first Publication of a Reputation Attack, but 
only to the extent that such public relations, communications and marketing expenses 
are incurred at the recommendation of a Panel PR Firm as a targeted response, 
specifically designed to address a Reputation Attack. 


 
(p) “Third Party” means any person or entity other than an Insured, the directors or 


officers of any Insured, or any of their respective affiliates, agents, successors or 
assigns.  


 
3. EXCLUSIONS 
 


The Insurer shall not be liable to make any payment for Loss in connection with any 
Reputation Attack or Reputation Threat arising out of, based upon or attributable to 
any: 
 
(a) change in population, economic conditions, customer tastes or competitive or business 


environment; 
(b) bankruptcy or insolvency of any Insured; provided, however, the Insurer shall pay 


Loss in connection with a public announcement arising out of the actual or anticipated 
filing of a bankruptcy petition by or on behalf of an Insured, subject to a sublimit of 
$50,000 for all such Loss; provided further that such amount is part of, and not in 
addition to, the Limit of Liability and the Sublimit of Liability applicable to this 
Coverage Section. 


(c) criticism of an Insured’s financial performance, or any change in the financial rating 
of an Insured or of any security issued by an Insured; 


(d) direct and foreseeable consequence of an Insured’s decision to change or discontinue 
the use of any business strategy, manufacturing process, vendor, supplier or 
distributor; 


(e) acquisition or merger strategy, any actual or threatened acquisition of or by an 
Insured, or any merger of an Insured by or with any other entity; or 


(f) strike or similar labor action, war, invasion, act of foreign enemy, hostilities or warlike 
operations (whether declared or not), civil war, mutiny, civil commotion assuming the 
proportions of or amounting to a popular rising, military rising, insurrection, rebellion, 
revolution, military or usurped power, or any action taken to hinder or defend against 
these actions. 


 
4. COINSURANCE 


 
The Coinsurance percentage applicable to this Coverage Section shall be borne by the 
Insureds and remain uninsured.  Payments of any Coinsurance percentage by an Insured 
shall not reduce the Limit of Liability or the Sublimit of Liability for this Coverage 
Section. 
 


5. REPUTATION THREAT OR REPUTATION ATTACK TERMS AND CONDITIONS 
 
Before coverage will apply for Loss under this ReputationGuard Coverage Section: 
 
(a) The Named Entity shall provide written notice to the Insurer of a Reputation Threat 


or Reputation Attack as soon as practicable after the Named Entity first retains a 
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Panel PR Firm in connection with such Reputation Threat or Reputation Attack.  
Such notice must be provided no later than fourteen (14) days after the Named 
Entity’s retention of such Panel PR Firm; provided, however, if the Named Entity has 
purchased a Crisis Preparedness Program from such Panel PR Firm, notice may be 
given no later than thirty (30) days after the Named Entity’s retention of such Panel 
PR Firm.   


 
(b) If a Reputation Threat or Reputation Attack in response to which the Named Entity 


has first retained a Panel PR Firm during the Policy Period is reported in accordance 
with paragraphs (a) of this Clause, then the Named Entity shall be deemed to have 
first retained a Panel PR Firm during the Policy Period for any subsequent Related 
Events. 


 
(c) Each Insured shall give the Insurer full cooperation and such information as it may 


reasonably require.  
 
(d) Payment of covered Loss shall be made by the Insurer no later than ninety (90) days 


after the presentation and written acceptance by the Insurer of satisfactory proof of 
loss.  The cost and expense of establishing or proving an Insured’s Loss under this 
ReputationGuard Coverage Section, including but not limited to the cost and expense 
of preparing a proof of loss, shall be such Insured’s obligation, and are not covered 
under this policy. 


 
Right to Void Coverage: The Insurer shall have the right to void coverage under this 
ReputationGuard Coverage Section, ab initio, whether by rescission or otherwise, in the 
event that: 


(1) the application, statements, warranties or representations materially affected 
either the acceptance of the risk or the hazard assumed by the Insurer under this 
Coverage Section and any Insured knew that the application or such statements, 
warranties and representations were not accurate and complete; or 


(2) any Insured had knowledge of any fact or information as of the Continuity Date 
that would lead a reasonable person to believe that a Reputation Threat or 
Reputation Attack might occur during the Policy Period. 
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MAINE - REPRESENTATIONS 
Title 24-A M.R.S.A. § 2411


The following is added to the Application and any resulting Policy and supercedes any 
language to the contrary, whether contained in the application, policy or any 
endorsement thereto:


ALL STATEMENTS AND DESCRIPTIONS MADE IN THE APPLICATION, BY OR IN BEHALF 
OF THE INSURED, ARE DEEMED TO BE REPRESENTATIONS AND NOT WARRANTIES.  
MISREPRESENTATIONS, OMISSIONS, CONCEALMENT OF FACTS AND INCORRECT 
STATEMENTS MAY NOT PREVENT A RECOVERY UNDER THE POLICY UNLESS EITHER:


1. FRAUDULENT; OR


2. MATERIAL EITHER TO THE ACCEPTANCE OF THE RISK, OR TO THE HAZARD 
ASSUMED BY THE INSURER, SUCH THAT THE INSURER IN GOOD FAITH WOULD 
EITHER NOT HAVE ISSUED THE INSURANCE OR CONTRACT, OR WOULD NOT 
HAVE ISSUED IT AT THE SAME PREMIUM RATE, OR WOULD NOT HAVE ISSUED 
INSURANCE IN AS LARGE AN AMOUNT, OR WOULD NOT HAVE PROVIDED 
COVERAGE WITH RESPECT TO THE HAZARD RESULTING IN THE LOSS, IF THE 
TRUE FACTS HAD BEEN MADE KNOWN TO THE INSURER AS REQUIRED EITHER 
BY THE APPLICATION FOR THE POLICY OR CONTRACT OR OTHERWISE.
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POLICYHOLDER NOTICE 


 


Thank you for purchasing insurance from a member company of American International 


Group, Inc. (AIG).  The AIG member companies generally pay compensation to brokers 


and independent agents, and may have paid compensation in connection with your policy.  


You can review and obtain information about the nature and range of compensation paid 


by AIG member companies to brokers and independent agents in the United States by 


visiting our website at www.aig.com/producercompensation or by calling 1-800-706-


3102. 
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ENDORSEMENT # 1


This Endorsement, effective 12/27/2016  at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


FORMS INDEX ENDORSEMENT


The contents of the Policy are comprised of the following forms:


FORM NUMBER EDITION DATE FORM TITLE
CyberEdge Loss Prevention Services Welcome letter


101012 12/13 Specialty Risk Protector Declarations
101013 12/13 General Terms and Conditions
101019 12/13 Media Content Coverage Section
101024 12/13 Security and Privacy Coverage Section
101021 12/13 Network Interruption Coverage Section
101018 12/13 Event Management Coverage Section
101017 12/13 Cyber Extortion Coverage Section
115982 12/13 Reputationguard Coverage Section
110139 11/11 Maine - Representations
91222 04/13 Policyholder Notice
78859 10/01 Forms Index
103704 04/14 Amendatory Endorsement Maine
105567 05/10 Criminal Reward Coverage Extension
115808 12/13 Cyberedge Cyber Media Endorsement
113428 02/14 Cyberedge Loss Prevention Services Endorsement
119679 09/15 Economic Sanctions Endorsement
107376 11/10 E-Discovery Consultant Services Coverage Endorsement
103456 11/09 Notice of Claim Provision Amendatory Endorsement (Sixty-Day Post 


Policy Reporting Period)
99758 08/08 Notice of Claims (Reporting By E-Mail)
115987 12/13 PCI-DSS Assessment Coverage Endorsement (Sublimit)
118482 10/14 Professional Services Group Enhanced Cyber Coverage Endorsement
105167 04/10 Reliance Upon Other Carrier’s Application
105565 05/10 Retention Amendatory Endorsement
52148 11/10 Maine Amendatory Endorsement


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


© American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 2


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY.


AMENDATORY ENDORSEMENT


MAINE


This endorsement modifies insurance provided under the following:


SpecialtySpecialtySpecialty   RiskRiskRisk   ProtectorProtectorProtector    SMSMSM


The policy is amended as follows:


1. For any purchased Coverage Sections, the definition of “Loss” in the DEFINITIONS 
Clause is modified to the extent necessary to provide the following:


Post-judgment interest is removed from the definition of Loss.


2. Clause 4. LIMIT OF LIABILITY in the General Terms and Conditions is amended to 
include the following paragraph at the end of the Clause:


Post-judgment interest on a judgment arising from that part of a covered 
judgment shall be paid in addition to the Limit of Liability or applicable 
Sublimit of Liability (in accordance with this Amendatory Endorsement).


Post-judgment interest that accrues after entry of judgment and before the 
Insurer has paid, offered to pay or deposited in court that part of judgment 
within the applicable Limit of Liability or applicable Sublimit of Liability, shall 
be paid in addition to the Limit of Liability or applicable Sublimit of Liability.


3.  Clause 15. DISPUTE RESOLUTION PROCESS in the General Terms and Conditions is 
modified to the extent necessary to provide the following:


The non-binding mediation shall be commenced in the state indicated in Item 1 
of the Declarations as the mailing address for the Named Entity.


4. Clause 10. APPLICATION of the Corporate Counsel Premier Coverage Section, if 
purchased, is modified to the extent necessary to provide the following:


If the statements and representations contained in the Application were not accurate 
and complete and materially affected either the acceptance of the risk or the hazard 
assumed by the Insurer under this CCP Coverage Section, then coverage may be 
denied for any Claim alleging, arising out of, based upon or attributable to the subject 
matter of any incomplete or inaccurate statements or representations under this 
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policy with respect to Loss under Coverage B of this CCP Coverage Section for the 
indemnification of any Insured Person who knew, at the inception date of the Policy 
Period, the facts that were not accurately and completely disclosed, even if such 
Insured Person did not know that such incomplete or inaccurate disclosure had been 
provided to the Insurer or included within the Application.


5. The Right to Void Coverage section in Clause 5. REPUTATION THREAT OR 
REPUTATION ATTACK TERMS AND CONDITIONS of the ReputationGuard Coverage 
Section, if purchased, is deleted in its entirety and replaced by the following:


The Insurer shall have the right to deny coverage under this ReputationGuard 
Coverage Section for any Claim alleging, arising out of, based upon or 
attributable to the subject matter of any incomplete or inaccurate statements 
or representations under this policy in the event that:


(1) the application, statements or representations materially affected 
either the acceptance of the risk or the hazard assumed by the Insurer 
under this Coverage Section and any Insured knew that the application 
or such statements and representations were not accurate and 
complete; or


(2) any Insured had knowledge of any fact or information as of the 
Continuity Date that would lead a reasonable person to believe that a 
Reputation Threat or Reputation Attack might occur during the Policy 
Period.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


© American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 3


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


CRIMINAL REWARD COVERAGE EXTENSION


This endorsement modifies insurance provided under the following:


Specialty Risk Protector®


In consideration of the premium charged, it is hereby understood and agreed that the policy 
is amended as follows:  


1. The terms, conditions, exclusions and other limitations set forth in this endorsement are 
solely applicable to coverage afforded by this endorsement, and do not modify the terms, 
conditions, exclusions and other limitations contained in the policy unless specifically set 
forth herein.  Unless otherwise set forth herein, the terms, conditions, exclusions and 
other limitations contained in the policy apply to the coverage provided by this 
endorsement.


2. CRIMINAL REWARD INSURING AGREEMENT


The Insurer may pay on an Insured’s behalf, at the Insurer’s sole and absolute discretion, 
up to fifty thousand dollars ($50,000), in the aggregate, as a Criminal Reward Fund.   No 
Retention shall apply to this coverage.  


3. Solely with respect to the coverage afforded under this endorsement, “Criminal Reward 
Fund” means any amount offered by the Insurer for information that leads to the arrest 
and conviction of any individual(s) committing or trying to commit any illegal act related 
to the coverage afforded by any Coverage Section of this policy.  


4. The Insurer shall not pay any Criminal Reward Fund for, and this policy shall not cover 
any amount based upon, any information provided by any Insured, an Insured’s auditors, 
whether internal or external, any individual hired or retained to investigate the 
aforementioned illegal acts, or any other individuals with responsibilities for the 
supervision or management of the aforementioned individuals.  


5. All exclusions applicable to Loss under the SPL Coverage Section, Security and Privacy 
Coverage Section, the Network Interruption Coverage Section, or the Event 
Management Coverage Section (to the extent any such Coverage Sections are purchased) 
shall apply to the Criminal Reward Fund and the coverage afforded under this 
endorsement. 
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6. Solely with respect to the coverage afforded under this endorsement, Clause 4. LIMIT OF 
LIABILITY of the General Terms and Conditions is amended to include the following 
paragraph at the end thereof: 


CR(a) The Insurer’s maximum payment as a Criminal Reward Fund arising from any and 
all events occurring during the Policy Period, in the aggregate, regardless of the 
number of events, incidents or Claims or amount of Loss reported during the 
Policy Period, shall be $50,000.  The Criminal Reward Fund shall be in addition 
to, and is not part of, the Limit of Liability.


7. There shall be no Retention applicable to the coverage afforded by this endorsement.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


© American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 4


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


CYBEREDGE CYBER MEDIA ENDORSEMENT


This endorsement modifies insurance provided under the following:


Specialty Risk Protector®
Media Content Coverage Section


In consideration of the premium charged, it is hereby understood and agreed that the Media 
Content Coverage Section is amended as follows:


1. In Clause 2. DEFINITIONS of the Media Content Coverage Section, paragraph (f) 
“Material” is deleted in its entirety and replaced as follows:


(f)“Material” means electronic, digital or digitized media content displayed on a 
Company’s website, including advertising, audio, video and written content.


2. In Clause 2. DEFINITIONS of the Media Content Coverage Section, paragraph (k) 
“Wrongful Act” is deleted in its entirety and replaced as follows:


(k) “Wrongful Act” means any act, error, omission, negligent supervision of an employee, 
misstatement or misleading statement by an Insured solely in connection with 
Material occurring on or after the Retroactive Date and prior to the end of the Policy 
Period that results solely in:


(1) infringement of copyright, title, slogan, trademark, trade name, trade dress, 
mark, service mark, service name, infringement of domain name, deep-linking or 
framing, including, without limitation, unfair competition in connection with such 
conduct;


(2) plagiarism, piracy or misappropriation or theft of ideas under implied contract or 
other misappropriation or theft of ideas or information; including, without 
limitation, unfair competition in connection with such conduct;


(3) invasion, infringement or interference with rights of privacy or publicity, false 
light, public disclosure of private facts, intrusion and commercial appropriation of 
name, persona or likeness; including, without limitation, emotional distress or 
mental anguish in connection with such conduct; or


(4) defamation, libel, slander, product disparagement or trade libel or other tort 
related to disparagement or harm to character or reputation; including, without 
limitation, unfair competition, emotional distress or mental anguish in connection 
with such conduct.
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3. In Clause 3. EXCLUSIONS, paragraphs (h), (p) and (s) are deleted in their entirety and 
replaced with the following:


(h) alleging, arising out of, based upon or attributable to any unfair or deceptive business 
practices, including, without limitation, violations of any local, state or federal 
consumer protection laws.


(p) alleging, arising out of, based upon or attributable to (1) false advertising or 
misrepresentation in advertising, (2) any failure of goods, products or services to 
conform with an advertised quality or performance, or (3) any infringement of 
trademark or trade dress by any goods, products or services, including any goods or 
products displayed or contained in any Material.


(s) alleging, arising out of, based upon or attributable to any infringement of copyright 
related to software, source code or software license.


4. The following paragraph is added to Clause 3. EXCLUSIONS:


This policy shall not cover Loss in connection with a Claim made against an Insured 
alleging, arising out of, based upon or attributable to: (1) corporate financial data of a 
Company; (2) infringement of copyright, trademark, trade dress or other intellectual 
property right by a Company’s name or by a product manufactured or sold by a Company; 
or (3) Material posted on a Company’s internal system or intranet.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.
(c)  American International Group, Inc.  All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 5


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


CYBEREDGE LOSS PREVENTION SERVICES ENDORSEMENT


In consideration of your purchase of this policy, it is hereby understood and agreed that the 
Named Entity is eligible to:


(1) subscribe to the CyberEdge RiskTool and AutoShun® loss control services; and
(2) receive an IBM infrastructure vulnerability scan.  


The Named Entity can begin the process of registering and activating the CyberEdge RiskTool, 
AutoShun and/or IBM vulnerability scan by visiting the following site: 
www.aig.com/cyberedgeregistration.


CyberEdge RiskTool is a web-based platform that can assist in streamlining a company’s risk 
management process.  CyberEdge RiskTool is pre-populated with training modules to aid in 
educating staff on security protocols and preventing human error which might cause future 
security breaches.  The platform is also customizable and can be tailored to a business’s risk 
management needs.


AutoShun is a device designed to provide an additional layer of security against various forms 
of malware.  The AutoShun thwarts attacks by blocking inbound and outbound 
communications with known “bad” IP addresses.  AutoShun works with RiskTool to provide the 
user with real time information on blocked IP addresses.


The IBM vulnerability scan is a remote search of the Named Entity’s web-facing external 
infrastructure, including up to 49 public-facing IP addresses.  The scan identifies and 
prioritizes potential vulnerabilities that could be exploited by a remote hacker and provides 
the Named Entity with a report which identifies threats and suggests responses.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


©American International Group, Inc.  All rights reserved.


AUTHORIZED REPRESENTATIVE
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 THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY.


ENDORSEMENT # 6


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


ECONOMIC SANCTIONS ENDORSEMENT


This endorsement modifies insurance provided under the following:


Coverage shall only be provided and payment of loss under this policy shall only be 
made in full compliance with enforceable United Nations economic and trade 
sanctions and the trade and economic sanction laws or regulations of the European 
Union and the United States of America, including, but not limited to, sanctions, laws 
and regulations administered and enforced by the U.S. Treasury Department's Office of 
Foreign Assets Control ("OFAC").


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 7


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


E-DISCOVERY CONSULTANT SERVICES COVERAGE ENDORSEMENT


This endorsement modifies insurance provided under the following:


Specialty Risk Protector®
General Terms and Conditions


In consideration of the premium charged, it is hereby understood and agreed that a Company 
may elect coverage for E-Discovery Consultant Services.  To provide such coverage, this policy 
is amended as follows:


1. E-DISCOVERY CONSULTANT SERVICES COVERAGE 


The Insurer shall pay on a Company’s behalf, the E-Discovery Loss of such Company 
arising from a Suit made against any Insured for a covered Third Party Event, for which 
E-Discovery is required or becomes necessary.


A Company may select a pre-approved E-Consultant Firm to perform E-Discovery 
Consultant Services, without further approval by the Insurer, at such time that it 
becomes necessary for such Company (or a natural person Insured employed by or 
affiliated with such Company) to respond to a discovery request.  


Coverage for E-Discovery Loss, up to the E-Discovery Sublimit of Liability, shall not be 
subject to any Retention amount, provided that payment of any E-Discovery Loss 
pursuant to this endorsement shall not waive any rights of the Insurer under this policy 
or at law.


2. Clause 4. LIMIT OF LIABILITY of the General Terms and Conditions is amended by adding 
the following paragraphs to the end thereof:


The Insurer’s maximum liability for all E-Discovery Loss, in the aggregate, arising from 
all Suits covered under this policy, shall be $25,000 (the “E-Discovery Sublimit of 
Liability”). This E-Discovery Sublimit of Liability shall be part of and not in addition to 
the Limit of Liability and will in no way serve to increase the Limit of Liability.


E-Discovery Consultant Services shall conclude once such services are no longer 
required or necessary or when the E-Discovery Sublimit of Liability has been 
exhausted, whichever comes first.


It is further understood and agreed that the coverage provided under this endorsement 
shall not waive the Insurer’s obligation to pay Defense Costs (inclusive but not limited 
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to Defense Costs for E-Discovery Consultant Services) subject to all other terms, 
conditions and exclusions of this policy, including any purchased Coverage Sections.


3. Solely with respect to the coverage afforded by this endorsement, the following definitions 
shall apply:


(a) “E-Consultant Firm” means any firm on the Insurer’s list of approved firms.  The list 
of approved E-Consultant Firms is accessible at  
http://www.aig.com/us/panelcounseldirectory by clicking on the link for “e-
Consultant Panel Members.” 


(b) “E-Discovery” means the development, collection, storage, organization, cataloging, 
preservation and/or production of electronically stored information.


(c) “E-Discovery Loss” means the reasonable and necessary consulting fees for the E-
Discovery Consultant Services provided solely to a Company by an E-Consultant 
Firm.  Provided, however, E-Discovery Loss shall not include any costs of discovery 
other than E-Discovery Loss.


(d) “E-Discovery Consultant Services” means solely the following services performed by 
an E-Consultant Firm:
1. assisting the Insured with managing and minimizing the internal and external 


costs associated with E-Discovery;
2. assisting the Insured in developing an E-Discovery strategy which may include 


interviewing qualified and cost effective E-Discovery vendors; and
3. serving as project manager, advisor and/or consultant to the Insured, defense 


counsel and the Insurer in executing and monitoring the E-Discovery strategy.
E-Discovery Consultant Services also includes any other services provided by the E-
Consultant Firm that the Insured, Insurer and E-Consultant Firm agree are 
reasonable and necessary given the circumstances of a Suit.


4. Clause 5. RETENTION of the General Terms and Conditions is amended to include the 
following provision at the end thereof:


No Retention shall apply to E-Discovery Loss covered under this endorsement.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


© American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 8


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


NOTICE OF CLAIM PROVISION AMENDATORY ENDORSEMENT
(SIXTY-DAY POST POLICY REPORTING PERIOD)


This endorsement amends the General Terms and Conditions.


In consideration of the premium charged, it is hereby understood and agreed that in Clause 6. 
NOTICE, Paragraph (a), the second paragraph is deleted in its entirety and replaced with the 
following: 


Notwithstanding the foregoing and regardless of whether any personnel described in 
(1) above has become aware, in all events each Claim under a Claims-Made and 
Reported Coverage Section must be reported no later than either:


(1) sixty (60) days after the end of the Policy Period; or
(2) the end of any applicable Discovery Period.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


© American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 9


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


NOTICE OF CLAIM
(REPORTING BY E-MAIL)


In consideration of the premium charged, it is hereby understood and agreed as follows:


1. Email Reporting of Claims:  In addition to the postal address set forth for any Notice 
of Claim Reporting under this policy, such notice may also be given in writing pursuant 
to the policy’s other terms and conditions to the Insurer by email at the following 
email address:  


c-claim@aig.com


Your email must reference the policy number for this policy.  The date of the Insurer’s 
receipt of the emailed notice shall constitute the date of notice.  


In addition to Notice of Claim Reporting via email, notice may also be given to the 
Insurer by mailing such notice to: AIG Property Casualty, Financial Lines Claims, P.O. 
Box 25947, Shawnee Mission, KS  66225.


2. Definitions:  For this endorsement only, the following definitions shall apply:


(a) “Insurer” means the “Insurer,” “Underwriter” or “Company” or other name 
specifically ascribed in this policy as the insurance company or underwriter for 
this policy.


(b) “Notice of Claim Reporting” means “notice of claim/circumstance,” “notice of 
loss” or other reference in the policy designated for reporting of claims, loss or 
occurrences or situations that may give rise or result in loss under this policy.


(c) “Policy” means the policy, bond or other insurance product to which this 
endorsement is attached.


3. This endorsement does not apply to any Kidnap & Ransom/Extortion Coverage Section, 
if any, provided by this policy.  


ALL OTHER TERMS CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED


© American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 10


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


PCI-DSS ASSESSMENT COVERAGE ENDORSEMENT
(SUBLIMIT)


This endorsement modifies insurance provided under the following:


Specialty Risk Protector®
Security and Privacy Coverage Section


In consideration of the premium charged, it is hereby understood and agreed that Clause 4. 
LIMIT OF LIABILITY of the Security and Privacy Coverage Section is amended by adding the 
following paragraph to the end thereof:


The maximum liability of the Insurer for all amounts payable in connection with PCI-
DSS Assessments shall be $250,000.  The amount set forth in this paragraph shall be 
part of and not in addition to the Limit of Liability and the Sublimit of Liability for 
the Security and Privacy Coverage Section.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.
(c) American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 11


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


PROFESSIONAL SERVICES GROUP ENHANCED CYBER COVERAGE ENDORSEMENT


This endorsement modifies insurance provided under the following:


Specialty Risk Protector®
General Terms and Conditions 
Security and Privacy Coverage Section
Event Management Coverage Section
Network Interruption Coverage Section
Cyber Extortion Coverage Section
Media Content Coverage Section


In consideration of the premium charged, it is hereby understood and agreed that the policy 
is amended as follows:


1. This endorsement only modifies Coverage Sections purchased by the Named Entity as 
listed in Item 6 of the Declarations.  Any direct or indirect reference in this endorsement 
to one or more Coverage Sections that were not purchased by the Named Entity shall 
have no effect on any coverage provided by the policy.


GENERAL TERMS AND CONDITIONS ENHANCEMENTS


2. The definition of “Control Group” in paragraph 2(e) of the General Terms and 
Conditions is deleted in its entirety and replaced with the following:


(e) “Control Group” means a Company’s Managing Partner, Managing Shareholder, Risk 
Manager and General Counsel (or equivalent positions, regardless of title).


3. In Clause 5. RETENTION of the General Terms and Conditions, paragraphs (a), (b) and (c) 
are deleted in their entirety and replaced with the following:


If a First Party Event or a Third Party Event and any Related Acts trigger coverage 
under more than one Coverage Section, the highest applicable Retention amount shall 
apply to all Loss arising out of such First Party Event or Third Party Event and all 
Related Acts.


4. In Clause 6. NOTICE of the General Terms and Conditions, subparagraph (a)(1) is deleted 
in its entirety and replaced with the following:


(1) any member of the Control Group first becomes aware of the Claim; or


5. In Clause 6. NOTICE of the General Terms and Conditions, paragraph (a), the second 
paragraph is deleted in its entirety and replaced with the following:
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Notwithstanding the foregoing and regardless of whether any personnel described in 
(1) above has become aware, in all events each Claim under a Claims-Made and 
Reported Coverage Section must be reported no later than either:


(1) sixty (60) days after the end of the Policy Period; or
(2) the end of any applicable Discovery Period.


6. In Clause 6. NOTICE of the General Terms and Conditions, paragraph (d), the phrase 
before the address is deleted in its entirety and replaced with the following:


Notice as described herein shall be given in writing, addressed as below and shall 
include a reference to this policy number:


7. Clause 12. OTHER INSURANCE of the General Terms and Conditions is deleted in its 
entirety and replaced with the following:


12.OTHER INSURANCE - DIFFERENCE IN CONDITIONS 


Coverage as afforded under this policy is specifically written on a Difference in 
Conditions basis.  It is a condition of this policy that each professional liability (E&O) 
insurance policy (including each primary and excess policy), or replacement thereof, 
in force at the inception of this policy will be maintained in full force and effect 
during the term of this policy or notification will be made to the Insurer within ninety 
(90) days of any change.  In the event of such notification, the Insurer shall have the 
right to modify this policy or make adjustments to the premium if the Insurer 
reasonably deem that such policy changes or premium adjustments are necessary, and 
such modifications or adjustments shall apply to all Loss incurred and Claims made 
after the effective time of the failure to maintain.


For purposes of this provision, “Difference in Conditions” means, subject to all other 
terms and conditions set forth herein, coverage applies when the covered Loss, perils 
definitions, and/or conditions set forth herein are broader in meaning or scope than 
the covered loss, perils, definitions and/or conditions set forth in an Insured’s valid 
and collectible professional liability insurance; and only in that event, does the 
insurance coverage offered herein become primary insurance.  In all other 
circumstances, the insurance coverage offered herein shall be excess over an 
Insured’s valid and collectible professional liability insurance, any policy expressly 
written to be excess over such professional liability policy and any other valid and 
collectible insurance, unless such other insurance is expressly written to be excess 
over the Limit of Liability or any applicable Sublimit of Liability provided by this 
policy.


Notwithstanding the foregoing or any provision of this policy to the contrary, the 
coverage afforded by the Event Management Coverage Section (if included in this 
policy) shall apply as primary insurance without regard to whether any other 
professional liability or other insurance is available to an Insured for Loss.


MULTI-COVERAGE SECTION ENHANCEMENTS


8. The definition of “Insured” in paragraph 2(g)(2) of the Security and Privacy Coverage 
Section and in paragraph 2(d)(2) of the Media Content Coverage Section is deleted in its 
entirety and replaced with the following:
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(2) any partner, shareholder, officer, director, trustee or employee of a       Company 
acting in their capacity as such;


9. The definitions of “Security Failure” in paragraph 2(p) of the Security and Privacy 
Coverage Section, paragraph 2(l) of the Event Management Coverage Section, and 
paragraph 2(k) of the Network Interruption Coverage Section are amended by replacing 
the last sentence with the following:


“Security Failure” includes any such failure or violation resulting from the theft of a 
password or access code from an Insured’s premises, the Computer System, or an 
officer, partner, shareholder, director or employee of a Company by any electronic or 
non-electronic means.  


10. The definitions of “Security Failure” in paragraph 2(p) of the Security and Privacy 
Coverage Section, paragraph 2(l) of the Event Management Coverage Section and 
paragraph 2(k) of the Network Interruption Coverage Section are amended to include 
the following at the end thereof: 


“Security Failure” also includes any such failure or violation resulting from the use of 
a third-party computer or electronic device, including mobile phones, tablets or 
computers owned or controlled by a partner, shareholder, officer or employee of a 
Company, to access a Computer System.


11. The definitions of “Privacy Event” in paragraph 2(l) of the Security and Privacy 
Coverage Section and paragraph 2(j) of the Event Management Coverage Section are 
amended to include the following at the end thereof:


“Privacy Event” includes any such failure or violation resulting from the use of a 
third-party computer or electronic device, including without limitation mobile phones, 
tablets or computers owned or controlled by a partner, shareholder, officer or 
employee of a Company, to store or access Confidential Information.


12. In Clause 3. EXCLUSIONS of the Security and Privacy Coverage Section, the Event 
Management Coverage Section and the Network Interruption Coverage Section, 
subparagraph (a)(1) is deleted in its entirety and replaced with the following:


(1) past or present managing partners, managing principals or members of the 
management committee (or the equivalent positions), whether acting alone or in 
collusion with other persons;


SECURITY AND PRIVACY COVERAGE SECTION ENHANCEMENTS


13. The following paragraph is added to Clause 2. DEFINITIONS of the Security and Privacy 
Coverage Section:


“Spoliation” means the failure to preserve Confidential Information that has 
evidentiary value to a person or entity other than an Insured.


14. The definition of “Privacy Event” in paragraph 2(l) of the Security and Privacy Coverage 
Section is amended to include the following at the end thereof:


Privacy Event also means unintentional Spoliation by an Insured.
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15.The definition of “Insured” in paragraph 2(g) of the Security and Privacy Coverage 
Section is amended to include the following at the end thereof:


“Insured” also means any natural-person independent contractor or contract attorney, 
but only while acting on behalf of, or at the direction of, a Company.


16. In Clause 3. EXCLUSIONS, paragraphs (l) and (n) are deleted in their entirety and replaced 
with the following:


(l) alleging, arising out of, based upon or attributable to any Security Failure or Privacy 
Event, or any Related Acts thereto, alleged or contained in any Claim which has been 
reported, or in any circumstances of which notice has been given, under any policy of 
which this Security and Privacy Coverage Section is a renewal or replacement, or 
under any prior policy providing comparable coverage to this Coverage Section.


(n) alleging, arising out of, based upon or attributable to any Security Failure or Privacy 
Event occurring prior to the Continuity Date, or any Related Act thereto (regardless of 
when such Related Act occurs), if, as of the Continuity Date, any member of the 
Control Group knew or could have reasonably foreseen that such Security Failure or 
Privacy Event  did or would result in a Claim against an Insured.


17. Clause 4. LIMIT OF LIABILITY of the Security and Privacy Coverage Section is amended 
by adding the following paragraph to the end thereof:


The maximum liability of the Insurer for all amounts payable in connection with PCI-
DSS Assessments shall be $0.  The amount set forth in this paragraph shall be part of 
and not in addition to the Limit of Liability and the Sublimit of Liability for the 
Security and Privacy Coverage Section.


EVENT MANAGEMENT COVERAGE SECTION ENHANCEMENTS


18. The definition of “Loss” in paragraph 2(h) of the Event Management Coverage Section is 
amended to state that, while the expenses and costs must be incurred within one year of 
the discovery of the Security Failure or Privacy Event, the actual services provided to 
affected individuals may continue beyond the one year period.


19. The following definitions are added to Clause 2. DEFINITIONS:


Sub(a) “Electronic Data Sublimit” is $0


Sub(b) “Event Response Sublimit” is $0


20. The following clause is added to the end of the Event Management Coverage Section:


COVERAGE SECTION SUBLIMITS OF INSURANCE


Notwithstanding anything in the policy to the contrary:


(a) The Electronic Data Sublimit is the Insurer’s maximum liability for Loss incurred:
(1) to restore, recreate or recollect Electronic Data; and
(2) to determine whether Electronic Data can or cannot be restored, recollected 


or recreated.
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(b) The Event Response Sublimit is the Insurer’s maximum liability for Loss incurred:
(1) to conduct an investigation (including a forensic investigation) to determine 


the cause of the Security Failure or Privacy Event;
(2) for a public relations firm, crisis management firm or law firm agreed to by the 


Insurer to advise an Insured on minimizing the harm to such Insured, including, 
without limitation, maintaining and restoring public confidence in such 
Insured;  


(3) to notify those whose Confidential Information is the subject of the Security 
Failure or Privacy Event and advise of any available remedy in connection with 
the Security Failure or Privacy Event, including, without limitation, those 
expenses and costs for printing, advertising and mailing of materials;


(4) for identity theft education and assistance, identity theft call center services, 
credit file or identity monitoring and victim reimbursement insurance made 
available to those persons notified about a Security Failure or Privacy Event 
pursuant to subparagraph (3) above; and


(5) for any other services approved by the Insurer at the Insurer’s sole and 
absolute discretion; 


The Electronic Data Sublimit and the Event Response Sublimit are each part of and not 
in addition to the Limit of Liability and the Sublimit of Liability for the Event 
Management Coverage Section, and shall in no way serve to increase the Limit of 
Liability or the Sublimit of Liability for the Event Management Coverage Section.


MEDIA CONTENT COVERAGE SECTION ENHANCEMENTS


21. In Clause 3. EXCLUSIONS of the Media Content Coverage Section, paragraphs (l), (n) and 
(t) are deleted in their entirety and replaced with the following:


(l) alleging, arising out of, based upon or attributable to any Wrongful Act, or any 
Related Acts thereto, alleged or contained in any Claim which has been reported, or 
in any circumstances of which notice has been given, under any policy of which this 
Media Content Coverage Section is a renewal or replacement, or under any prior 
policy providing comparable coverage to this Coverage Section.


(n) alleging, arising out of, based upon or attributable to any Wrongful Act occurring prior 
to the Continuity Date, or any Related Act thereto (regardless of when such Related Act 
occurs), if, as of the Continuity Date, any member of the Control Group knew or could 
have reasonably foreseen that such Wrongful Act  did or would result in a Claim against 
an Insured.


(t) alleging, arising out of, based upon or attributable to the failure to protect 
information used for authenticating or identifying an Insured’s customers, vendors, 
suppliers or independent contractors in the normal course of an Insured’s business; 
provided, however, this paragraph shall not apply to any Claim alleging defamation, 
libel, slander, product disparagement or trade label or any other tort related to 
disparagement or harm to character or reputation arising out of the failure to protect 
such information.


NETWORK INTERRUPTION COVERAGE SECTION ENHANCEMENTS


22. The opening phrase of Clause 1. INSURING AGREEMENTS is amended to read as follows:
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With respect to the NETWORK INTERRUPTION INSURING AGREEMENT of this Clause 1., 
solely with respect to a Material Interruption first occurring during the Policy Period, 
caused by a Security Failure first discovered during the Policy Period and reported to 
the Insurer pursuant to the terms of this policy, this Network Interruption Coverage 
Section affords the following coverage:


23. The opening phrase of the definition of “Loss” in paragraph 2(e) of the Network 
Interruption Coverage Section is amended to read as follows:


“Loss” means the below listed costs incurred from the beginning of a Material 
Interruption through the 180th day after the end of the Material Interruption (or 180 
days after the Material Interruption would have ended if an Insured exercised due 
diligence and dispatch):


24. The definition of “Outsource Provider” in paragraph 2(g) of the Network Interruption 
Coverage Section is deleted in its entirety and replaced with the following:


(g) “Outsource Provider” means an entity not owned, operated or controlled by an 
Insured that such Insured relies upon to conduct its business.


25. In Clause 4. LIMIT OF LIABILITY of the Network Interruption Coverage Section, the 
second paragraph is amended to read as follows:


Notwithstanding anything the policy to the contrary, the maximum liability of the 
Insurer for all Loss arising from a Security Failure of the Computer System of an 
Outsource Provider shall be $0.  This amount shall be part of and not in addition to 
the Limit of Liability or any applicable Sublimit of Liability.


26.  In Clause 7. NET PROFIT CALCULATIONS of the Network Interruption Coverage Section, 
the second sentence is amended to read as follows:


Provided, however, that such net profit (or net loss) calculations shall not include, and 
this policy shall not cover, net income that would likely have been earned as a result 
of an increase in volume of business due to favorable business conditions caused solely 
by the impact of Security Failures on other businesses.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


© American International Group, Inc.  All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 12


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


RELIANCE UPON OTHER CARRIER’S APPLICATION


This endorsement modifies insurance provided under the following:


Specialty Risk Protector®
General Terms and Conditions
All Coverage Sections


In granting coverage under this policy, it is agreed that the Insurer has relied upon the 
statements and representations contained in the below referenced application(s) (including 
materials submitted therewith and, if such application is a renewal application, all such 
previous policy applications, including the attachments and materials thereto, for which this 
policy is a renewal or succeeds in time) as being accurate and complete.  It is further 
understood and agreed that the Named Entity and the other Insureds warrant and represent 
to the Insurer that the statements and representations made in such application(s) were 
accurate on the date such representations and statements were so given, and in connection 
therewith, the Insureds hereby reaffirm, as accurate, each and every representation and 
statement made in such application(s) as of the date set forth opposite each such application 
referenced below as if all such representations and statements were made to the Insurer on 
such date.  All such statements and representations shall be deemed material to the risk 
assumed by the Insurer, form the basis of this policy and shall be considered as incorporated 
into this policy.


TYPE OF POLICY APPLICATION CARRIER DATE SIGNED
Cyber and Privacy Insurance 
Application Form ACE 10/28/2016


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


© American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 13


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


RETENTION AMENDATORY ENDORSEMENT


This endorsement modifies insurance provided under the following:


Specialty Risk Protector®
General Terms and Conditions


In consideration of the premium charged, it is hereby understood and agreed that in Clause 5. 
RETENTION of the General Terms and Conditions, paragraphs (a), (b) and (c) are deleted in 
their entirety and replaced with the following


If a First Party Event or a Third Party Event and any Related Acts trigger coverage under 
more than one Coverage Section, the highest applicable Retention amount shall apply to 
all Loss arising out of such First Party Event or Third Party Event and all Related Acts.


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED


© American International Group, Inc. All rights reserved.


AUTHORIZED REPRESENTATIVE
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ENDORSEMENT # 14


This Endorsement, effective 12/27/2016 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


MAINE AMENDATORY ENDORSEMENT


Wherever used in this endorsement: 1) "we", "us", "our", and "Insurer" mean the insurance company 
which issued this policy;  and 2) "you", "your", "named Insured", "First Named Insured", and 
"Insured" mean the Named Corporation, Named Organization, Named Sponsor, Named Insured, or 
Insured stated in the declarations page; and 3) "Other Insured(s)" means all other persons or entities 
afforded coverage under the policy.


CANCELLATION/NONRENEWAL


It is hereby agreed and understood that the cancellation provision of this policy is deleted in its 
entirety and replaced by the following:


This policy may be cancelled by the Insurer within sixty (60) days after the effective date of this 
policy without cause.  This section shall not apply if this policy is a renewal policy issued by the 
Insurer to the First Named Insured.


After this policy has been in effect for sixty (60) days or more, the Insurer may not cancel prior to 
the expiration of this policy unless such cancellation is based on one or more of the following 
reasons:


- Nonpayment of premium;


- Fraud or material misrepresentation made by, or with the knowledge of, the 
First Named Insured or Other Insured(s) in obtaining the policy, continuing 
the policy or in presenting a claim under the policy;


- Substantial change in risk which increases the risk of loss after insurance 
coverage has been issued or renewed, including, but not limited to, an increase 
in exposure due to regulation, legislation or court decision;


- Failure of the First Named Insured or Other Insured(s) to comply with 
reasonable loss control recommendations;


- Substantial breach of contractual duties, conditions or warranties; or


- Determination by the Superintendent that the continuation of a class or block 
of business to which the policy belongs will jeopardize the Insurer's solvency 
or will place the Insurer in violation of the insurance laws of this state or any 
other state.


If this policy has been issued for a term longer than one year, and, for additional premium 
consideration, a premium has been guaranteed, the Insurer may not refuse to renew or increase this 
policy premium for the term of this policy.


If the Insurer offers or purports to renew this contract, but on less favorable terms to the First Named 
Insured or at higher rates, and a higher rating plan, the new terms or rates and rating plan may take 
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effect on the renewal date if the Insurer has provided the First Named Insured thirty (30) days notice.  
If the Insurer has not so notified the First Named Insured, the First Named Insured may elect to 
cancel the renewal policy within the 30-day period after receipt of the notice or delivery.  Earned 
premium for the period of coverage for such time as the renewal contract may have been in force, 
shall be calculated pro rata at the lower of the current or previous year's rate.  If the Insured accepts 
the renewal, the premium increase, if any, and other changes shall be effective immediately 
following the prior policy's expiration or anniversary date.  This section does not apply if the change 
is a rate, form or plan filed with the Superintendent and applicable to the entire class of business to 
which the policy belongs or to a premium increase based on the altered nature or extent of the risk 
insured against.


Cancellation or nonrenewal is not effective until notice is received by the First Named Insured as 
follows:


- All notices of cancellation and nonrenewal shall be in writing and mailed or 
delivered to the First Named Insured;


- Cancellation shall not be effective prior to ten (10) days after receipt by the 
First Named Insured of a notice of cancellation.  The notice shall state the 
effective date and the reason or reasons for cancellation;


- Nonrenewal shall not be effective prior to thirty (30) days after the First 
Named Insured's receipt of written notice; and


- A post office certificate of mailing to the First Named Insured at his last 
known address shall be conclusive proof of receipt of notice on the 3rd 
calendar day after mailing.


All other provisions of this policy shall remain unchanged.


AUTHORIZED 
REPRESENTATIVE
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ENDORSEMENT # 15


This Endorsement, effective 12/27/2017 at 12:01 A.M. forms a part of 


Policy No: 022176609


Issued To: Finance Authority of Maine


By: National Union Fire Insurance Company of Pittsburgh, Pa. ®


ITEM 2 AMENDATORY ENDORSEMENT


This endorsement amends the Declarations of the policy.


In consideration of the additional premium of $16,354.00, it is hereby understood and agreed 
that Item 2 of the Declarations “POLICY PERIOD,” is deleted in its entirety and replaced with 
the following:


ALL OTHER TERMS, CONDITIONS AND EXCLUSIONS REMAIN UNCHANGED.


© American International Group, Inc. All rights reserved.


Inception Date 12/27/2016 Expiration Date 3/15/20192 POLICY PERIOD


12:01 A.M. at the address stated in Item 1


AUTHORIZED REPRESENTATIVE
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ACE American Insurance Company 


Chubb Cyber Enterprise Risk 
Management Policy 


Declarations 


NOTICE:  THE THIRD PARTY LIABILITY INSURING AGREEMENTS OF THIS POLICY PROVIDE 


CLAIMS-MADE COVERAGE, WHICH APPLIES ONLY TO CLAIMS FIRST MADE DURING THE POLICY 


PERIOD OR AN APPLICABLE EXTENDED REPORTING PERIOD FOR ANY INCIDENT TAKING PLACE 


AFTER THE RETROACTIVE DATE BUT BEFORE THE END OF THE POLICY PERIOD.  


AMOUNTS INCURRED AS CLAIMS EXPENSES UNDER THIS POLICY SHALL REDUCE AND MAY 


EXHAUST THE APPLICABLE LIMIT OF INSURANCE AND WILL BE APPLIED AGAINST ANY 


APPLICABLE RETENTION.  IN NO EVENT WILL THE COMPANY BE LIABLE FOR CLAIMS EXPENSES 


OR THE AMOUNT OF ANY JUDGMENT OR SETTLEMENT IN EXCESS OF THE APPLICABLE LIMIT OF 


INSURANCE. TERMS THAT ARE UNDERLINED IN THIS NOTICE PROVISION HAVE SPECIAL 


MEANING AND ARE DEFINED IN SECTION II, DEFINITIONS. READ THE ENTIRE POLICY 


CAREFULLY. 


IF YOU NEED URGENT CRISIS MANAGEMENT OR 
LEGAL ADVICE, PLEASE CONTACT:  


Cyber Incident Response Coach Hotline at: 


1 (800) 817-2665  or cyberalert@chubb.com 


Policy No: EON G2555629A 004 Renewal of: EON G2555629A 003 


Item 1. Named Insured State of Maine Office of Information Technology 


Principal Address c/o Risk Management Division 


85 State House Station 


Augusta, ME 04333 


Item 2. Policy Period From: 07/01/2018 


To: 07/01/2019 


(12:01 AM local time at the address shown in Item 1.) 


Item 3. Maximum Policy Limits of Insurance. 


A. Maximum Single Limit of Insurance $3,000,000 


B. Maximum Policy Aggregate Limit of Insurance $3,000,000 


Item 4. Limits of Insurance, Retentions and Insuring Agreement(s) Purchased.  If any Limit of Insurance field for an 
Insuring Agreement is left blank or NOT COVERED is shown, there is no coverage for such Insuring Agreement. 


First Party Insuring Agreements 


A.  Cyber Incident Response 
Fund 


Each Cyber Incident 
Limit 


Aggregate Limit for all 
Cyber Incidents 


Each Cyber Incident  
Retention 


1. Cyber Incident
Response Team


$3,000,000 $3,000,000 $250,000 


Except Cyber 
Incident 
Response 
Coach: 


$50,000 



mailto:cyberalert@chubb.com
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First Party Insuring Agreements 


NOTE: The Insured is under no obligation to use or contract for services with the Cyber Incident Response 
Team.  However, if the Insured elects not to use or contract with the Cyber Incident Response Team but elects 
to use or contract with a Non-Panel Response Provider, then the Each Cyber Incident Limits and Aggregate 
Limit for all Cyber Incidents specified in Item 4A2 below apply. 


2. Non-Panel
Response Provider


$3,000,000 $3,000,000 $250,000 


Insuring Agreement Each Cyber 
Incident Limit 


Aggregate Limit for all 
Cyber Incidents 


Each Cyber Incident  
Retention 


B. Business Interruption and 
Extra Expenses 


1. Business
Interruption Loss
And Extra Expenses


N/A N/A N/A 


Waiting Period: N/A 


2. Contingent
Business
Interruption Loss
And Extra Expenses


N/A N/A N/A 


Waiting Period: N/A 


a. Scheduled
Providers Limit (if
scheduled by
endorsement)


N/A N/A N/A 


Waiting Period: N/A 


C. Digital Data Recovery N/A N/A N/A 


D. Network Extortion N/A N/A N/A 


Third Party Liability Insuring Agreements 


Insuring Agreement Each Claim Limit Aggregate Limit for all 
Claims 


Each Claim Retention 


E. Cyber, Privacy And 
Network Security Liability 


N/A N/A N/A 


1. Payment Card Loss N/A N/A N/A 


2. Regulatory
Proceeding


N/A N/A N/A 


F. Electronic, Social And 
Printed Media Liability 


N/A N/A N/A 


Item 5. Retroactive Date 


(only applicable to Third Party Liability Insuring Agreements) 


07/01/2015 


Item 6. Pending or Prior Proceedings Date 


(only applicable to Third Party Liability Insuring Agreements) 


07/01/2015 
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Third Party Liability Insuring Agreements 


Item 7. Extended Reporting Period A. Additional Premium:  100% of Annual Premium 


B. Additional Period: 12  Months 


 


Item 8. Policy Premium Plus applicable taxes and fees (if any) $97,898 


 


 


Item 9. Notice to Insurer 


A. Notice of Incident, Claim, or potential Claim 
as set forth in section VIII, subsection C 


By Mail:  


Director of Claims 
Chubb 
P.O. BOX 5105 
Scranton, PA 18505-0518 
Fax Number: 877-201-8787 
 


By Email: 


ChubbClaimsFirstNotice@Chubb.com 


By Mobile App or Online: 


Visit the Policyholder  Services Website at 


www.chubbcyber.com and ‘submit claim’OR  


Press your ‘Report Cyber Incident’ button on the Chubb 
Cyber Alert Mobile application. 


B. All Other Notices to the Insurer Chief Underwriting Officer 
Chubb – Financial Lines 
Attn: Chief Underwriting Officer 
1133 Avenue of the Americas, 32nd Floor 
New York, NY 10036 
 


 


 


 


 


 


 


 







 


P


 


 


I
D


I


C


F


A


B


C


D


T


E


F


I


W


A
a
a
C
o
o
s


PF-48169 (10/1


In considerat
Declarations a


I. INSU


Coverage is af


FIRST PARTY


A. CYBER IN


The Insu
Cyber In


B. BUSINES


The Insu


1. the B
Resto
and 


2. the C
the P
Polic


C. DIGITAL 


The Insu
Cyber In


D. NETWOR


The Insu
Incident


THIRD PART


E. CYBER, P


The Insu
during th
prior to th


F. ELECTRO


The Insu
during th
prior to th


II. DEFIN


When used in


Act of Cyber
against a Com
acting alone, 
Computer S
or harmful sof
or political re
segment of an


16) 


 


tion of the p
and the terms


URING AGREE


fforded pursu


Y INSURING 


NCIDENT RE


urer will pay
ncident first d


SS INTERRUP


urer will pay: 


usiness Inte
oration resu


Contingent B
Period of Re
cy Period. 


 DATA RECO


urer will pay 
ncident first d


RK EXTORTIO


urer will rei
t first discover


TY LIABILITY


PRIVACY AND


urer will pay D
e Policy Per


he end of the P


ONIC, SOCIAL


urer will pay D
e Policy Per


he end of the P


NITIONS 


n this Policy: 


r-Terrorism
mputer Syst
 on behalf o


System witho
ftware code a
easons, includ
n economy. 


payment of t
s and conditio


EMENTS 


uant to those I


 AGREEMEN


ESPONSE FUN


y Cyber Inci
discovered by


PTION AND E


 


erruption L
ulting directly


Business Int
estoration r


OVERY 


 the Digital D
discovered by


ON 


imburse Ext
red by any Co


Y INSURING A


D NETWORK


Damages an
riod for a Cy
Policy Perio


L AND PRIN


Damages an
riod for a M
Policy Perio


 


m means: (i) a
tem operated


of or in conn
out authorizat
at or into the I
ding intimida


the premium
ons of this Po


Insuring Agre


NTS 


ND 


ident Respo
y any Contro


EXTRA EXPE


Loss and Ext
y from a Cyb


terruption 
resulting dire


Data Recov
y any Contro


tortion Exp
ontrol Grou


AGREEMEN


K SECURITY L


nd Claim Exp
yber Inciden
od. 


NTED MEDIA 


nd Claim Exp
edia Incide
od. 


any act, includ
d by an Insu


nection with 
tion; or, (ii) a
Insured’s C
ating or coer


m, in reliance
olicy, the Ins


eements purch


onse Expen
ol Group Me


ENSES 


ra Expense
ber Incident


Loss and Ex
ectly from a C


very Costs in
ol Group Me


penses incur
up Member d


TS 


LIABILITY 


penses by re
nt which firs


 LIABILITY 


penses by re
ent which firs


ding force or v
ured, by an i
any entity o


a targeted den
Computer Sy
rcing a gover


Chub
Risk M


e upon the 
sureds and th


hased, as sho


nses incurred
ember durin


es incurred by
t which first 


xtra Expens
Cyber Incid


ncurred by an
ember during


rred by an I
during the Po


eason of a Cla
st occurs on o


eason of a Cla
st occurs on o


violence, or th
individual or


or governmen
nial of service
ystem for soc
rnment, a civ


bb Cybe
Manage


Application
he Insurer a


own in Item 4 


d by an Insu
g the Policy 


y an Insured
 occurs durin


ses incurred b
dent which f


n Insured re
g the Policy 


Insured in 
olicy Period


aim first mad
or after the R


aim first mad
or after the R


he threat ther
r any group o
nt to damage
e attack or tra
cial, ideologic
vilian populat


Pa


r Enterp
ement P


n, and subje
agree as follow


 of the Declar


ured in resp
 Period. 


d during the P
ng the Policy


by an Insure
first occurs d


esulting direct
 Period. 


response to 
d. 


de against an
Retroactive 


de against an
Retroactive 


reof, expressl
of individuals
e, destroy or
ansmittal of c
cal, religious, 
tion or disru


age 1 of 21 


prise 
Policy 


ect to the 
ws: 


rations. 


ponse to a 


Period of 
y Period; 


ed during 
during the 


tly from a 


 a Cyber 


n Insured 
Date and 


n Insured 
Date and 


y directed 
s, whether 
r access a 
corrupting 
 economic 


upting any 







 


PF-48169 (10/16) Page 2 of 21 


Application means all applications, including any attachments thereto, and all other information and materials 
submitted by or on behalf of the Insureds to the Insurer in connection with the Insurer underwriting this 
Policy or any policy of which this Policy is a direct renewal or replacement.  All such applications, assessments, 
attachments, information and materials are deemed attached to and incorporated into this Policy. 


Bodily Injury means injury to the body, sickness, disease, or death.  Bodily Injury also means mental injury, 
mental anguish, mental tension, emotional distress, pain and suffering, or shock, whether or not resulting from 
injury to the body, sickness, disease or death of any person. 


Business Interruption Loss means: 


1. the Insured’s continuing normal operating and payroll expenses; and 


2. the Insured’s net profit before income taxes that would have been earned had no Interruption in 
Service of the Insured’s Computer System occurred. 


Claim means any: 


1. written demand against any Insured for monetary damages or non-monetary or injunctive relief; 


2. civil proceeding against any Insured seeking monetary damages or non-monetary or injunctive relief, 
commenced by the service of a complaint or similar pleading; 


3. arbitration or mediation proceeding against any Insured seeking monetary damages or non-monetary or 
injunctive relief, commenced by the receipt of a written demand, or service of a complaint or similar 
pleading; 


4. criminal proceeding against an Insured commenced by: (a) an arrest, or (b) a return of an indictment, 
information or similar document; 


5. written request directed at an Insured to toll or waive a statute of limitations applicable to a Claim 
referenced in paragraphs 1-4 immediately above; or 


6. Regulatory Proceeding, 


including, where applicable, any appeal therefrom. 


Claims Expenses means the reasonable and necessary: 


1. attorneys’ fees, mediation costs, arbitration expenses, expert witness fees and other fees and costs 
incurred by the Insurer, or by an Insured with the Insurer’s prior written consent, in the investigation 
and defense of a Claim; and  


2. premiums for any appeal bond, attachment bond or similar bond, although the Insurer shall have no 
obligation to apply for or furnish such bond. 


Claims Expenses shall not include wages, salaries or other compensation of directors, officers, similar 
executives, or employees of the Insurer or any Insured.  


Computer System means computer hardware, software, Telephone System, firmware, and the data stored 
thereon, as well as associated input and output devices, data storage devices, networking equipment and storage 
area network or other electronic data backup facilities. 


Consumer Redress Fund means a sum of money which an Insured is legally obligated to deposit in a fund as 
equitable relief for the payment of consumer claims due to an adverse judgment or settlement of a Regulatory 
Proceeding. Consumer Redress Fund shall not include any amounts paid which constitute taxes, fines, 
penalties, injunctive relief or sanctions. 


Contingent Business Interruption Loss means: 


1. the Insured’s continuing normal operating and payroll expenses; and 


2. the Insured’s net profit before income taxes that would have been earned had no Interruption in 
Service of a Shared Computer System occurred. 


Control Group Member means, as applicable, an Organization’s Chief Executive Officer, Chief Financial 
Officer, Chief Information Officer, Chief Information Security Officer, Chief Privacy Officer, Chief Technology 
Officer, General Counsel, Risk Manager, or the organizational or functional equivalent of such positions. 
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Costs means: 


1. Cyber Incident Response Expenses; 


2. Business Interruption Loss; 


3. Contingent Business Interruption Loss; 


4. Extra Expenses; 


5. Digital Data Recovery Costs; or 


6. Extortion Expenses. 


Cyber Incident means: 


1. with respect to Insuring Agreement A, Cyber Incident Response Fund, 


a. any actual or reasonably suspected Network Security Failure; 


b. any actual or reasonably suspected failure by an Insured, or any independent contractor for whom 
or for which an Insured is legally responsible, to properly handle, manage, store, destroy, protect, 
use or otherwise control Protected Information; 


c. any unintentional violation by an Insured of any Privacy or Cyber Law, including the 
unintentional wrongful collection of Protected Information by an Insured; 


d. any reasonably suspected Interruption in Service, provided a Limit of Insurance is shown in the 
Declarations applicable to Insuring Agreement B, Business Interruption And Extra Expenses; or 


e. any reasonably suspected Network Extortion Threat, provided a Limit of Insurance is shown in 
the Declarations applicable to Insuring Agreement D, Network Extortion; 


2.  with respect to Insuring Agreement B, Business Interruption And Extra Expenses, an actual 
Interruption in Service; 


3.  with respect to Insuring Agreement C, Digital Data Recovery, an actual Network Security Failure 
resulting in Digital Data Recovery Costs; 


4.  with respect to Insuring Agreement D, Network Extortion, an actual Network Extortion Threat; or 


5.  with respect to Insuring Agreement E, Cyber, Privacy And Network Security Liability, any error, 
misstatement, misleading statement, act, omission, neglect, breach of duty or other offense actually or 
allegedly committed or attempted by any Insured in their capacity as such, resulting in or based upon a 
Cyber Incident as referenced in paragraphs 1 – 4 immediately above. 


Cyber Incident Response Coach means the law firm within the Cyber Incident Response Team, 
designated for consultative and pre-litigation legal services provided to an Insured. 


Cyber Incident Response Expenses means those reasonable and necessary expenses paid or incurred by an 
Insured as a result of a Cyber Incident.  Such expenses are as follows: 


1. retaining the services of the Cyber Incident Response Coach; 


2. retaining the services of a third party computer forensics firm to determine the cause and scope of a 
Cyber Incident; 


3. retaining the services of a public relations or crisis communications firm for the purpose of protecting or 
restoring the reputation of, or mitigating financial harm to, an Insured; 


4. retaining the services of a law firm to determine the Insured’s rights under the indemnification 
provisions of a written agreement between the Insured and any other person or entity with respect to a 
Cyber Incident otherwise covered  under Insuring Agreements A - E of this Policy; 


5. expenses required to comply with Privacy or Cyber Laws, including: 


a. retaining the services of a law firm to determine the applicability of and actions necessary to comply 
with Privacy or Cyber Laws; 


b. drafting notification letters, and to report and communicate as required with any regulatory, 
administrative or supervisory authority; 
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c. retaining call center and other related services for notification as required by law; or 


d. providing credit monitoring, credit freezing or credit thawing. 


For purposes of this paragraph 5, compliance with Privacy or Cyber Laws shall follow the law of the 
applicable jurisdiction that most favors coverage for such expenses; 


6. expenses not required to comply with Privacy or Cyber Laws, and with the Insurer’s prior consent, 
for: 


a. notifying a natural person whose Protected Information has been wrongfully disclosed or 
otherwise compromised, including retaining a notification service or the services of a call center; 


b. providing credit monitoring, credit freezing, credit thawing, healthcare record monitoring (where 
available), social media monitoring, password management service, or fraud alert services for those 
natural persons who accept an offer made by or on behalf of the Insured for, and receive, such  
services; 


c. retaining the services of a licensed investigator or credit specialist to provide fraud consultation to the 
natural persons whose Protected Information has been wrongfully disclosed or otherwise 
compromised;  


d. retaining the services of third party identity restoration service to  natural persons identified  by a 
licensed investigator as victims of identity theft directly resulting from a Cyber Incident otherwise 
covered under Insuring Agreements A or E; 


e. paying any reasonable amount to an informant for information not otherwise available which leads to 
the arrest and conviction of a natural person or an entity responsible for a Cyber Incident; or 


f. other services that are deemed reasonable and necessary by the Insurer. 


Cyber Incident Response Expenses shall not include: 


i. costs or expenses incurred to update or improve privacy or network security controls, policies or 
procedures, or compliance with Privacy or Cyber Laws, to a level beyond that which existed 
prior to the applicable Cyber Incident; 


ii. taxes, fines, penalties, amounts for injunctive relief, or sanctions; 


iii. the Insured’s money or any money in the Insured’s care, custody, or control; or 


iv. wages, salaries, and other compensation of directors, officers, similar executives, or employees of 
an Organization, or internal operating costs, expenses, or fees of any Organization. 


Cyber Incident Response Team means Pre-Approved Service Providers who provide services as defined 
in Cyber Incident Response Expenses. 


Damages means compensatory damages, any award of prejudgment or post-judgment interest, Payment Card 
Loss, Consumer Redress Fund, settlements, and amounts which an Insured becomes legally obligated to 
pay on account of any Claim.  Damages shall not include:  


1. any amount for which an Insured is not financially liable or legally obligated to pay; 


2. taxes, fines, penalties or sanctions imposed against an Insured, except for Payment Card Loss or 
Regulatory Fines otherwise covered under Insuring Agreement E; 


3. matters uninsurable under the laws pursuant to which this Policy is construed; 


4. punitive or exemplary damages, or the multiple portion of any multiplied damage award, except to the 
extent that such punitive or exemplary damages, or multiplied portion of any multiplied damage award, 
are insurable under the applicable laws of any jurisdiction which most favors coverage for such damages 
and which has a substantial relationship to the Insured, Insurer, this Policy, or the Claim giving rise 
to such damages; 


5. the cost to an Insured to comply with any injunctive, remedial, preventative, or other non-monetary or 
declaratory relief, including specific performance, or any agreement to provide such relief; 
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6. consideration owed or paid by or to an Insured, including any royalties, restitution, reduction, 
disgorgement or return of any payment, charges, or fees; or costs to correct or re-perform services, or for 
the reprint, recall, or removal of Media Content; 


7. liquidated damages pursuant to a contract, to the extent such amount exceeds the amount which the 
Insured would have been liable in the absence of such contract; or 


8. penalties against an Insured of any nature, however denominated, arising by contract, except for 
Payment Card Loss otherwise covered under Insuring Agreement E. 


Digital Data means software or other information in electronic form which is stored on an Insured’s 
Computer System or Shared Computer System. Digital Data shall include the capacity of an Insured’s 
Computer System or Shared Computer System to store information, process information, and transmit 
information over the Internet.  Digital Data shall not include or be considered tangible property. 


Digital Data Recovery Costs means: 


1. the reasonable and necessary costs incurred by an Insured to replace, restore, recreate, re-collect or 
recover Digital Data from written records or from partially or fully matching electronic records due to 
their corruption, theft, or destruction, caused by a Network Security Failure, including disaster 
recovery or computer forensic investigation efforts. However, in the event that it is determined that the 
Digital Data cannot be replaced, restored, recreated, re-collected, or recovered, Digital Data 
Recovery Costs shall be limited to the reasonable and necessary costs incurred to reach such 
determination; or 


2. Telephone Fraud Financial Loss, 


including reasonable and necessary expenses incurred to mitigate or reduce any costs or loss in paragraphs 1 
and 2 immediately above. Digital Data Recovery Costs shall not include: 


a. costs or expenses incurred to update, replace, restore, recreate or improve Digital Data to a level 
beyond that which existed prior to the applicable Cyber Incident; 


b. costs or expenses incurred to identify or remediate software program errors or vulnerabilities, or costs 
to update, replace, restore, upgrade, maintain, or improve a Computer System; 


c. costs incurred to research and develop Digital Data, including Trade Secrets; 


d. the economic or market value of Digital Data, including Trade Secrets; or 


e. any other consequential loss or damages. 


Extended Reporting Period means the period of time shown in Item 7B of the Declarations, subject to Section 
V, Extended Reporting Period. 


Extortion Expenses means reasonable and necessary expenses incurred by an Insured resulting directly from 
a Network Extortion Threat, including money, cryptocurrencies (including Bitcoin), or other consideration 
surrendered as payment by an Insured to a natural person or group believed to be responsible for a Network 
Extortion Threat. Extortion Expenses shall also include reasonable and necessary expenses incurred to 
mitigate or reduce any of the forgoing expenses. 


Extra Expenses means the reasonable and necessary: 


1. expenses incurred by an Insured to the extent such expenses mitigate, reduce, or avoid an 
Interruption in Service, provided they are in excess of expenses that an Insured would have incurred 
had there been no Interruption in Service; 


2. expenses incurred by an Insured to the extent such expenses reduce the Period of Restoration; 


3. with the Insurer’s prior consent, costs incurred by an Insured to retain the services of a third party 
forensic accounting firm to determine the amount of Business Interruption Loss or Contingent 
Business Interruption Loss. 


Extra Expenses shall not include: 


a. costs or expenses incurred to prevent a loss or correct any deficiencies or problems with an 
Insured’s Computer System or Shared Computer System that might cause or contribute to a 
Claim; 
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b. costs or expenses incurred to update, restore, replace, upgrade, maintain, or improve any Computer 
System; or 


c. penalties of any nature, however denominated, arising by contract. 


Incident means Cyber Incident or Media Incident. 


Insured means: 


1. the Named Insured; 


2. any Subsidiary of the Named Insured, but only with respect to Incidents which occur while it is a 
Subsidiary; 


3. any past, present, or future natural person principal, partner, officer, director, trustee, employee, leased 
employee or temporary employee of an Organization, but only with respect to an Incident committed 
within the scope of such natural person’s duties performed on behalf of such Organization; 


4. any past, present or future independent contractor of an Organization  who is a natural person, agent, 
or single person entity, but only with respect to the commission of an Incident within the scope of such 
natural person’s, agent’s, or single person entity’s duties, performed on behalf of such Organization; or 


5. any past, present or future natural person intern or volunteer worker of an Organization and who is 
registered or recorded as an intern or volunteer worker with such Organization, but only with respect to 
an Incident within the scope of such natural person’s duties performed on behalf of such 
Organization. 


Insured’s Computer System means a Computer System leased, owned or operated by an Insured or 
operated solely for the benefit of an Insured by a third party under written contract with an Insured. 


Insurer means the insurance company providing this insurance. 


Interrelated Incidents means all Incidents that have as a common nexus any act, fact, circumstance, 
situation, event, transaction, cause or series of related acts, facts, circumstances, situations, events, transactions 
or causes. 


Interruption in Service means a detectable interruption or degradation in service of: 


1. with respect to Insuring Agreement B1, an Insured’s Computer System; or 


2. with respect to Insuring Agreement B2, a Shared Computer System; 


caused by a Malicious Computer Act. 


Malicious Computer Act means malicious or fraudulent: 


1. unauthorized access to or use of a Computer System; 


2. alteration, corruption, damage, manipulation, misappropriation, theft, deletion, or destruction of Digital 
Data; 


3. creation, transmission, or introduction of a computer virus or harmful code into a Computer System; 
or 


4. restriction or inhibition of access, including denial of service attacks, upon or directed against a 
Computer System. 


Media Content means any data, text, sounds, images, graphics, music, photographs, or advertisements, and 
shall include video, streaming content, webcasts, podcasts, blogs, online forums, and chat rooms. Media 
Content shall not include computer software, software technology, or the actual goods, products or services 
described, illustrated or displayed in such Media Content. 


Media Incident means any error, misstatement, misleading statement, act, omission, neglect or breach of duty 
actually or allegedly committed or attempted by any Insured, or by any person or entity for whom an Insured is 
legally responsible, in the public display of: 


1. Media Content on an Insured’s website or printed material; or 


2.  Media Content posted by or on behalf of an Insured on any social media site or anywhere on the 
Internet, 
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which results in the following: 


a. copyright infringement, passing-off, plagiarism, piracy, or misappropriation of property rights; 


b. infringement or dilution of title, logo, slogan, domain name, metatag, trademark, trade name, service 
mark, or service name; 


c. defamation, libel, slander, or any other form of defamation or harm to the character, reputation or 
feelings of any person or entity, including product disparagement, trade libel, outrage, infliction of 
emotional distress, or prima facie tort; 


d. invasion or infringement of the right of privacy or publicity, including the torts of intrusion upon 
seclusion, publication of private facts, false light, or misappropriation of name or likeness; 


e. false arrest, detention or imprisonment, harassment, trespass, wrongful entry or eviction, eavesdropping, 
or other invasion of the right of private occupancy; 


f. improper deep linking or framing; or 


g. unfair competition or unfair trade practices, including misrepresentations in advertising, solely when 
alleged in conjunction with the alleged conduct referenced in items a–f immediately above. 


Named Insured means the entity shown in Item 1 of the Declarations. 


Network Extortion Threat means any credible threat or series of related threats directed at an Insured to: 


1. release, divulge, disseminate, destroy or use Protected Information or confidential corporate 
information of an Insured taken from an Insured as a result of the unauthorized access to or 
unauthorized use of an Insured’s Computer System or Shared Computer System; 


2. cause a Network Security Failure; 


3. alter, corrupt, damage, manipulate, misappropriate, delete or destroy Digital Data; or 


4. restrict or inhibit access to an Insured’s Computer System or Shared Computer System; 


where the Insured makes a payment or a series of payments, or otherwise meets a demand, in exchange for 
the mitigation or removal of such threat or series of related threats. 


Network Security means those activities performed by an Insured, or by others on behalf of an Insured, to 
protect an Insured’s Computer System or Shared Computer System. 


Network Security Failure means a failure in Network Security, including the failure to prevent a 
Malicious Computer Act. 


Non-Panel Response Provider means any firm providing the services shown in the definition of Cyber 
Incident Response Expenses to an Insured that is not a Pre-Approved Response Provider. 


Organization means the Named Insured and any Subsidiary. 


Payment Card means an authorized account, or evidence of an account, for a credit card, debit card, charge 
card, fleet card or stored value card between the Payment Card Brand and its customer. 


Payment Card Brand means any payment provider whose payment method is accepted for processing, 
including Visa Inc. International, MasterCard Worldwide, Discover Financial Services, American Express 
Company, and JCB International. 


Payment Card Industry Data Security Standards means the rules, regulations, standards or guidelines 
adopted or required by the Payment Card Brand or the Payment Card Industry Data Security Standards 
Council relating to data security and the safeguarding, disclosure and handling of Protected Information. 


Payment Card Loss means monetary assessments, fines, penalties, chargebacks, reimbursements, and fraud 
recoveries which an Insured becomes legally obligated to pay as a result of an Insured’s actual or alleged 
failure: 


1. of Network Security; or 


2. to properly protect, handle, manage, store, destroy, or otherwise control Payment Card data, including 
Protected Information, 
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where such amount is determined pursuant to a payment card processing agreement between an Organization 
and a Payment Card Brand, or a merchant agreement between an Organization and a payment services 
provider, including for mobile payment services, or demanded in writing from an issuing or acquiring bank that 
processes Payment Card transactions, due to an Insured's actual or alleged non-compliance with applicable 
Payment Card Industry Data Security Standards, EMV specifications, or mobile payment security 
requirements. Payment Card Loss shall not include: 


1.  subsequent fines or assessments for continued non-compliance with the Payment Card Industry Data 
Security Standards, EMV Specifications, or a mobile payment services merchant agreement; or 


2.  costs or expenses incurred to update or improve privacy or network security controls, policies or 
procedures to a level beyond that which existed prior to the applicable Cyber Incident or to be 
compliant with applicable Payment Card Industry Data Security Standards, EMV Specifications, 
or a mobile payment services merchant agreement. 


Period of Restoration means the continuous period of time that: 


1. begins with the earliest date of an Interruption in Service; and 


2. ends on the date when an Insured’s Computer System or Shared Computer System is or could 
have been repaired or restored with reasonable speed to the same functionality and level of service that 
existed prior to the Interruption in Service. In no event shall the Period of Restoration exceed 
sixty (60) days. 


Policy means, collectively, the Declarations, Application, this policy form and any endorsements attached 
hereto. 


Policy Period means the period of time shown in Item 2 of the Declarations, unless changed pursuant to Section 
XV, Termination of this Policy. 


Pollutants means any solid, liquid, gaseous or thermal irritant or contaminant, including smoke, vapor, soot, 
fumes, acids, alkalis, chemicals, asbestos, asbestos products or waste. Waste includes materials to be recycled, 
reconditioned or reclaimed. 


Pre-Approved Response Provider means any firm listed on the Insurer’s pre-approved service provider list 
available on request from the Insurer or on the pre-approved service provider list specified on the website shown 
in Item 9A of the Declarations. 


Privacy or Cyber Laws means any local, state, federal, and foreign identity theft and privacy protection laws, 
legislation, statutes, or regulations that require commercial entities that collect Protected Information to post 
privacy policies, adopt specific privacy or security controls, or notify individuals in the event that Protected 
Information has potentially been compromised. 


Property Damage means physical injury to, or loss or destruction of, tangible property, including the loss of use 
thereof whether or not it is damaged or destroyed. 


Protected Information means the following, in any format: 


1. a natural person’s name, e-mail address, social security number, medical or healthcare data, other 
protected health information, driver’s license number, state identification number, credit card number, 
debit card number, address, unpublished telephone number, account number, account histories, 
personally identifiable photos, personally identifiable videos, Internet browsing history, biometric 
records, passwords or other non-public personal information as defined in any Privacy or Cyber Laws; 
or 


2. any other third party confidential or proprietary information: 


a.  provided to an Insured and protected under a nondisclosure agreement or similar contract; or 


b. which an Organization is legally responsible to maintain in confidence. 


Regulatory Fines means any civil monetary fine or penalty imposed by a federal, state, local or foreign 
governmental entity in such entity’s regulatory or official capacity as a result of a Regulatory Proceeding. 
Regulatory Fines shall not include any civil monetary fines or penalties that are not insurable by law, criminal 
fines, disgorgement, or the multiple portion of any multiplied damage award. 
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Regulatory Proceeding means a suit, civil investigation or civil proceeding by or on behalf of a government 
agency, government licensing entity, or regulatory authority, commenced by the service of a complaint or similar 
pleading based on an alleged or potential violation of Privacy or Cyber Laws as a result of a Cyber Incident, 
and which may reasonably be expected to give rise to a Claim under Insuring Agreement E. 


Retroactive Date means the date shown in Item 5 of the Declarations. 


Shared Computer System means a Computer System, other than an Insured’s Computer System, 
operated for the benefit of an Insured by a third party under written contract with an Insured, including data 
hosting, cloud services or computing, co-location, data back-up, data storage, data processing, platforms, 
software, and infrastructure-as-a-service. 


Subsidiary means: 


1. any entity while more than fifty percent (50%) of the outstanding securities representing the present right 
to vote for election of or to appoint directors, trustees, managers, members of the Board of Managers or 
equivalent positions of such entity are owned, or controlled, by the Named Insured, directly or through 
one or more Subsidiaries; 


2. any entity formed as a partnership while more than fifty percent (50%) of the ownership interests 
representing the present right to vote for election of or to appoint the management or executive 
committee members or equivalent positions of such entity are owned, or controlled, by the Named 
Insured, directly or through one or more Subsidiaries; or 


3. any entity while: 


a. exactly fifty percent (50%) of the voting rights representing the present right to vote for election of or 
to appoint directors, trustees, managers, members of the Board of Managers or equivalent positions 
of such entity are owned, or controlled, by the Named Insured, directly or through one of more 
Subsidiaries; and 


b. the Named Insured, pursuant to a written contract with the owners of the remaining and 
outstanding voting stock of such entity, solely controls the management and operation of such entity. 


Telephone Fraud Financial Loss means toll and line charges which an Insured incurs, solely as a result of 
the fraudulent infiltration and manipulation of the Insured’s Telephone System from a remote location to 
gain access to outbound long distance telephone service. 


Telephone System means PBX, CBX, Merlin, VoIP, remote access (including DISA), and all related peripheral 
equipment or similar systems owned or leased by an Insured for purposes of voice-based telecommunications. 


Trade Secret means information, including a formula, pattern, compilation, program, device, method, technique 
or process, that derives actual or potential economic value from not being generally known to or readily 
ascertainable by other persons who can obtain value from its disclosure or use, so long as reasonable efforts have 
been made to maintain its secrecy. 


Waiting Period means the number of hours shown in Item 4 of the Declarations. 


III. EXCLUSIONS 


A. EXCLUSIONS APPLICABLE TO ALL INSURING AGREEMENTS 


The Insurer shall not be liable for Costs, Damages, or Claims Expenses on account of any Incident or 
any Claim: 


1. Conduct 


alleging, based upon, arising out of or attributable to: 


a. any dishonest, fraudulent, criminal, malicious or intentional act, error or omission, or any intentional 
or knowing violation of the law by an Insured; or 


b. the gaining in fact of any profit, remuneration or financial advantage to which any Insured was not 
legally entitled. 
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However, this exclusion shall not apply to Claims Expenses or the Insurer’s duty to defend any such 
Claim, until there is a final, non-appealable adjudication against, binding arbitration against, adverse 
admission by, finding of fact against, or plea of nolo contendere or no contest by, the Insured as to such 
conduct or violation, at which time the Insured shall reimburse the Insurer for any Claims Expenses 
paid by the Insurer.  Provided that: 


i. no conduct pertaining to any natural person Insured shall be imputed to any other natural person 
Insured; and 


ii. any conduct pertaining to any past, present, or future Control Group Member, other than a Rogue 
Actor, shall be imputed to an Organization.  For purposes of this exclusion, “Rogue Actor” means a 
Control Group Member acting outside his or her capacity as such. 


2. Prior Knowledge 


alleging, based upon, arising out of or attributable to any Incident that first occurred, arose or took place 
prior to the earlier of the effective date of this Policy, or the effective date of any Policy issued by the 
Insurer of which this Policy is a continuous renewal or a replacement, and any Control Group 
Member knew of such Incident; and, with respect to Insuring Agreements E and F, any Control 
Group Member reasonably could have foreseen that such Incident did or could lead to a Claim. 


3. Pending or Prior Proceedings 


alleging, based upon, arising out of, or attributable to: 


a. any pending or prior litigation, Claim, demand, arbitration, administrative or regulatory proceeding 
or administrative or regulatory investigation filed or commenced on or before the Pending or Prior 
Proceedings Date shown in Item 6 of the Declarations, or alleging or derived from the same or 
substantially the same fact, circumstance or situation underlying or alleged therein; or 


b. any other Incident whenever occurring which, together with an Incident underlying or alleged in 
any pending or prior litigation, Claim, demand, arbitration, administrative or regulatory proceeding 
or administrative or regulatory investigation as set forth pursuant to paragraph a. immediately above,  
would constitute Interrelated Incidents. 


4. Prior Notice 


alleging, based upon, arising out of, or attributable to: 


a.  any Incident, fact, circumstance or situation which has been the subject of any written notice given 
and accepted under any other policy before the effective date of this Policy; or 


b.  any other Incident whenever occurring which, together with an Incident which has been the 
subject of such notice, would constitute Interrelated Incidents.  


5. Bodily Injury 


for any Bodily Injury. However, solely with respect to Insuring Agreement E and Insuring Agreement F, 
this exclusion shall not apply to mental injury, mental anguish, mental tension, emotional distress, pain 
and suffering, or shock resulting from an Incident. 


6. Property Damage 


alleging, based upon, arising out of, or attributable to Property Damage. 


7. Pollution 


alleging, based upon, arising out of or attributable to the actual, alleged or threatened discharge, release, 
escape, seepage, migration, or disposal of Pollutants, or any direction or request that any Insured test 
for, monitor, clean up, remove, contain, treat, detoxify or neutralize Pollutants, or any voluntary 
decision to do so.   
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8. Infrastructure Outage 


alleging, based upon, arising out of or attributable to any electrical or mechanical failure or interruption,  
electrical disturbance, surge, spike, brownout, blackout, or outages to electricity, gas, water, Internet 
access service provided by the Internet service provider that hosts an Insured’s website, 
telecommunications or other infrastructure.  However, this exclusion shall not apply to failures, 
interruptions, disturbances or outages of telephone, cable or telecommunications systems, networks or 
infrastructure: 


a. under an Insured’s operational control which are a result of a Network Security Failure; 


b. solely with respect to Insuring Agreement B, which are the result of a Cyber Incident impacting a 
Shared Computer System; or 


c. solely with respect to Insuring Agreement E, which are the result of a Cyber Incident. 


9. War 


alleging, based upon, arising out of or attributable to war, invasion, acts of foreign enemies, terrorism, 
hijacking, hostilities or warlike operations (whether war is declared or not), military or usurped power, 
civil commotion assuming the proportions of or amounting to an uprising, strike, lock-out, riot, civil war, 
rebellion, revolution, or insurrection.  However, this exclusion shall not apply to an Act of Cyber-
Terrorism that results in a Cyber Incident. 


10. Nuclear 


alleging, based upon, arising out of or attributable to the planning, construction, maintenance, operation 
or use of any nuclear reactor, nuclear waste, storage or disposal site, or any other nuclear facility, the 
transportation of nuclear material, or any nuclear reaction or radiation, or radioactive contamination, 
regardless of its cause. 


11. Contract 


for breach of any express, implied, actual or constructive contract, warranty, guarantee, or promise, 
including any actual or alleged liability assumed by an Insured, unless such liability would have attached 
to the Insured even in the absence of such contract, warranty, guarantee, or promise.  However, this 
exclusion shall not apply to: 


a.  solely with respect to Insuring Agreement E, Payment Card Loss; 


b.  solely with respect to Insuring Agreements A or E, an Insured’s contractual obligation to maintain 
the confidentiality or security of third party personal or corporate information; or 


c. solely with respect to Insuring Agreement F, misappropriation of idea under implied contract. 


12. Fees or Chargebacks 


alleging, based upon, arising out of or attributable to: 


a. any fees, expenses, or costs paid to or charged by an Insured; or 


b. chargebacks, chargeback fees, interchange fees or rates, transfer fees, transaction fees, discount fees, 
merchant service fees, or prospective service fees. 


However, solely with respect to Insuring Agreement E, this exclusion shall not apply to Payment Card 
Loss. 


13. Intellectual Property  


alleging, based upon, arising out of or attributable to any infringement of, violation of, misappropriation 
of, or assertion of any right to or interest in a patent or Trade Secret by any Insured.  However, solely 
with respect to Insuring Agreement E, this exclusion shall not apply to a Claim arising out of the actual or 
alleged disclosure or theft of Protected Information resulting from a Network Security Failure. 
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14. Antitrust or Unfair Trade Practices 


alleging, based upon, arising out of or attributable to any price fixing, restraint of trade, monopolization, 
interference with economic relations (including interference with contractual relations or with 
prospective advantage), unfair competition, unfair business or unfair trade practices, or any violation of 
the Federal Trade Commission Act, the Sherman Anti-Trust Act, the Clayton Act, or any other federal 
statutory provision involving anti-trust, monopoly, price fixing, price discrimination, predatory pricing, 
restraint of trade, unfair competition, unfair business or unfair trade practices, and any amendments 
thereto or any rules or regulations promulgated thereunder, amendments thereof, or any similar federal, 
state, or common law.  However, this exclusion shall not apply to:  


a.  solely with respect to Insuring Agreement E, a Claim  resulting directly from a violation of Privacy 
or Cyber Laws; or 


b.  solely with respect to Insuring Agreement F, a Claim for a Media Incident as defined in paragraph 
g of such definition. 


15. Consumer Protection Laws 


alleging, based upon, arising out of or attributable to any violation by an Insured of the Truth in Lending 
Act, Fair Debt Collection Practices Act, or the Fair Credit Reporting Act or any amendments thereto or 
any rules or regulations promulgated thereunder, including the Fair and Accurate Credit Transactions 
Act, and any amendments thereto or any rules or regulations promulgated thereunder, amendments 
thereof, or any similar federal, state or common law. However, solely with respect to Insuring Agreement 
E, this exclusion shall not apply to a Claim arising out of the actual or alleged disclosure or theft of 
Protected Information resulting from a Cyber Incident. 


16. ERISA or Securities Law Violation 


alleging, based upon, arising out of or attributable to an Insured’s violation of: 


a. the Employee Retirement Income Security Act of 1974, as amended; 


b. the Securities Act of 1933, the Securities Exchange Act of 1934, the Investment Company Act of 1940, 
the Investment Advisors Act, or any other federal, state or local securities law,   


and any amendments thereto or any rules or regulations promulgated thereunder, amendments thereof, 
or any similar federal, state or common law. However, solely with respect to Insuring Agreements A or E, 
paragraph a, immediately above, shall not apply. 


17. Discrimination or Employment Practices 


alleging, based upon, arising out of or attributable to any illegal discrimination of any kind, or any 
employment relationship, or the nature, terms or conditions of employment, including claims for 
workplace torts, wrongful termination, dismissal or discharge, or any discrimination, harassment, breach 
of employment contract or defamation. However, solely with respect to Insuring Agreement E, this 
exclusion shall not apply to that part of any Claim alleging employee-related invasion of privacy or 
employee–related wrongful infliction of emotional distress in the event such Claim arises out of the 
actual or alleged disclosure or theft of Protected Information resulting from a Cyber Incident. 


18. Unsolicited Communications 


alleging, based upon, arising out of or attributable to any unsolicited electronic dissemination of faxes, e-
mails or other communications by or on behalf of an Insured, including actions brought under the 
Telephone Consumer Protection Act, any federal or state anti-spam statutes, or any other federal or state 
statute, law, rule, regulation or common law relating to a person’s or entity’s right of seclusion.  However, 
solely with respect to Insuring Agreement E, this exclusion shall not apply to a Claim resulting from a 
Cyber Incident as defined under subparagraph 1(c) of such definition. 


19. Unlawful Use or Collection of Protected Information 


alleging, based upon, arising out of or attributable to the unlawful use or collection of Protected 
Information, or the failure to provide adequate notice that such information is being collected or used, 
by an Insured, with knowledge of any Control Group Member. 
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20. Intentional Failure to Disclose 


alleging, based upon, arising out of or attributable to an Insured’s intentional failure to disclose the loss 
of Protected Information in violation of any law or regulation.  However, this exclusion will not apply 
when an Insured’s failure to disclose occurs pursuant to an order from a law enforcement or government 
authority in the course of a criminal investigation. Solely with respect to Insuring Agreement E, only facts 
pertaining to and knowledge possessed by any Control Group Member shall be imputed to other 
Insureds. 


B. EXCLUSIONS APPLICABLE TO SPECIFIC INSURING AGREEMENTS  


In addition to the Exclusions in Section IIIA above, the Insurer shall not be liable for Costs, Damages, or 
Claims Expenses on account of any Incident or any Claim: 


1. Force Majeure 


solely with respect to Insuring Agreements B and C, alleging, based upon, arising out of or attributable to 
fire, smoke, explosion, lightning, wind, flood, earthquake, volcanic eruption, tidal wave, landslide, hail, 
act of God (which does not include acts by actors purporting to be God), nature or any other physical 
event, however caused and whether contributed to, made worse by, or in any way results from any such 
events. This exclusion applies regardless of any other contributing or aggravating cause or event that 
contributes concurrently with or in any sequence to the Costs, Damages, or Claims Expenses on 
account of any Incident or any Claim.  


2.  Governmental Authority 


solely with respect to Insuring Agreements C and D, alleging, based upon, arising out of, or attributable to 
any action of a public or governmental authority, including the seizure, confiscation or destruction of an 
Insured’s Computer System, a Shared Computer System or an Insured’s Digital Data. 


3. Insured v. Insured 


solely with respect to Insuring Agreements E and F, brought or maintained by, on behalf of, or in the right 
of any Insured. Provided, however, solely with respect to Insuring Agreement E, this exclusion shall not 
apply to that part of any Claim alleging employee-related invasion of privacy or employee–related 
wrongful infliction of emotional distress in the event such Claim arises out of the loss of Protected 
Information resulting from a Cyber Incident. 


4. Licensing Entities 


solely with respect to Insuring Agreement F, alleging, based upon, arising out of or attributable to any 
action brought by or on behalf of the Federal Trade Commission, the Federal Communications 
Commission, or any other federal, state, or local government agency or ASCAP, SESAC, BMI or other 
licensing or rights entities in such entity’s regulatory, quasi-regulatory, or official capacity, function or 
duty. 


5. False Advertising or Misrepresentation 


solely with respect to Insuring Agreement F, alleging, based upon, arising out of or attributable to any 
inaccurate, inadequate, or incomplete description of the price of goods, products or services, disclosure of 
fees, representations with respect to authenticity of any product, or the failure of any goods, product or 
services to conform with advertised quality or performance. 


6. Contest or Game of Chance 


solely with respect to Insuring Agreement F, alleging, based upon, arising out of or attributable to any 
gambling, contest, game of chance or skill, lottery, or promotional game, including tickets or coupons or 
over-redemption related thereto. 
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IV. SPOUSES, COMMON LAW PARTNERS, ESTATES AND LEGAL REPRESENTATIVES 


Coverage under this Policy shall extend to any Claim for any Incident made against: 


A. the lawful spouse or domestic partner of a natural person Insured solely by reason of such spouse’s or 
domestic partner’s status as a spouse or domestic partner, or such spouse’s or domestic partner’s ownership 
interest in property which the claimant seeks as recovery in such Claim; or 


B. the estate, heirs, legal representatives or assigns of a  natural person Insured if such natural person Insured 
is deceased, or the legal representatives or assigns of a  natural person Insured if such natural person 
Insured is legally incompetent, insolvent or bankrupt,  


provided that: 


1. no coverage is provided for any act, error, or omission of an estate, heir, legal representative, assign, spouse or 
domestic partner; and 


2. all of the terms and conditions of this Policy including, without limitation, all applicable Retentions shown in 
Item 4 of the Declarations apply to such Claim. 


V. EXTENDED REPORTING PERIOD 


A. Solely with respect to Insuring Agreements A, E, and F, if the Insurer terminates or does not renew this 
Policy (other than for failure to pay a premium when due), or if the Named Insured terminates or does not 
renew this Policy and does not obtain replacement coverage as of the effective date of such termination or 
nonrenewal, the Named Insured shall have the right, upon payment of the additional premium shown in 
Item 7A of the Declarations and subject to the terms specified in Subsections B-E directly below, to a 
continuation of the coverage granted by this Policy for an Extended Reporting Period shown in Item 7B 
of the Declarations following the effective date of such termination or non-renewal. 


B. Coverage for the Extended Reporting Period shall be only for Claims first made or Incidents first 
discovered during such Extended Reporting Period and arising from Incidents taking place prior 
to the effective date of such termination or non-renewal.  This right to continue coverage shall lapse 
unless written notice of such election is given by the Named Insured to the Insurer, and the Insurer 
receives payment of the additional premium shown in Item 7A of the Declarations, within thirty (30) 
days following the effective date of termination or non-renewal. 


C. The Extended Reporting Period is non-cancelable and the entire premium for the Extended Reporting 
Period shall be deemed fully earned and non-refundable upon payment. 


D. The Extended Reporting Period shall not increase or reinstate any Limits of Insurance.  The Limits of 
Insurance as shown in Item 3 and Item 4 of the Declarations shall apply to both the Policy Period and the 
Extended Reporting Period, combined. 


E. A change in Policy terms, conditions, exclusions or premiums shall not be considered a non-renewal for 
purposes of triggering the rights to the Extended Reporting Period. 


 


VI. LIMITS OF INSURANCE 


Regardless of the number of Insuring Agreements purchased under this Policy, or the number of Incidents, 
Insureds against whom Claims are brought, Claims made or persons or entities making Claims: 


A. MAXIMUM POLICY AGGREGATE LIMIT OF INSURANCE 


The Insurer’s maximum limit of insurance under all Insuring Agreements resulting from all Claims first 
made and Incidents first discovered during the Policy Period is shown in Item 3B of the Declarations, 
Maximum Policy Aggregate Limit of Insurance. 


B. AGGREGATE LIMIT FOR ALL INCIDENTS OR CLAIMS UNDER ANY ONE INSURING AGREEMENT 


The Insurer’s maximum limit of insurance for all Incidents or Claims under any one Insuring Agreement 
shall be the applicable Aggregate Limit for all Incidents or Claims shown in Item 4 of the Declarations, 
which shall be part of, and not in addition to, the Maximum Policy Aggregate Limit of Insurance shown in 
Item 3B of the Declarations. 
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C. MAXIMUM LIMIT OF INSURANCE FOR EACH INCIDENT OR CLAIM UNDER ANY ONE INSURING 
AGREEMENT 


The Insurer’s maximum limit of insurance for each Incident or Claim under any one Insuring Agreement 
shall be the applicable Each Incident or Claim Limit shown in Item 4 of the Declarations, which shall be 
part of, and not in addition to, the applicable Aggregate Limit for all Incidents or Claims shown in Item 4 of 
the Declarations, and the Maximum Policy Aggregate Limit of Insurance shown in Item 3B of the 
Declarations. 


D. MAXIMUM LIMIT OF INSURANCE FOR ALL INTERRELATED INCIDENTS AND CLAIMS 


All Claims arising out of the same Incident and all Interrelated Incidents shall be deemed to be one 
Claim, and such Claim shall be deemed to be first made on the date the earliest of such Claims is first 
made, regardless of whether such date is before or during the Policy Period. 


All Interrelated Incidents shall be deemed to be one Incident, and such Incident shall be deemed to be 
first discovered, on the date the earliest of such Incidents is first discovered, regardless of whether such date 
is before or during the Policy Period. 


The maximum limit of insurance for all Interrelated Incidents and Claims arising out of such 
Interrelated Incidents shall be the Maximum Single Incident or Claim Limit of Insurance shown in Item 
3A of the Declarations, regardless of whether Costs, Damages or Claims Expenses from a single 
Incident or Claim are covered under more than one Insuring Agreement.  Notwithstanding anything in this 
paragraph to the contrary, in no event shall the Insurer pay more than the applicable:  


1. Maximum Policy Aggregate Limit of Insurance shown in Item 3B of the Declarations, 
2. Aggregate Limit for all Incidents or Claims under any one Insuring Agreement shown in Item 4 of the 


Declarations, and 


3. Each Incident or Claim Limit under any one Insuring Agreement shown in Item 4 of the Declarations. 


E. Costs, Damages and Claims Expenses shall be part of and not in addition to the applicable Limit of 
Insurance shown in the Declarations, and shall reduce such applicable Limit of Insurance.  If the applicable 
Limit of Insurance is exhausted by payment of Costs, Damages and Claims Expenses, the obligations of 
the Insurer under this Policy shall be completely fulfilled and extinguished. 


F.   Any sub-limits shown in the Declarations or added by endorsement to this Policy shall be part of and not in 
addition to the applicable Limit of Insurance shown in the Declarations, and shall reduce such applicable 
Limit of Insurance. 


VII. RETENTION 


A. The liability of the Insurer shall apply only to that part of Costs, Damages, and Claims Expenses which 
is in excess of the applicable Retention amount shown in Item 4 of the Declarations.  Such Retention shall be 
borne uninsured by the Named Insured and at the risk of all Insureds. 


B. With respect to Insuring Agreement B, the Insurer will pay the actual Business Interruption Loss, 
Contingent Business Interruption Loss and Extra Expenses incurred by an Insured: 


1. once the applicable Waiting Period shown in Item 4B of the Declarations has expired; and 


2. which is in excess of the applicable Retention amount shown in Item 4B of the Declarations. 


The Waiting Period and Retention amounts shall be computed as of the start of the Interruption in 
Service. 


Any Business Interruption Loss or Contingent Business Interruption Loss incurred by an Insured 
during the Waiting Period, and resulting from an Interrelated Incident with Extra Expenses, shall 
reduce and may exhaust any applicable Retention. 


C. A single Retention amount shall apply to Costs, Damages, and Claims Expenses, arising from all 
Incidents or Claims alleging an Interrelated Incident. 


D. If a single Incident or Claim, or Interrelated Incidents are subject to different Retentions, the applicable 
Retention shall be applied separately to each part of the Costs, Damages, and Claim Expenses, but the 
sum of such Retentions shall not exceed the largest applicable Retention. 
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VIII. NOTICE 


A. Urgent crisis management assistance by the Cyber Incident Response Coach is available at the hotline 
number shown in the Declarations.  Use of the services of the Cyber Incident Response Coach for a 
consultation DOES NOT constitute notice under this Policy of a Cyber Incident or Claim.  In order to 
provide notice under this Policy, such notice must be given in accordance with and is subject to Subsections 
B-D of this Section VIII. 


B. An Insured shall, as a condition precedent to such Insured’s rights under this Policy, give to the Insurer 
written notice of any Incident or Claim as soon as practicable after any  Control Group Member 
discovers such Incident or becomes aware of such Claim, but in no event later than: 


1. if this Policy expires (or is otherwise terminated) without being renewed with the Insurer, ninety (90) 
days after the effective date of such expiration or termination; or 


2. the expiration of the Extended Reporting Period, if applicable, 


provided that if the Insurer sends written notice to the Named Insured, stating that this Policy is being 
terminated for nonpayment of premium, an Insured shall give to the Insurer written notice of such Claim 
prior to the effective date of such termination. 


C. If, during the Policy Period, any Control Group Member first becomes aware of any specific Incident 
which may reasonably give rise to a future Claim under this Policy, and written notice is given to the 
Insurer during the Policy Period, of the: 


1. nature of the Incident; 


2. identity of the Insureds allegedly involved; 


3. circumstances by which the Insureds first became aware of the Incident; 


4. identity of the actual or potential claimants; 


5. foreseeable consequences of the Incident; and 


6.  nature of the potential Damages; 


then any Claim which arises out of such Incident shall be deemed to have been first made at the time 
such written notice was received by the Insurer.  The Insurer will not pay for Damages or Claims 
Expenses incurred prior to the time such Incident results in a Claim. 


D. All notices under any provision of this Policy shall be given as follows: 


1. Notice to the Insureds may be given to the Named Insured at the address shown in Item 1 of the 
Declarations. 


2. Notice to the Insurer of any Incident or Claim shall be given to the Insurer at the physical address or 
email address shown in Item 9A of the Declarations. 


3. All other notices to the Insurer under this Policy shall be given to the Insurer at the physical address 
shown in Item 9B of the Declarations. 


Notice given as set out above shall be deemed to be received and effective upon actual receipt thereof by the 
addressee, or one day following the date such notice is sent, whichever is earlier.  When any such notices are 
sent to a physical address, such notices shall be sent by prepaid express courier or certified mail properly 
addressed to the appropriate party. 


IX. DEFENSE AND SETTLEMENT 


A. Except as provided in Subsection B of this Section IX, the Insurer shall have the right and duty to defend any 
Claim brought against an Insured even if such Claim is groundless, false or fraudulent. 


The Insurer shall consult and endeavor to reach an agreement with the Insured regarding the appointment 
of counsel, but shall retain the right to appoint counsel and to make such investigation and defense of a 
Claim as it deems necessary. 


B. The Insurer shall have the right, but not the duty, to defend any Regulatory Proceeding.  For such 
Claims, the Insured shall select defense counsel from the Insurer’s list of approved law firms, and the 
Insurer reserves the right to associate in the defense of such Claims. 
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C.  No Insured shall settle any Claim, incur any Claims Expenses, or otherwise assume any contractual 
obligation or admit any liability with respect to any Claim without the Insurer’s written consent, which 
shall not be unreasonably withheld. 


D. The Insurer shall not settle any Claim without the written consent of the Named Insured.  If the Named 
Insured refuses to consent to a settlement recommended by the Insurer and acceptable to the claimant, 
then the Insurer’s applicable Limit of Insurance under this Policy with respect to such Claim shall be 
reduced to: 


1. the amount of Damages for which the Claim could have been settled plus all Claims Expenses 
incurred up to the time the Insurer made its recommendation to the Named Insured; plus 


2. eighty percent (80%) of all subsequent covered Damages and Claims Expenses in excess of such 
amount referenced in paragraph (1) immediately above, which amount shall not exceed that portion of 
any applicable Limit of Insurance that remains unexhausted by payment of Costs, Damages, and 
Claims Expenses.  The remaining twenty percent (20%) of all subsequent covered Damages and 
Claims Expenses shall be borne by the Insureds uninsured and at their own risk. However, this 
provision does not apply to any potential settlement that is within the Retention. 


E. The Insurer shall not be obligated to investigate, defend, pay or settle, or continue to investigate, defend, pay 
or settle any Claim after any applicable Limit of Insurance has been exhausted by payment of Costs, 
Damages, or Claims Expenses, or by any combination thereof, or after the Insurer has deposited the 
remainder of any unexhausted applicable Limit of Insurance into a court of competent jurisdiction.  In either 
such case, the Insurer shall have the right to withdraw from the further investigation, defense, payment or 
settlement of such Claim by tendering control of such Claim to the Insured. 


F. The Insureds shall cooperate with the Insurer and provide to the Insurer all information and assistance 
which the Insurer reasonably requests including attending hearings, depositions and trials and assistance in 
effecting settlements, securing and giving evidence, obtaining the attendance of witnesses and conducting the 
defense of any Claim covered by this Policy.  The Insured shall do nothing that may prejudice the 
Insurer’s position.  The Insureds shall immediately forward to the Insurer, at the address shown in Item 
9A of the Declarations, every demand, notice, summons, or other process or pleading received by an Insured 
or its representatives. 


G. With the exception of paragraph 6 of the Cyber Incident Response Expenses definition, an Insured has 
the right to incur Cyber Incident Response Expenses without the Insurer’s prior consent.  However, 
the Insurer shall, at its sole discretion and in good faith, pay only for such expenses that the Insurer deems 
to be reasonable and necessary. 


X. PROOF OF LOSS FOR FIRST PARTY INSURING AGREEMENTS 


A. Requests for payment or reimbursement of Costs incurred by an Insured shall be accompanied by a proof of 
loss with full particulars as to the computation of such Costs.  Such proof of loss will include in detail how the 
Costs were calculated, and what assumptions have been made, and shall include documentary evidence, 
including any applicable reports, books of accounts, bills, invoices and other vouchers or proofs of payment 
made by an Insured in relation to such Costs.  Furthermore, the Insureds shall cooperate with, and 
provide any additional information reasonably requested by, the Insurer in its review of Costs, including the 
right to investigate and audit the proof of loss and inspect the records of an Insured. 


B. With respect to Insuring Agreement B, the Business Interruption Loss or Contingent Business 
Interruption Loss will be determined taking full account and due consideration of an Insured’s proof of 
loss and in addition, the trends or circumstances which affect the profitability of the business and would have 
affected the profitability of the business had the Business Interruption Loss or Contingent Business 
Interruption Loss not occurred, including all material changes in market conditions or adjustment 
expenses which would affect the net profit generated.  However, the Insurer’s adjustment will not include 
the Insured’s increase in income that would likely have been earned as a result of an increase in the volume 
of business due to favorable business conditions caused by the impact of a Malicious Computer Act on 
others. 
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XI. ALLOCATION 


If a Claim includes both covered and uncovered matters, then coverage shall apply as follows: 


A. Claims Expenses:  One hundred percent (100%) of Claims Expenses incurred by any Insured on 
account of such Claim shall be considered covered provided that the foregoing shall not apply with respect to: 
(i) a Regulatory Proceeding; or, (ii) any Insured for whom coverage is excluded pursuant to Exclusion 
III.A.1 or Section XIV, Subsection C. With respect to a Regulatory Proceeding, amounts for covered 
Claims Expenses and for uncovered fees, costs and expenses shall be allocated based upon the relative legal 
and financial exposures of, and the relative benefits obtained by, the parties to such matters. 


B. Loss other than Claims Expenses:  all remaining loss incurred by such Insured from such Claim shall be 
allocated between covered Damages and uncovered damages based upon the relative legal and financial 
exposures of, and the relative benefits obtained by, the parties to such matters. 


XII. OTHER INSURANCE 


If any Costs, Damages or Claims Expenses covered under this Policy are covered under any other valid and 
collectible insurance, then this Policy shall cover such Costs, Damages or Claims Expenses, subject to the 
Policy terms and conditions, only to the extent that the amount of such Costs, Damages or Claims Expenses 
are in excess of the amount of such other insurance whether such other insurance is stated to be primary, 
contributory, excess, contingent or otherwise, unless such other insurance is written only as specific excess 
insurance over the Limits of Insurance provided by this Policy. 


XIII. MATERIAL CHANGES IN EXPOSURE 


A. ACQUISITION OR CREATION OF ANOTHER ENTITY 


If, during the Policy Period, the Named Insured: 


1. acquires voting securities in another entity or creates another entity, which as a result of such acquisition 
or creation becomes a Subsidiary; or 


2. acquires any entity by merger into or consolidation with the Named Insured; 


then, subject to the terms and conditions of this Policy, such entity and its natural person Insureds shall be 
covered under this Policy but only with respect to Claims for Incidents, or Incidents, as applicable, 
taking place after such acquisition or creation, unless the Insurer agrees to provide coverage by endorsement 
for Claims for Incidents, or Incidents, as applicable, taking place prior to such acquisition or creation. 


B. ACQUISITION OF THE NAMED INSURED 


If, during the Policy Period, any of the following events occurs: 


1. the acquisition of the Named Insured, or of all or substantially all of its assets, by another entity, or the 
merger or consolidation of the Named Insured into or with another entity such that the Named 
Insured is not the surviving entity; or 


2. the obtaining by any person, entity or affiliated group of persons or entities of the right to elect, appoint or 
designate at least fifty percent (50%) of the directors, trustees, managers, members of the Board of 
Managers, management or executive committee members or equivalent positions of the Named 
Insured; 


then coverage under this Policy will continue in full force and effect until termination of this Policy, but only 
with respect to Claims for Incidents, or Incidents, as applicable, taking place before such event.  Coverage 
under this Policy will cease as of the effective date of such event with respect to Claims for Incidents, or 
Incidents, as applicable, taking place after such event.   This Policy may not be cancelled after the effective 
time of the event, and the entire premium for this Policy shall be deemed earned as of such time. 


C. TERMINATION OF A SUBSIDIARY 


If, before or during the Policy Period, an entity ceases to be a Subsidiary, coverage with respect to such 
Subsidiary and any Insured (as defined in paragraphs 3, 4 and 5 of such definition) of the Subsidiary 
shall continue until termination of this Policy.  Such coverage continuation shall apply only with respect to 
Claims for Incidents, or Incidents, as applicable, taking place prior to the date such entity ceased to be a 
Subsidiary. 







 


PF-48169 (10/16) Page 19 of 21 


XIV. REPRESENTATIONS 


A. In granting coverage to any Insured, the Insurer has relied upon the declarations and statements in the 
Application for this Policy.  Such declarations and statements are the basis of the coverage under this 
Policy and shall be considered as incorporated in and constituting part of this Policy. 


B. The Application for coverage shall be construed as a separate Application for coverage by each Insured.  
With respect to the declarations and statements in such Application, no knowledge possessed by a natural 
person Insured shall be imputed to any other natural person Insured. 


C. However, in the event that such Application contains any misrepresentations made with the actual intent to 
deceive or contains misrepresentations which materially affect either the acceptance of the risk or the hazard 
assumed by the Insurer under this Policy, then no coverage shall be afforded for any Incident or Claim 
based upon, arising from or in consequence of any such misrepresentations with respect to: 


1. any natural person Insured who knew of such misrepresentations (whether or not such natural person 
knew such Application contained such misrepresentations); or 


2. an Organization, if any past or present Control Group Member knew of such misrepresentations 
(whether or not such Control Group Member knew such Application contained such 
misrepresentations). 


D. The Insurer shall not be entitled under any circumstances to void or rescind this Policy with respect to any 
Insured. 


XV.  TERMINATION OF THIS POLICY 


A. This Policy shall terminate at the earliest of the following times: 


1. the effective date of termination specified in a prior written notice by the Named Insured to the 
Insurer; 


2. sixty (60) days after receipt by the Named Insured of a written notice of termination from the Insurer  
for any reason allowed by applicable insurance laws or regulations, other than failure to pay premium 
when due; 


3. twenty (20) days after receipt by the Named Insured of a written notice of termination from the 
Insurer for failure to pay a premium when due, unless the premium is paid within such twenty (20) day 
period; 


4. upon expiration of the Policy Period as shown in Item 2 of the Declarations; or 


5. at such other time as may be agreed upon by the Insurer and the Named Insured. 


B. If the Policy is terminated by the Named Insured or the Insurer, the Insurer shall refund the unearned 
premium computed pro rata.  Payment or tender of any unearned premium by the Insurer shall not be a 
condition precedent to the effectiveness of such termination, but such payment shall be made as soon as 
practicable. 


XVI. TERRITORY AND VALUATION 


A. Coverage provided under this Policy shall extend to Incidents and Claims taking place, brought or 
maintained anywhere in the universe. Any provision in this Policy pertaining to coverage for Incidents or 
Claims made or Damages or Claims Expenses sustained anywhere outside the United States of America 
shall only apply where legally permissible. 


B. All premiums, limits, retentions, Costs, Damages, Claims Expenses and other amounts under this Policy 
are expressed and payable in the currency of the United States of America. If judgment is rendered, settlement 
is denominated or another element of loss under this Policy is stated in a currency other than United States 
of America dollars, or if Extortion Expenses are stated in a currency, including Bitcoin or other crypto-
currency(ies), other than United States of America dollars, payment under this Policy shall be made in 
United States dollars at the applicable rate of exchange as published in The Wall Street Journal as of the date 
the final judgment is reached, the amount of the settlement is agreed upon or the other element of loss is due, 
respectively, or, if not published on such date, the next date of publication of The Wall Street Journal. If there 
is no applicable rate of exchange published in the Wall Street Journal, then payment under this Policy shall 
be made in the equivalent of United States of America dollars at the actual rate of exchange for such currency. 
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XVII. CYBER INCIDENT RESPONSE FUND PROVISIONS 


A. With respect to the Cyber Incident Response Team or a Non-Panel Response Provider: 


1. The Insureds are under no obligation to contract for services with the Cyber Incident Response 
Team.  However, if an Insured elects to use any Non-Panel Response Providers for any Cyber 
Incident Response Expenses, the applicable Limits of Insurance shown in Item 4A2 of the 
Declarations will apply. 


2. The Insurer shall not be a party to any agreement entered into between any Cyber Incident 
Response Team service provider and an Insured. 


3. Cyber Incident Response Team service providers are independent contractors, and are not agents of 
the Insurer.  The Insureds agree that the Insurer assumes no liability arising out of any services 
rendered by a Cyber Incident Response Team service provider.  The Insurer shall not be entitled to 
any rights or subject to any obligations or liabilities set forth in any agreement entered into between any 
Cyber Incident Response Team service provider and an Insured. Any rights and obligations with 
respect to such agreement, including billings, fees and services rendered, are solely for the benefit of, and 
borne solely by such Cyber Incident Response Team service provider and such Insured, and not the 
Insurer. 


4. The Insurer has no obligation to provide any of the services provided by the Cyber Incident 
Response Team. 


B. With respect to any other third party vendor, the Insurer may provide the Named Insured with a list of 
third-party privacy and network security loss mitigation vendors whom the Named Insured, at its own 
election and at the Named Insured’s own expense, may retain for cyber risk management to inspect, assess, 
and audit the Named Insured’s property, operations, systems, books, and records, including the Named 
Insured’s network security, employee cyber security awareness, incident response plans, services provider 
contracts, and regulatory compliance.  Any loss mitigation inspection, assessment, or audit purchased by the 
Named Insured, and any report or recommendation resulting therefrom, shall not constitute an 
undertaking at the request of or for the benefit of the Insurer. 


XVIII. SUBROGATION 


A. The Insurer shall have no rights of subrogation against any Insured under this Policy unless Exclusion 
III.A.1 or Section XIV, Subsection C, applies. 


B. In the event of payment under this Policy, the Insureds must transfer to the Insurer any applicable rights 
to recover from another person or entity all or part of any such payment. The Insureds shall execute all 
papers required and shall do everything necessary to secure and preserve such rights, including the execution 
of such documents necessary to enable the Insurer to effectively bring suit or otherwise pursue subrogation 
rights in the name of the Insureds. 


C. If prior to the Incident or Claim connected with such payment an Insured has agreed in writing to waive 
such Insured’s right of recovery or subrogation against any person or entity, such agreement shall not be 
considered a violation of such Insured’s duties under this Policy. 


XIX. ACTION AGAINST THE INSURER AND BANKRUPTCY 


Except as provided in Section XXII, Alternative Dispute Resolution, no action shall lie against the Insurer. No 
person or entity shall have any right under this Policy to join the Insurer as a party to any action against any 
Insured to determine the  liability of such Insured nor shall the Insurer be impleaded by any Insured or its 
legal representatives.  Bankruptcy or insolvency of any Insured or of the estate of any Insured shall not relieve 
the Insurer of its obligations nor deprive the Insurer of its rights or defenses under this Policy. 


XX. AUTHORIZATION CLAUSE 


By acceptance of this Policy, the Named Insured agrees to act on behalf of all Insureds with respect to the 
giving of notice of Incident or Claim, the giving or receiving of notice of termination or non-renewal, the 
payment of premiums, the receiving of any premiums that may become due under this Policy, the agreement to 
and acceptance of endorsements, consenting to any settlement, exercising the right to the Extended Reporting 
Period, and the giving or receiving of any other notice provided for in this Policy, and all Insureds agree that 
the Named Insured shall so act on their behalf. 
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XXI. ALTERATION, ASSIGNMENT, AND HEADINGS 


A. Notice to any agent or knowledge possessed by any agent or by any other person shall not affect a waiver or a 
change in any part of this Policy nor prevent the Insurer from asserting any right under the terms of this 
Policy. 


B. No change in, modification of, or assignment of interest under this Policy shall be effective except when 
made by a written endorsement to this Policy which is signed by an authorized representative of the 
Insurer. 


C. The titles and headings to the various parts, sections, subsections and endorsements of the Policy are 
included solely for ease of reference and do not in any way limit, expand, serve to interpret or otherwise affect 
the provisions of such parts, sections, subsections or endorsements. 


D. Any reference to the singular shall include the plural and vice versa. 


XXII. ALTERNATIVE DISPUTE RESOLUTION 


A. The Insureds and the Insurer shall submit any dispute or controversy arising out of or relating to this 
Policy or the breach, termination or invalidity thereof to the alternative dispute resolution (“ADR”) process 
set forth in this Section. 


B. Either an Insured or the Insurer may elect the type of ADR process discussed below.  However, such 
Insured shall have the right to reject the choice by the Insurer of the type of ADR process at any time prior 
to its commencement, in which case the choice by such Insured of ADR process shall control. 


C. There shall be two choices of ADR process: 


1. non-binding mediation administered by any mediation facility to which the Insurer and an Insured 
mutually agree, in which such Insured and the Insurer shall try in good faith to settle the dispute by 
mediation in accordance with the then-prevailing commercial mediation rules of the mediation facility; or 


2. arbitration submitted to any arbitration facility to which an Insured and the Insurer mutually agree, in 
which the arbitration panel shall consist of three disinterested individuals.  


In either mediation or arbitration, the mediator or arbitrators shall have knowledge of the legal, corporate 
management, or insurance issues relevant to the matters in dispute. In the event of arbitration, the decision of 
the arbitrators shall be final and binding and provided to both parties, and the award of the arbitrators shall 
not include attorneys’ fees or other costs. In the event of mediation, either party shall have the right to 
commence a judicial proceeding.  However, no such judicial proceeding shall be commenced until at least 
sixty (60) days after the date the mediation shall be deemed concluded or terminated. In all events, each party 
shall share equally the expenses of the ADR process. 


D. Either ADR process may be commenced in New York or in the state shown in Item 1 of the Declarations as the 
principal address of the Named Insured. The Named Insured shall act on behalf of each and every 
Insured in connection with any ADR process under this Section. 


XXIII. INTERPRETATION 


The terms and conditions of this Policy shall be interpreted and construed in an even-handed fashion as between 
the parties. If the language of this Policy is deemed to be ambiguous or otherwise unclear, the issue shall be 
resolved in the manner most consistent with the relevant terms and conditions, without regard to authorship of 
the language, without any presumption or arbitrary interpretation or construction in favor of either the Insureds 
or the Insurer, and without reference to the reasonable expectations of either the Insureds or the Insurer. 


XXIV. COMPLIANCE WITH TRADE SANCTIONS 


This insurance does not apply to the extent that trade or economic sanctions or other similar laws or regulations 
prohibit the providing of such insurance. 
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SIGNATURES 


 


THE ONLY COMPANY APPLICABLE TO THIS POLICY IS THE COMPANY NAMED ON THE FIRST 
PAGE OF THE DECLARATIONS. 
 
 


By signing and delivering the policy to you, we state that it is a valid contract. 
 


INDEMNITY INSURANCE COMPANY OF NORTH AMERICA (A stock company) 


BANKERS STANDARD INSURANCE COMPANY (A stock company) 


ACE AMERICAN INSURANCE COMPANY (A stock company) 


ACE PROPERTY AND CASUALTY INSURANCE COMPANY (A stock company) 


INSURANCE COMPANY OF NORTH AMERICA (A stock company) 


PACIFIC EMPLOYERS INSURANCE COMPANY (A stock company) 


ACE FIRE UNDERWRITERS INSURANCE COMPANY (A stock company) 


WESTCHESTER FIRE INSURANCE COMPANY (A stock company) 
 


436 Walnut Street, P.O. Box 1000, Philadelphia, Pennsylvania 19106-3703 
 
 
 
 
 
 
 
 


  


REBECCA L. COLLINS, Secretary JOHN J. LUPICA, President 
   


  


 


 
 
 
 
 
 
 







THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 
 


 


Cap On Losses From Certified Acts Of Terrorism 


 


 
A. If aggregate insured losses attributable to terrorist acts certified under the federal Terrorism Risk Insurance 


Act exceed $100 billion in a calendar y ear and we have met our insurer deductible under the Terrorism Risk 
Insurance Act, we shall not be liable for the payment of any  portion of the amount of such losses that exceeds 
$100 billion, and in such case insured losses up to that amount are subject to pro rata allocation in accordance 
with procedures established by  the Secretary  of the Treasury . 


 
“Certified act of terrorism” means an act that is certified by the Secretary of the Treasury , in accordance with 
the prov isions of the federal Terrorism Risk Insurance Act, to be an act of terrorism pursuant to such Act.  The 
criteria contained in the Terrorism Risk Insurance Act for a “certified act of terrorism” include the following: 


 
1. The act resulted in insured losses in excess of $5 million in the aggregate, attributable to all ty pes of 


insurance subject to the Terrorism Risk Insurance Act; and 
 


2. The act is a v iolent act or an act that is dangerous to human life, property  or infrastructure and is 
committed by  an indiv idual or indiv iduals as part of an effort to coerce the civ ilian population of the 
United States or to influence the policy or affect the conduct of the United States Government by coercion. 


 
B. The terms and limitations of any  terrorism exclusion, or the inapplicability  or omission of a terrorism 


exclusion, do not serve to create coverage for any  “loss” that is otherwise excluded under this Policy . 
 
 
All other terms and conditions of this Policy  remain unchanged. 
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TRADE OR ECONOMIC SANCTIONS ENDORSEMENT 
 
 
 


 
 THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.  


                     


This insurance does not apply to the extent that trade or economic sanctions or similar laws or regulations prohibit us 
from providing insurance, including, but not limited to, the pay ment of claims.  All other terms and conditions of 
policy  remain unchanged. 
 


 


 
 







Maine Amendatory Endorsement 


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY. 


This endorsement modifies insurance provided under the following: 


Chubb Cyber Enterprise Risk Management Policy 
 


IF THERE IS ANY CONFLICT BETWEEN THE POLICY, OTHER ENDORSEMENTS TO THE POLICY AND 
THIS ENDORSEMENT, THE TERMS PROVIDING THE BROADEST COVERAGE INSURABLE UNDER 
APPLICABLE LAW SHALL PREVAIL. 


It is agreed that: 


1. The first sentence of Damages in Section II, DEFINITIONS, is deleted and replaced with the following: 


Damages means compensatory damages, any award of prejudgment interest, Payment Card Loss, 
Consumer Redress Fund, settlements, and amounts which an Insured becomes legally obligated to pay 
on account of any Claim.  Damages shall not include: 


2. The following provision is added in Section II, DEFINITIONS within the Damages definition with respect to 
the payment of post-judgment interest:  


Post Judgment Interest 


The Insurer will pay interest accruing after a judgment is entered in accordance with Maine law.  The 
Insurer’s duty to pay interest ends when the Insurer pays, offers to pay or deposit in court that part of the 
judgment which does not exceed the applicable Limit of Insurance for which coverage is provided under this 
Policy. This payment will not reduce the Limit of Insurance for which coverage is provided under this 
Policy. 


3. Subsection (A) of Section V, EXTENDED REPORTING PERIOD, is deleted and replaced with the following:  


Solely with respect to Insuring Agreements A, E, and F, if the Insurer terminates or does not renew this 
Policy (other than for failure to pay a premium when due), or if the Named Insured terminates or does not 
renew this Policy and does not obtain replacement coverage as of the effective date of such termination or 
nonrenewal, the Named Insured shall have the right, upon payment of the additional premium shown in 
Item 7A of the Declarations and subject to the terms specified in Subsections B-E directly below, to a 
continuation of the coverage granted by this Policy for an Extended Reporting Period shown in Item 7B 
of the Declarations following the effective date of such termination of non-renewal. 


The Named Insured's right to purchase an Extended Reporting Period shall include the right to 
purchase a three (3) year Extended Reporting Period, for a premium that is equal to, or less than, two 
hundred percent (200%) of the annualized premium for the immediately preceding Policy Period. 


4. Section XIV, REPRESENTATIONS, subsection C is amended to include the following at the end thereof:  


Misrepresentations, omissions, concealment of facts and incorrect statements shall not prevent a recovery 
under the Policy or contract unless: 


a. such misrepresentations, omissions, concealment of facts or incorrect statements were fraudulent; or 


b. such misrepresentations, omissions, concealment of facts or incorrect statements were material either to 
the acceptance of the risk or to the hazard assumed by the Insurer; or 


c. the Insurer in good faith would either not have issued the insurance or contract, or would not have issued 
it at the same premium rate, or would not have issued insurance in as large an amount, or would not have 
provided coverage with respect to the hazard resulting in the loss, if the true facts had been made known to 
the Insurer as required either by the Application for the Policy or contract or otherwise. 
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5.   Section XV, TERMINATION OF THIS POLICY, is amended by adding the following subsection to the end of 
such Section:  


Any notice of cancellation by the Insurer will state: 1. the explicit reason(s) for cancellation as required by 
24-A M.R.S. § 2908, as set forth below; and 2. the effective date of cancellation. A post office certificate of 
mailing to the Named Insured at its last known address is conclusive proof of receipt of notice on the third 
calendar day after mailing. In the event of cancellation of this Policy by the Insurer, the Named Insured 
may request a hearing before the superintendent of insurance within forty-five (45) days after receiving notice 
of the Insurer’s intent to cancel this Policy. 


Reasons for cancellation: 


1.  Nonpayment of premium; 


2.  Fraud or material misrepresentation made by or with the knowledge of the Named Insured in obtaining 
the Policy, continuing the Policy or in presenting a claim under the Policy; 


3.  Substantial change in the risk which increases the risk of loss after insurance coverage has been issued or 
renewed, including, but not limited to, an increase in exposure due to rules, legislation or court decision; 


4.  Failure to comply with reasonable loss control recommendations; 


5.  Substantial breach of contractual duties, conditions or warranties; or 


6.  Determination by the superintendent that the continuation of a class or block of business to which the 
Policy belongs will jeopardize a company's solvency or will place the Insurer in violation of the 
insurance laws of the State of Maine or any other state. 


6. Subsection (D) of Section XXII, ALTERNATIVE DISPUTE RESOLUTION, is deleted and replaced with the 
following:  


The ADR process must be commenced in Maine, the state indicated in Item 1 of the Declarations as the 
principal address of the Named Insured. The Named Insured shall act on behalf of each and every 
Insured in connection with any ADR process under this Section. 


All other terms and conditions of this Policy remain unchanged. 
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Terms and Conditions Amended — Limited Event  
 


THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY. 
 


This endorsement modifies insurance provided under the following: 


Chubb Cyber Enterprise Risk Management Policy 
 


It is agreed that the Policy is amended as follows: 
 
1. Solely with respect to any Limited Event, Items 4.A.1 and4.A.2 of the Declarations are amended as follows: 


 


Item 4. Limits of Insurance, Retentions and Insuring Agreement(s) Purchased.  If any Limit of Insurance 
field for an Insuring Agreement is left blank or NOT COVERED is shown, there is no coverage for such 
Insuring Agreement. 


First Party Insuring Agreements 


A.  Cyber Incident 
Response Fund 


Each Cyber 
Incident Limit 


Aggregate Limit for all 
Cyber Incidents 


Each Cyber Incident  
Retention 


1. Cyber Incident 
Response Team 


$1,000,000 $1,000,000 $25,000 


Except Cyber 
Incident 
Response 
Coach: 


$0 


First Party Insuring Agreements 


NOTE: The Insured is under no obligation to use or contract for services with the Cyber Incident 
Response Team.  However, if the Insured elects not to use or contract with the Cyber Incident 
Response Team but elects to use or contract with a Non-Panel Response Provider, then the Each 
Cyber Incident Limits and Aggregate Limit for all Cyber Incidents specified in Item 4A2 below apply. 


2. Non-Panel 
Response 
Provider 


$1,000,000 $1,000,000 $25,000 


 
There shall be no coverage for any Limited Event under any Insuring Agreement of this Policy other than 
Insuring Agreement A, Cyber Incident Response Fund. 
 


2. Solely with respect to coverage afforded by this endorsement, Section II, DEFINITIONS, is amended to add 
the following definitions: 
 
Limited Event means any Cyber Incident: 


a. committed by any Specified Insured; and 


b. where it is known (1) to be a non-network event, meaning there has been no access or potential access 
to the Named Insured’s or any Specified Insured’s internal network environment; and (2) only a 
single Specified Insured’s data or information is compromised. 


Limited Event shall not include any Cyber Incident (i) that occurs with respect to the Named 
Insured’s or any Specified Insured’s network, (ii) where more than one Specified Insured’s data 
or information is compromised. 


Further, Limited Event shall not include any Cyber Incident committed by the Named Insured. 


Specified Insureds means the following entities, each of which shall be considered a single entity: 
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 Judicial Department, including the Administrative Office of the Courts and following courts within 
the Judicial Department: 


o Supreme Judicial Court 
o Superior Court 
o District Court 


 Executive Department, including the following offices within the Executive Department: 
o Office of the Governor 
o Office of the Public Advocate 
o Administrative and Financial Services 
o Agriculture, Conservation and Forestry 
o Corrections 
o Defense, Veterans, and Emergency Management 
o Economic and Community Development 
o Education 
o Environmental Protection 
o Health and Human Services 
o Inland Fisheries and Wildlife 
o Labor 
o Marine Resources 
o Professional and Financial Regulation 
o Public Safety 
o Transportation 
o Miscellaneous boards and commissions: 


 Human Rights Commission 
 Workers Compensation Board 
 Maine Historical Preservation Commission 
 Indigent Legal Services 
 Maine Arts Commission 
 Public Utilities Commission 
 Ethics and Election Practices Commission 
 Maine Charter School Commission 
 Maine Health Data Organization 


o Miscellaneous Agencies: 
 Baxter State Park Authority 
 Maine State Library 
 Maine State Museum 


 The following offices within the Legislative Department 
o Secretary of State 
o Attorney General 
o Treasurer of the State 
o State Auditor 


 
3. Section VI, LIMITS OF INSURANCE, is amended to add the following subsection:  
 


 MAXIMUM LIMIT OF INSURANCE FOR EACH LIMITED EVENT UNDER INSURING AGREEMENT A 


The Insurer’s maximum limit of insurance for each Limited Event under Insuring Agreement A 
shall be the applicable Each Cyber Incident Limit shown in Item 4 of the Declarations as amended 
by this endorsement, which shall be part of, and not in addition to, the applicable Aggregate Limit for 
all Cyber Incidents shown in Item 4 of the Declarations, and the Maximum Policy Aggregate Limit 
of Insurance shown in Item 3B of the Declarations.  Such limits are also subject to the conditions 
referenced in Paragraph 5 below. 


All other terms and conditions of this Policy remain unchanged. 
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DISCLOSURE PURSUANT TO TERRORISM RISK 
 INSURANCE ACT 


THIS ENDORSEMENT CHANGES THE POLICY.  PLEASE READ IT CAREFULLY. 


Disclosure Of Prem ium 


In accordance with the federal Terrorism Risk Insurance Act, we are required to provide y ou with a notice 
disclosing the portion of y our premium, if any , attributable to coverage for terrorist acts certified under the 
Terrorism Risk Insurance Act.  The portion of y our premium attributable to such coverage is shown in this 


endorsement or in the policy  Declarations.  


Disclosure Of Federal Participation In Payment Of T errorism Losses 


The United States Government, Department of the Treasury, will pay a share of terrorism losses insured under the 
federal program. The federal share equals 85% for y ear 2015, 84% beginning on January 2016; 83% beginning on 
January  1  2017 , 82% beginning on January  1 , 2018; 81% beginning on January  1 , 2019 and 80% beginning on 
January  1 , 2020 of that portion of the amount of such insured losses that exceeds the applicable insurer retention.  
However, if aggregate insured losses attributable to terrorist acts certified under the Terrorism Risk Insurance Act 
exceed $100 billion in a calendar year, the Treasury shall not make any payment for any portion of the amount of 
such losses that exceeds $100 billion. 


Cap On Insurer Participation In Pay m ent Of T errorism  Losses  


If aggregate insured losses attributable to terrorist acts certified under the Terrorism Risk Insurance Act exceed 
$100 billion in a calendar year and we have met our insurer deductible under the Terrorism Risk Insurance Act, 
we shall not be liable for the pay ment of any  portion of the amount of such losses that exceeds $100 billion, and in 


such case insured losses up to that amount are subject to pro rata allocation in accordance wit h procedures 
established by  the Secretary  of the Treasury .  


COVERAGE OF “ACTS OF TERRORISM” AS DEFINED BY  THE REAUTHORIZATION ACT WILL BE 
PROVIDED FOR THE PERIOD FROM THE EFFECTIVE DATE OF Y OUR NEW OR RENEWAL POLICY  
THROUGH THE EARLIER OF THE POLICY  EXPIRATION DATE OR DECEMBER 31, 2020.  EFFECTIVE 
DECEMBER 31, 2020 THE TERRORISM RISK INSURANCE PROGRAM REAUTHORIZATION ACT EXPIRES.  


Terrorism Risk Insurance Act premium: $0







 Policyholder Notice 
Cyber Services for Incident Response 


 
 
 
This Policy holder Notice shall be construed as part of y our Policy  but no coverage is prov ided by  this 
Policy holder Notice nor can it be construed to replace any  prov isions of y our Policy .  While no coverage is 
prov ided by this Policyholder Notice, bolded terms in this Policyholder Notice shall have the meaning set forth in 
y our Policy. You should read your Policy  and rev iew y our Declarations page for complete information on the 
coverages y ou are prov ided. 


This Notice prov ides information concerning access to cy ber serv ices for incident response. 


Cy ber Incident Response T eam  


The Cy ber Incident Response Team is a list of approved service providers available to provide the services set 
forth in the definition of Cy ber Incident Response Expenses in y our Policy .   The list of approved serv ice 
prov iders is available on the Chubb website.   These prov iders have been carefully  selected by  Chubb and are 
rev iewed on a periodic basis.   The serv ice providers have capabilities in various disciplines for a Cy ber Incident 
response that include, but are not limited to, the following: 


1. Computer Forensics 


2. Public Relations 


3. Notification and Identity  Serv ices 


4. Call Center Serv ices 


5. Cy ber Extortion and Ransom Serv ices 


6. Legal and Regulatory  Communications 


7 . Business Interruption Serv ices 


 
In the event of a Cy ber Incident, a copy  of the Cy ber Incident Response T eam  list can also be obtained 
from any  Cy ber Incident Response Coach.  In the event of a Cy ber Incident, contact the Cy ber Incident 
Response Coach  as indicated on the Declarations Page and referenced throughout the Policy . 


Please note the following: 


1. Should y ou experience a cy ber related incident, you may  choose to call the Cy ber Incident Response 
T eam  Hotline listed in y our Policy  for immediate triage assistance. Please be aware that the hotline 
serv ice is provided by a third-party law firm. If y ou engage this service, it is billable to y ou at the standard 
rate per hour outlined in the Chubb Cy ber Incident Response T eam  Panel Guidelines. Calling the 
hotline does NOT satisfy  the claim notification requirements of y our Policy .  


2. Chubb shall not be a party  to any  agreement entered into between any  Cy ber Incident Response 
T eam service provider and the policyholder.  It is understood that Cy ber Incident Response T eam  
serv ice providers are independent contractors, and are not agents of Chubb.  The policyholder agrees that 
Chubb assumes no liability arising out of any  services rendered by a Cy ber Incident Response T eam  
serv ice provider.  Chubb shall not be entitled to any  rights or subject to any  obligations or liabilities set 
forth in any  agreement entered into between any  Cy ber Incident Response T eam  serv ice prov ider 
and the policyholder.  Any rights and obligations with respect to such agreement, including but limited to 
billings, fees and serv ices rendered, are solely  for the benefit of, and borne solely  by  such Cy ber 
Incident Response T eam  serv ice prov ider and the policy holder, and not Chubb. 
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3. Chubb has no obligation to provide any of the legal, computer forensics, public relations, notification and 
identity  services, call center services, cyber extortion and ransom, legal and regulatory  communications,  
and business interruption  adv ice and serv ices prov ided by  the Cy ber Incident Response T eam .   


4. The policyholder is under no obligation to contract for services with Cy ber Incident Response T eam  
serv ice prov iders, except as may  be amended by  the Policy . 


5. Solely  with respect to the serv ices  prov ided by  the Cy ber Incident Response T eam :   


a. Failure to comply with any  one or more of the requirements of the Cy ber Incident Response 
T eam  will preclude coverage under the applicable limit(s). 


b. Chubb may , at its sole discretion and only as ev idenced by Chubb ’s prior written approval, on or 
before the effective date of the Policy , permit the policy holder to retain alternative serv ice 
prov iders to provide services comparable to the services and rates offered by the Cyber Incident 
Response T eam . 


c. If, during the Policy  Period, either (i) any  of the Cy ber Incident Response T eam  serv ice 
prov iders is unable to or does not provide the services covered and as defined in the definition of  
Cy ber Incident Response Expenses or (ii) there is a change of law or regulation that prevents 
serv ice prov iders selected exclusively  from the Cy ber Incident Response T eam  from 
providing the legal, computer forensic, notification, call center, public relations, crisis 
communications, fraud consultation, credit monitoring, and identity  restoration advice and 
serv ices sought by the policyholder, Chubb may , at its sole discretion and only  as ev idenced by  
Chubb’s prior written approval, permit the policyholder to retain alternative service prov iders to  
prov ide services comparable to the services offered by  the Cy ber Incident Response T eam . 


d. The maximum rate Chubb will pay for Cyber Incident Response Expenses shall be no more 
than the rates outlined in the ‘Chubb Cy ber Incident Response T eam  Panel Guidelines’ for 
such serv ices. 
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 Policyholder Notice 
Cyber Services for Loss Mitigation 


 


 
 
This Policy holder Notice shall be construed as part of y our Policy  but no coverage is provided by  this 
Policy holder Notice nor can it be construed to replace any  provisions of y our Policy . While no coverage is 
provided by this Policyholder Notice, bolded terms in this Policyholder Notice shall have the meaning set forth in 
y our Policy. You should read your Policy  and rev iew y our Declarations page for complete information on the 
coverage y ou are provided. 


As a Chubb policy holder, y ou have cy ber serv ices available to y ou, as described in this Notice.  


Loss Mitigation Services 


Chubb provides “pre-event” cy ber security  serv ices as a benefit to help our policy holders analy ze key  cy ber 
exposures and help limit the exposures to a potential loss.  These serv ices, which complement our post incident 
cy ber services, have been created based on our claim and industry experience.  These services have been carefully  
selected by  Chubb and are rev iewed on a periodic basis.   These serv ices include, but are not limited to, the 


following: 


1. Online Web Portal 


2. Incident Response Readiness 


3. Security  Awareness 


4. Information Governance 


5. Security  Risk Ratings 


6. Cy ber Security  Standards 


7 . Encry ption 


8. User Access Controls 


9. Regulatory  and Standards Compliance  


10. Password Management 


 
Serv ices shall be provided by  a panel of Chubb pre-approved vendors at preferred rates and must be rendered 
during the Policy  Period. 


Policy holder Reim bursem ents 


In order to assist the Insured in reducing exposure to  covered Costs, Damages and Expenses under the Policy, 
Chubb can authorize contributions to the cost of qualified services from a pre-approved vendor or a vendor that is 
rev iewed and approved in writing by  Chubb.  Such contribution shall take the form of a matched reimbursement 
of the cost of a qualified serv ice up to a maximum of $3000 per Policy  Period.  Reimbursements must be 
authorized by Chubb and will be made for only  those services rendered 90 days prior to the Policy  expiration or 


renewal date. 


Please note the following: 


1. Chubb does not endorse vendors or their respective services. Before you engage any  of these vendors, we 
urge y ou to conduct your own due diligence to ensure the companies and their services meet y our needs. 
Unless otherwise indicated or approved, pay ment for serv ices provided by  these companies is the 
responsibility  of the Insured. 
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2. The web portal is currently  powered by  eRisk Hub®, a 3r d party  web-based loss prevention portal 
managed by  NetDiligence®.  Do not share portal access instructions with any one outside y our 


organization. You are responsible for maintaining the confidentiality of the Chubb Access Code provided 
to y ou.  An unlimited number of indiv iduals from y our organization may  register and use the portal .   
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Chubb Producer Compensation 
Practices & Policies 


 
Chubb believes that policyholders should have access to information about Chubb's practices and policies related 
to the payment of compensation to brokers and independent agents.  You can obtain that information by accessing 
our website at chubbproducercompensation.com or by calling the following toll-free telephone number:  
 
1-866-512-2862. 
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U.S. Treasury Department’s 
Office 


Of Foreign Assets Control 
(“OFAC”) 


Advisory Notice to Policyholders 


This Policyholder Notice shall not be construed as part of your policy and no coverage is provided by this 
Policyholder Notice nor can it be construed to replace any provisions of your policy. You should read your 
policy and review your Declarations page for complete information on the coverages you are provided. 


This Notice provides information concerning possible impact on your insurance coverage due to directives 
issued by OFAC. Please read this Notice carefully. 


The Office of Foreign Assets Control (OFAC) administers and enforces sanctions policy, based on 
Presidential declarations of "national emergency". OFAC has identified and listed numerous: 


 Foreign agents;
 Front organizations;
 Terrorists;
 Terrorist organizations; and
 Narcotics traffickers;


as "Specially Designated Nationals and Blocked Persons". This list can be located on the United States 
Treasury's web site – http//www.treas.gov/ofac. 


In accordance with OFAC regulations, if it is determined that you or any other insured, or any person or 
entity claiming the benefits of this insurance has violated U.S. sanctions law or is a Specially Designated 
National and Blocked Person, as identified by OFAC, this insurance will be considered a blocked or frozen 
contract and all provisions of this insurance are immediately subject to OFAC. When an insurance policy 
is considered to be such a blocked or frozen contract, no payments nor premium refunds may be made 
without authorization from OFAC. Other limitations on the premiums and payments also apply. 
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