[image: seal_me]STATE OF MAINE REQUEST FOR APPLICATIONS
RFA AMENDMENT #1 AND 
RFA SUBMITTED QUESTIONS & ANSWERS SUMMARY

RFA NUMBER: 202507101 - SUBMITTED Q & A SUMMARY
	RFA NUMBER AND TITLE:
	RFA #: 202507101

	RFA ISSUED BY:
	Maine Governor’s Energy Office

	SUBMITTED QUESTIONS DUE DATE:
	August 11, 2025

	QUESTION & ANSWER SUMMARY ISSUED:
	September 3, 2025

	PROPOSAL DUE DATE:
	October 8, 2025, no later than 11:59 p.m., local time (as amended)

	PROPOSALS DUE TO:
	Proposals@maine.gov

	Unless specifically addressed below, all other provisions and clauses of the RFP remain unchanged.

	DESCRIPTION OF CHANGES IN RFP:

1. The deadline has been extended to October 8, 2025, 11:59 pm local time.  
2. Applicants are required to submit an additional spreadsheet, Appendix B, The Technical Assessment Form. The Submission Contents section has been updated to reflect this requirement
3. Awardees will be expected to execute a Maine IT Service Contract with a Non-Disclosure Agreement. 
4. Part IV, Section C. Scoring Weights has been updated to include the Technical Assessment.
5. Appendix B, Technical Assessment Form has been added. 


	REVISED LANGUAGE IN RFP:

1. All references to an Application Submission Deadline of September 17, 2025, are amended to October 8, 2025, no later than 11:59 pm local time. 
2. Part III, C, 3. Submission Contents, is amended to read:
a. Application submissions must include the Applicant’s completed Application Form (found in Part V of the RFA) and all required information and attachments as stated in the form.
b. The Application Form must be submitted as a single, typed, PDF file.
c. The Technical Assessment Form (APPENDIX B) must be submitted as an excel spreadsheet file.
d. Applicants are not to provide additional attachments beyond those specified in the RFA or Application Form for the purpose of extending their response. Materials not requested will not be considered part of the application and will not be evaluated.
3. Part IV, E. Contract Administration and Conditions, is amended to read: , 
1. The awarded Applicants will be required to execute a State of Maine Service Contract with the appropriate riders as determined by the issuing Department. The awarded Applicants will be required to execute an IT Service Contract (IT-SC) with Confidentiality and Non-Disclosure Agreement (NDA) including appropriate riders as determined by the issuing department. Bidders shall carefully review the IT-SC. 

All exceptions will be negotiated between the awarded Bidder(s) and the State. The State will not accept any proposed exceptions as part of this RFP process. The State is not obligated to accept, negotiate, or compromise of any proposed exceptions. 

The complete set of standard State of Maine Service Contract documents, along with other forms and contract documents commonly used by the State, may be found on the Office of State Procurement Services’ website at the following link: Office of .

4. Part IV, Section C. Scoring Weights is amended to read: 
	[bookmark: _Hlk68674231]Scoring Criteria
	Points Available

	Eligibility 
	Pass/Fail

	Qualifications and Experience
	25

	Proposed Project and Technical Assessment
	40

	Budget
	25

	Cost Sharing
	10

	Total Points 
	100 points



5. APPENDIX B. Technical Assessment Form, has been added to the application requirements and is amended to read: , 
Applicants must complete the Technical Assessment Form embedded below:







Provided below are submitted written questions received and the Department’s answer.

	1
	RFP Section & Page Number
	Question

	
	Part I, Section B, Page 8
	As our technology is yet to be patented, would it be possible to maintain confidentiality until such a time as a patent is granted?

	
	Answer

	
	 If awarded, the State will work in conjunction with the Applicant during contract negotiations to determine the contract structure and outcomes. Intellectual property ownership will be discussed on a case-by-case basis during the contract negotiation phase if necessary.




	2
	RFP Section & Page Number
	Question

	
	Part I, Section C, Page 8
	Please clarify eligibility. The first paragraph identifies “BlueTech companies” and the second paragraph identifies “BlueTech small business”. Is eligibility limited to only to companies that meet the definition of small business?

	
	Answer

	
	As defined in the acronym list on page 3 and the Eligibility Section Part I, C, page 8:

Research institutions, colleges, universities, BlueTech companies, government, and non-governmental organizations are eligible to apply for funding, access to the permitted Castine demonstration site, and sensor integration support. 

A BlueTech company must be a small business:

A BlueTech small business must be a company with proprietary BlueTech to be deployed to inform responsible floating offshore wind and must meet the definition of a small business, as outlined by the Defined by the U.S. Small Business Administration’s Table of Size Standards.
For this RFA, a BlueTech small business must have innovative technology or monitoring approaches applicable to the listed priorities for informing responsible development of floating offshore wind. 




	3
	RFP Section & Page Number
	Question

	
	Part I, Section C, Page 8
	Are all grant recipients to be based in the United States?

	
	Answer

	
	 All applications that meet the goals, priorities, and requirements of the RFA will be considered.



	4
	RFP Section & Page Number
	Question

	
	Part I, Section D, Page 9
	Is the total funding allocation of $380,000 divided equally across the five awards?

	
	Answer

	
	 As stated on Part I, Section D. Awards in the RFA, GEO anticipates making up to five (5) awards totaling up to $380,000 and access to the fully permitted University of Maine FOSW test site in state waters. In other words, GEO anticipates awarding up to 5 projects within an overall total of $380,000. 



	[bookmark: _Hlk48905851]5
	RFP Section & Page Number
	Question

	
	Part I, Section D, Page 9
	Will the $380,000 be split among all the awards or is the amount $380,000 per award?

	
	Answer

	
	As stated in Part I, Section D. Awards in the RFA, GEO anticipates making up to five (5) awards totaling up to $380,000 and access to the fully permitted University of Maine FOSW test site in state waters. In other words, GEO anticipates awarding up to 5 projects within an overall total of $380,000. 





	6
	RFP Section & Page Number
	Question

	
	Part I, Section D, Page 9
	The section identifies “GEO anticipates making up to five (5) awards totaling up to $380,000…”

Q: Can the total value of funding available for the funding opportunity be confirmed?

Q: Is there a min/max value for each award that is expected to be funded? 

These details will help applicants appropriately develop and cost the projects associated with the RFA.


	
	Answer

	
	As stated in Part I, Section D. Awards, GEO anticipates making up to five (5) awards totaling up to $380,000 and access to the fully permitted University of Maine FOSW test site in state waters. In other words, GEO anticipates awarding 1- 5 projects within an overall total of $380,000. There is no minimum for each award. The maximum award is $380,000. 



	7
	RFP Section & Page Number
	Question

	
	Part II, Section A, Page 12
	Is there a description of the existing studies occurring at the turbine?

	
	Answer

	
	Existing studies include monitoring of the turbine, motions of floating platform, mooring line tensions, acoustic bat and camera bird monitoring to meet permit requirements, wind, waves, and current conditions.



	8
	RFP Section & Page Number
	Question

	
	Part II, Sections A and C, Pages 12-14
	Could you provide clarification on the timeline for project commencement after the RFA has been awarded? The definition for the University of Maine Demonstration Site says it is “deployed at the site through Fall 2026”, which is also repeated in Part II Section A; is this when the demonstrator turbine and floater will be in the water and fully commissioned? How long is the demonstrator intended to be operating? And how does this timeline fit with the start of the project(s) relating to this RFA (which are stated to “be integrated onto VolturnUS+ power and communication systems for one year”)?


	
	Answer

	
	Applicants should plan for RFA-funded projects for up to one year, depending on time necessary for contract negotiations. The demonstrator is in the water and is intended to be operating for up to one year. 



	9
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 8
	Would it be possible to share schematics of the mooring system installed for the VolturnUS+ demonstrator?

	
	Answer

	
	It may be possible to share schematics of the mooring system installed once a project Site Access Agreement and Non-Disclosure Agreement are in place with the awarded Applicant(s). 



	10
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 13
	If any of the aforementioned sensors/instrumentation is not already installed would the installation be undertaken by University of Maine personnel. 

	
	Answer

	
	Yes. As noted in Part II, Section B, University of Maine personnel will undertake simple installations through this funding.  



	11
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 13
	Is there a computer model (Orcaflex-OpenFAST) or similar available for the VolturnUS+ demonstrator?

	
	Answer

	
	A model has been developed. It may be available to share after a Site Access Agreement and Non-Disclosure Agreement is in place with the awarded Applicant(s).  



	12
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 13 
	What sensors are already deployed (or plan to be added prior to this project commencement) on the VolturnUS+ Demonstrator? This includes load pins or other load sensors on each mooring line, inclinometers or IMUs on mooring lines, strain gauges in the concrete or on the tower, GPS, accelerometers or IMUs on the platform or turbine? Will the data from these sensors be fully available to the successful applicants (in addition to any other sensor that may be deployed through the project by the successful applicant)?

	
	Answer

	
	UMaine is already deploying many sensors that include those mentioned above. Access to this data is possible under a Site Access Agreement with the awarded Applicant(s) with some limitations on public dissemination.



	13
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 13
	Can equipment be mounted on the outside of the nacelle facing the blades?

	
	Answer

	
	Equipment may possibly be mounted on the outside of the nacelle, depending on exact location, weight, and access. The easiest place would be on the top of the nacelle.



	14
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 13
	Can we use multiple small sensors acting together as a single unit that exceed the 1x1x1 foot dimensions?

	
	Answer

	
	Yes – depending on location and power requirements. 



	15
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 13
	Is there interest in testing an AUV technology for seafloor and benthic habitat assessment? The vehicle is more than 75 lbs but can be deployed via workboat. The trial would be for a fixed period, not ongoing throughout the year.

	
	Answer

	
	All applications that meet the goals, priorities, and requirements of the RFA will be considered. 



	16
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 13
	Please could you provide any details of any existing instrumentation already operational at the VolturnUS+ demonstrator. We are particularly interested in: load cells on the mooring lines, inclinometers on the mooring lines, motion reference units (measuring motions of the demonstrator), differential GPS, water current profiles, anemometers, wave riders, water temperature and PH levels.

	
	Answer

	
	UMaine is already deploying many sensors that include those mentioned above. Access to this data is possible under a Site Access Agreement with the awarded Applicant(s) with some limitations on public dissemination.



	17
	RFP Section & Page Number
	Question

	[bookmark: _Hlk207103014]
	Part II, Section B, Page 13
	Please could you provide details available telemetry links between various sensors/instrumentation mentioned above and onshore. 

	
	Answer

	
	As stated in Part II, Section B, an Ethernet connection is available. Alternatively, Applicants could acquire their own cell data hot spots. 



	18
	RFP Section & Page Number
	Question

	
	Part II, Section B, Page 13
	Will internet access be available? If yes, what options: ethernet, wifi, or cellular?

	
	Answer

	
	Please refer to Question 17.



	19
	RFP Section & Page Number
	Question

	[bookmark: _Hlk205899369]
	Part II, Section C, Page 14
	Is there any intellectual property transfer or will all IP be owned by the contractor?

	
	Answer

	
	If awarded, the State will work in conjunction with the Applicant during contract negotiations to determine the contract structure and outcomes. Intellectual property ownership will be discussed on a case-by-case basis during the contract negotiation phase if necessary. 



	20
	RFP Section & Page Number
	Question

	
	Part II, Section C, Page 14
	To budget for costs from the University of Maine for installation that may not be “simple”, what hourly rate can be used?

	
	Answer

	
	 The Department declines to answer. 



	21
	RFP Section & Page Number
	Question

	
	Part II, Section C, Page 14
	Is publication of final results and high level methodology sufficient, for example presentation or publication at conferences (in order to protect product IP), or do publications need to detail the methodology and all intermediate steps?

	
	Answer

	
	If awarded, the State will work in conjunction with the awarded Applicant(s) during contract negotiations to determine the contract structure and outcomes. Intellectual property ownership and publication details will be discussed on a case-by-case basis during the contract negotiation phase if necessary.




	
22
	RFP Section & Page Number
	Question

	
	Part II, Section D, Page 15
	Would platform sensor integration performed by the applicant, such as software and electrical development, be a valid use of funds.

As an example, we would like to integrate a new sensor payload to our proprietary monitoring platform in the Fall to support a late winter/early spring deployment of the technology for this RFA.

	
	Answer

	
	All applications that meet the goals, priorities, and requirements of the RFA will be considered.



	23
	RFP Section & Page Number
	Question

	
	Part II, Section D, Page 15
	If any of the aforementioned sensors / instrumentation is not already installed would the grant funding potentially cover the procurement of any required sensors? If any of the aforementioned sensors/instrumentation is not already installed would the University of Maine procure the required sensors out with the grant funding (i.e., free issue the sensors)

	
	Answer

	
	The sensors listed in the RFA are already installed. Additional sensors and installation costs must be included in the budget section in the Part V, Application Form. The University of Maine will not procure additional sensors with the grant funding. 



	24
	RFP Section & Page Number
	Question

	
	Part II, Section D, Page 15
	Would the grant cover such items as travel expenses?

	
	Answer

	
	Applicants should complete the budget table in Part V, Application, which includes a line for onshore transportation. Please see the State travel policy for more details.



	25
	RFP Section & Page Number
	Question

	
	Part II, Section D, Page 15
	As our technology has yet to be patented would the grant funding cover such an application?

	
	Answer

	
	No. Patent application costs are not contemplated through this funding.  



	26
	RFP Section & Page Number
	Question

	
	Part IV, C, Page 19
	The scoring criteria identifies Cost Sharing at 10 points in the Point Available criteria, however, there is no other reference to Cost Sharing. 

Q: Is Cost Sharing required as part of the project or will it just be considered as associated with receiving additional points if presented in the project?

	
	Answer

	
	Cost sharing is not required. Cost sharing is defined in the Budget section of the embedded Application Form document in the RFA, Part V. Applications appropriately documenting cost sharing will be considered eligible for up to 10 points of the overall 100 total points, as described in Part IV, C, Page 19. 



	27
	RFP Section & Page Number
	Question

	
	Part IV, C, Page 19
	Beyond reasonableness, what specific criteria will be used to evaluate the 'Budget' for 25 points? For instance, is a lower overall cost viewed more favorably, or is the focus on cost-effectiveness and value?

	
	Answer

	
	As stated in Part IV, Page 19 and in Part V (Application Form), pages 8-9, the applicant may earn up to 25 points for the budget table and corresponding narrative. The evaluation team will use a consensus-based approach to determine the specific points awarded for the budget table and narrative provided by the applicant. The evaluation team will consider the project work and cost estimates are reasonable for the expected outcomes. 



	28
	RFP Section & Page Number
	Question

	
	Part IV, Section C, Page 19
	Given the definition for Cost Share is quite broad and could be interpreted differently between applicants, is there any quantifiable measure for how the 10 Cost Share criteria points will be assigned, for example, dollar limits or preferences for specific types of Cost Share?

	
	Answer

	
	Cost sharing is defined in the Budget section of the embedded Application document in the RFA, Part V, page 8-9. Applications appropriately documenting cost share will be considered eligible for up to 10 points of the overall 100 total points, as described in Part IV, C, Page 19. There is no preference for the specific types of cost share, provided the proposed cost share meets the definition provided in Part V, Application, pages 8- 9.



	29
	RFP Section & Page Number
	Question

	
	Part IV, Section E, Page 20
	Is there room to work outside of the standard Service Contract by utilizing [our] terms for negotiating an agreement, if selected as an awardee? 


	
	Answer

	
	If awarded, the State will work in conjunction with the Applicant during contract negotiations to determine the contract structure and outcomes.  



	30
	RFP Section & Page Number
	Question

	
	Part IV, Section E, Page 20
	Our entity cannot sign indemnification agreements. 


	
	Answer

	
	The specific indemnification agreements to be signed will be discussed with the awarded Applicant(s) as they pertain to the project proposed. As added to Part IV.E of the RFA through Amendment #1, All exceptions will be negotiated between the awarded Applicant(s) and the State. The State will not accept any proposed exceptions as part of this RFA process. The State is not obligated to accept, negotiate, or compromise on any proposed exceptions. 



	31
	RFP Section & Page Number
	Question

	[bookmark: _Hlk205901059]
	Part IV, Section E, Page 20
	What are the conditions of IP ownership with respect to background IP and IP developed during the project?

	
	Answer

	
	If awarded, the State will work in conjunction with the Applicant during contract negotiations to determine the contract structure and outcomes. Intellectual property ownership will be discussed on a case-by-case basis during the contract negotiation phase if necessary.



	32
	RFP Section & Page Number
	Question

	
	Part V, Application, Page 4
	For deployments involving person portable sensor platforms (ex. <20lbs) and work conducted by UMaine technicians/vessel subcontractors, what specific safety qualifications are required for the applicant organization?

	
	Answer

	
	Safety qualifications are based on the scope of work. Please outline specific work packages for review and development of required trainings and qualifications if necessary.



	33
	RFP Section & Page Number
	Question

	
	N/A
	For this proposal, will the grantee be considered a contractor (providing specified services in support of a program) or a subrecipient (has its performance measured in relation to whether objectives of a federal program were met and has responsibility for programmatic decision making)?

	
	Answer

	
	The grantee would be considered a contractor. 



	34
	RFP Section & Page Number
	Question

	
	N/A
	Is it possible that UK based companies can apply for this programme or would it have to be via a US based entity?


	
	Answer

	
	All applications that meet the goals, priorities, and requirements of the RFA will be considered. A UK based company may apply if they meet the eligibility requirements in the RFA. 



	35
	RFP Section & Page Number
	Question

	
	N/A
	What information on the WTG, the platform and moorings are available and can be made available to the successful applicant?

	
	Answer

	
	 These data may be shared with a suitable non-disclosure agreement and site access agreement. 



	36
	RFP Section & Page Number
	Question

	
	N/A
	Can you please confirm if there are any local content requirements (within the State of Maine or the US)? We will be submitting via our US entity (State of Texas), but a significant amount of the remote engineering work may be undertaken in Australia and Germany.

	
	Answer

	
	 All applications that meet the goals, priorities, and requirements of the RFA will be considered. There are no specific local content requirements. 
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Technical_Assessment Maine Blue Tech.xlsx
Instructions



				The State of Maine requires Bidders to demonstrate that they (and the products proposed by them) have the appropriate Architecture & Security controls to protect the State’s information assets, and meet all appropriate compliance mandates.


				Bidders are urged to carefully read all the Header Instructions in the individual tabs before responding. Failure to comply with all the Header instructions will adversely affect the Technical Assessment of the Bid.

				Bidders are instructed to submit (as a separate attachment) an Architecture Diagram of their proposed solution. This will provide additional context for the Technical Assessment.



























Data Compliance

		Data Compliance

		The State data that is transacted by this RFP has been categorized according to the State’s Data Classification Policy,  https://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/DataClassificationPolicy.pdf
RFP Coordinator: (1) Please fill out the PII Impact Level in the next line. (2) Then delete the rows below that do not apply to this RFP.  (3) Finally, delete this line.
The State data subject to this RFP has been classified as having a PII Impact Level of [Select One: None, Low, Moderate, High]

		Bidders and their solutions must adhere to applicable State and Federal laws, policies, and standards that corresponds to the PII impact level of the State data that will be transacted by the proposed solution. For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No. Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. Either cite a publicly-accessible URL, or enclose a copy with the submission.  

		Type of Data		Control (State or Federal Compliance Standard)		Yes/No		Explanation

		Publicly available information 		§  NIST 800-171 

				§  Maine Freedom of Access Act (Title 1 MRSA c. 13)

		Confidential Personally Identifiable Information (PII) 		§  State of Maine Breach Notification Law 

				§  National Institute of Standards & Technology:  NIST SP 800-53 Revision 5 “Moderate” risk controls 

				§  Privacy Act of 1974, 5 U.S.C. 552a.  

				§  Security regulations from the U.S. DHHS, Administration for Children and Families, Office of Child Support Enforcement Program, Office of Child Support Enforcement (OCSE)

		Federal Tax Information		§  Internal Revenue Service Tax Information Security Guidelines for Federal, State and Local Agencies: IRS Pub 1075

				§  IRS Pub 1075 Contractor Language Addendum required

		Personal Information from 		§  Driver’s Privacy Protection Act (Title XXX) (“DPPA”) 18 U.S.C. Chapter 123, §§ 2721 – 2725 

		Other:   describe		[List what’s applicable or delete this line.]



https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r3.pdfhttp://legislature.maine.gov/legis/statutes/10/title10ch210-Bsec0.htmlhttps://nvd.nist.gov/800-53https://www.justice.gov/opcl/privacy-act-1974https://www.irs.gov/privacy-disclosure/safeguards-programhttps://www.congress.gov/bill/103rd-congress/house-bill/3355/text

BoM

		Bill of Materials (BoM)

		Bidders must exhaustively list ALL the products that are being proposed as part of this bid. If a product is sold as a single SKU, even if it includes components, list it only once. Example: Salesforce Service Cloud must be listed only once because it is sold as a single SKU. Even though several components makes up the Salesforce Service Cloud, such as, Console, Case Management, Workflow automation, etc. However, Salesforce Maps must be listed independently because it is sold as a distinct SKU. Products must be listed even if they are free downloads. All responses in ALL other tabs must cover ALL the products listed in the BoM here.

		Product Name		Product URL

		Example: Salesforce Cloud		Example URL: https://www.salesforce.com/sales/







MaineIT

		For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No.  Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. Either cite a publicly-accessible URL, or enclose a copy with the submission. Also, all responses must cover ALL the products listed in the BoM.

		ID #		Control		Yes/No		Explanation

		Hosting

		H1		Any technical solution must be hosted in a data center.

		H2		Any hosting provider must provide for back-up and disaster recovery models and plans as needed for the solution. 

		H3		Any hosting provider will abide by NIST best practices for change requests, incident management, problem management, and service desk. 

		Application Solution

		A1  		Any solutions Bidder must provide for the backup/recover, data retention, and disaster recovery of a contracted/hosted application solution. 

		A2		Any solutions Bidder must provide for application management and design standard of all technology platforms and environments for the application solution (Development, Staging, Productions, DR, etc.) 

		A3		Any solutions Bidder must engage the State of Maine using Service Level Agreements for system and application performance, incident reporting, and maintenance. See the defaults in the Remote Hosting Policy.

		A4		The State owns any data they enter, migrate, or transmit into the solution and the Bidder shall allow the State to pull or copy this data at any time free of charge in a format defined by the State. 



https://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/RemoteHostingPolicy.pdf

Information Security Standards

		For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No.  Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. For any evidentiary material, either cite a publicly-accessible URL, or enclose a copy with the submission.  Also, all responses must cover ALL the products listed in the BoM.

		ID#		Control		Yes/No		Explanation

		S1		Bidder provides and maintains a security plan that: 
1. Complies with NIST security requirements; 
2. Protects the confidentiality, integrity, and availability of the State’s information systems; and
3. Comply with all applicable federal and state laws and regulations, as well as compliance with all MaineIT contractual requirements and information security policies.

		S2		Bidder ensures that any agent or subcontractor of the bidder to whom the State provides access agrees to the same restrictions and conditions that apply through this Agreement and agrees to implement reasonable and appropriate safeguards to ensure the confidentiality, integrity, and availability of the State’s information systems.

		S3		Bidder will report a security incident that occurs on the Agency’s information systems that may affect the Agency or State of Maine systems to the CISO within 24 hours of discovery in accordance with the terms of the MaineIT Non-Disclosure Agreement (Attachment D).

		S4		Provide the stated cyber risk appetite statement that has been approved by the board/leadership of your company.





Cloud Service Provider Reqs

		For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No.  Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. For any evidentiary material, either cite a publicly-accessible URL, or enclose a copy with the submission. Also, all responses must cover ALL the products listed in the BoM.

		ID #		Control		Yes/No		Explanation

		CSP1		General Architecture Principles

		CSP2		All products proposed must be able to authenticate natively with both Microsoft Active Directory, and the Okta Platform (OpenID 2.0, Oauth 2.0, SAML 2.0)

		CSP3		System and Services Acquisition Policy and Procedures (SA-1)

		CSP4		Application Deployment Certification Policy

		CSP5		Digital Accessibility and Usability Policy

		CSP6		Remote Hosting Policy

		CSP7		Data Exchange policy

		CSP8		Information Security Policy

		CSP9		Access Control Policy

		CSP10		Access Control Procedures for Users

		CSP11		Risk Assessment policy

		CSP12		Vulnerability Scanning Procedure

		CSP13		Security Assessment and Authorization Policy

		CSP14		System and Information Integrity Policy

		CSP15		Configuration Management Policy

		CSP16		GenAI Policy (if applicable to this bid)

		CSP17		Site-to-site VPN

		CSP18		Vendor Identity System Integration Policy 

		CSP19		Prohibited Technologies Policy



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Farchitecture%2Fdocuments%2FGeneralArchitecturePrinciples.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283462187%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=hPw50eOA1Pw%2FS7R%2FsUilpZ4BKgn7UYAxzEcMekJd1Hw%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FRiskAssessmentPolicy%26Procedure.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283506985%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=DX8YitoGyojwrLOCZ%2BhltBROyt1iHfTszY6y8smDuQ0%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FVulnerablityScanningProcedure.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283511966%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=Upbkei0Hmg5zbmM%2F4ADQiV8j4DcYlZfyJjqxWD8n%2FyE%3D&reserved=0https://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/SecurityAssessmentAuthorizationPolicy.pdfhttps://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FSystemInformationIntegrityPolicy.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283521918%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=DhV6plvPwGgyPGWwZxIMl8vB%2FBUwhqWZjudSIJoS2Z8%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FConfigurationManagementPolicy.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283526900%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=2%2BbyzrG%2BhVzJEKIyrEZ3Zv5DXOy%2BwiqEpAWjk9a4g%2FE%3D&reserved=0https://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/GenAIPolicy.pdfhttps://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/SiteToSiteVPNPolicy.pdfhttps://www.maine.gov/oit/sites/maine.gov.oit/files/inline-files/VendorIdentitySystemIntegrationPolicy.pdfhttps://www.maine.gov/oit/prohibited-technologieshttps://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fsites%2Fmaine.gov.oit%2Ffiles%2Finline-files%2Fsystem-services-acquisition-policy.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283467162%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=S7J%2FjMIY1e6DijINzpo1K5R4fY3roSfTuNwDwpO1%2FNA%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FApplication-Deployment-Certification.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283472139%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=yBtVAz176L3Cag78nRWojRHWkHQ5Gba07JE%2FMQkxSsI%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FDigitalAccessibilityPolicy.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283477122%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=ub%2B%2F1cpCnNM4PoKAbhPUZ%2FluONQHbeK6j1rVOKXnaxk%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FRemoteHostingPolicy.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283482097%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=MR40mMW77Gu8X2QN8pjKM5bjP7DoRO%2BhfOhk0p1phTg%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FDataExchangePolicy.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283487078%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=XTBYIGil6RMH8SmClnRcxTO7y9cEatf1EofD0QHPqMc%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FSecurityPolicy.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283492057%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=b%2FXvhpG1sp2fZIgpQx%2BwB7ZGRubGu7dN9sYBjFVRs%2BU%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FAccessControlPolicy.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283497031%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=foTOPC7xuTna00%2FTXggz7Rahs9XTpw5BSrCgrBmNZ9Y%3D&reserved=0https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.maine.gov%2Foit%2Fpolicies%2FAccessControlProceduresForUsers.pdf&data=04%7C01%7CPatrick.J.Williams%40maine.gov%7C07514feba418425f72c108d905c81c29%7C413fa8ab207d4b629bcdea1a8f2f864e%7C0%7C0%7C637547179283502010%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=lO0DXc6NgpCav9iZYOLgMBuFsfmIFC8OiDtOvv%2BgOX8%3D&reserved=0

NIST Requirements

		For each Control, respond with a Yes/No, and the appropriate Explanation (Evidence) behind the Yes/No.  Any Yes/No response would be deemed Incomplete in the absence of supporting Evidence in the Explanation column. Evidence may include published policies, regulatory compliance audit reports, etc. For any evidentiary material, either cite a publicly-accessible URL, or enclose a copy with the submission. Also, all responses must cover ALL the products listed in the BoM.

		ID #		Control		Yes/No		Explanation

		N1		Physical and Environmental Protection

		N2		Awareness and Training

		N3		Planning

		N4		Audit and Accountability

		N5		Personnel Security

		N6		Contingency Planning

		N7		PII Processing and Transparency

		N8		Identification and Authentication

		N9		Incident Response

		N10		System and Communications Protection

		N11		Maintenance

		N12		Media Protection

		N13		Supply Chain Risk Management

		N14		Any Other Relevant Comment
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