Board of Trustees

MAINE CRIMINAL JUSTICE ACADEMY

LAW ENFORCEMENT COMPUTER CRIMES FIRST RESPONDER CERTIFICATION
Specification S-34

The purpose of this specification is to recognize law enforcement officers or a nonsworn law enforcement agency employee who have developed proficiency in the necessary skills required to properly identify, collect computer evidence for evidentiary value.
Requirements:

A. Be employed as a certified law enforcement officer or a nonsworn employee of a law enforcement agency.
B. Successfully complete 8 hours of Maine Criminal Justice Academy (MCJA) or equivalent certified training that includes, at a minimum:

1. Legal requirements related to the seizure of computer evidence.
2. Legal requirements related to the collection of internet service provider records; and.
3. Procedures for the seizure of standalone computer systems.
C. Successfully complete 16 of Maine Criminal Justice Academy (MCJA) or equivalent certified training in topics (not all inclusive) such as:
1. Basic Cyber Investigations: Dark Web & Open Source Intelligence.

2. Basic Cyber Investigations: Cellular Records Analysis.

3. Intermediate Cyber Investigations: Virtual Currency.

4. Cognitive Interviewing, Communications & Influence.

5. Basic Digital Forensic Analysis: Automatic Forensic Tools.
6. Advance Digital Forensic Analysis: Windows.

7. Advanced Forensic Analysis: macOS.

8. Advanced Digital Analysis: iOS & Android.

9. Financial Investigations Practical Skills.
10. Financial Investigations Triage.

11. Financial Records Examinations & Analysis.

12. Financial Crimes Against Seniors

13. Intellectual Property Theft Training
14. Targeting Investment Fraud

15. Financial Records Investigative Skills

16. Foundations of Intelligence Analysis

17. Mastering Cryptocurrencies and Investigating Cryptocurrency Crimes.

18. Other equivalent training as approved by MCJA Staff.
Certification:

A. Provide to the MCJA the documentation that the applicant is a certified law enforcement officer or a nonsworn member of a law enforcement agency.
B. Provide to the MCJA the documentation of the 8 hours of training listed above in Requirement section B and 16 hours of training listed above in Requirements section C.
C. The MCJA certification remains in effect for three (3) years.

Recertification:
A. To maintain a Certificate of Eligibility to as a law enforcement computer crimes first responder, 24 hours of computer crimes training but be completed by December 31st of each third year of certification. 

Adopted:
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Amended:
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__________________________

       John B. Rogers, Director                          

Brian R. Pellerin, Chair

       Maine Criminal Justice Academy
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