
Security Issues

Pansy Chan, Solutions Consultant

ACS, A Xerox Company

October 14, 2011

2011 Maine Unclaimed Property 
Holder Seminar



Personal Identifying (PI) Data

• Social Security Number (SSN)

• Combination of Name/Address/Birth Date

• Credit Card Number

• Financial Account Number

• Driver’s License Number
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Personal Identifying (PI) Data Transmittal

• Encryption Utilities

– Winzip

– 7Zip

• Password in separate cover

• NAUPA File Encryption Utility
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NAUPA File Encryption Utility

• Generate HDE (HRS Pro Digital Envelope) encryption standard file 

• Download from: http://www.wagers.net/hrs/encryptor.php

• Non-client States

– Florida, Indiana, Kansas, Massachusetts, Maryland, Montana, 

North Dakota, New York, Texas, Virginia, and Washington
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NAUPA File Encryption Utility
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HIPAA

• HIPAA (The Health Insurance Portability and Accountability Act )

• Objectives

– Protect privacy and security of patients' medical information

– Allow efficient flow of health information to provide high quality 
health care

– Utilize a standard format when submitting electronic transactions

• Individually Identifiable Health Information includes:

– Past, present or future physical or mental health or condition

– Provision of health care

– Past, present, or future payment
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HIPAA and Unclaimed Property

• HIPAA do not supersede the unclaimed property laws since 

Unclaimed property laws meet HIPAA’s definition of  “required by law”

• States want the appropriate data to unite property to it’s rightful owner

• Data to be reported to assist with that process includes:

– Owner or Payee Details 

– Amount   

– Date of issuance

– Payment/Property Type 

• Data reported does NOT include any sensitive information regarding 

an individual’s condition and/or treatment
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