2 | Maine State Archives – E-Mail Management and Retention

E-Mail Management & Retention
How Long Do I Keep My Email?
Remember…Email is a format, not a record. Retention is determined by the content of the email. E-mail is subject to the same retention requirements as is paper correspondence. 

Organizing and managing e-mail (and other files) will:

·  Save space and money 

·  Provide more efficient access 

·  Maintain confidentiality where needed 

Legal Implications

Organizing and managing e-mail will reduce legal exposure in DISCOVERY proceedings on records that otherwise should have been destroyed. In other words, if it exists and someone asks to see it, the agency has to produce it.  So, if you have records that are requested in discovery proceedings that were supposed to have been destroyed, but weren’t, you must produce them regardless of when they were supposed to have been destroyed.   It also limits your own liability for deleting records you shouldn't, and gives you authority to delete those files you should delete.

Definition of a Record
All documentary material, regardless of media or physical characteristics, made or received and maintained by a state or local government agency in accordance with law and rule or in the transaction of its official business.
When Are My Emails Records?

 If you are conducting government business in that email it is considered a record (communication sent or received in the transaction of state government business.)  Keep in mind, if you are sending work emails using your personal email account, your account could become subject to Public Information Requests and legal discovery. 
Email Public Records

E-mail received or created (incoming or outgoing), in the course of state business, can be an official public record. Depending on the topic, it may or may not be a confidential record under the Freedom of Access Act (FOAA). No official public records may be destroyed unless authorized. Clear authorization and a practical management system are essential to insure the proper disposition of official e-mail records.

Freedom of Access Act

The Freedom of Access Act defines a public record as “any written, printed or graphic matter or any mechanical or electronic data compilation from which information can be obtained, directly or after translation into a form susceptible of visual or aural comprehension, that is in the possession or custody of an agency or public official of this State or any of its political subdivisions, or is in the possession or custody of an association, the membership of which is composed exclusively of one or more of any of these entities, and has been received or prepared for use in connection with the transaction of public or governmental business or contains information relating to the transaction of public or governmental business” with specific exceptions for confidentiality purposes [1 MRSA 402 (3)].

Email Retention Periods

· Non-archival (non-permanent) retention is based completely on the record’s time-value to the business functions of the agency, including audit or other statutory requirements, and reasonable access by interested parties. 

· Archival (Permanent) retention is based on the record’s value after it no longer serves the agency’s business. 

The vast majority of state employees will have little, if any, e-mail requiring permanent retention. Generally, senior administrators through the division director level have a greater proportion of permanently valuable e-mail, given its greater degree of policy content. 

Email Schedules

General Schedules

The Archives’ General Schedules (covering records in all agencies) establish retention periods for correspondence, regardless of media.  In the General Records Schedules, most general correspondence, and therefore most e-mail, has a retention period of 2-3 years. The only exceptions are: 

· Commissioner or Agency head correspondence and e-mail is considered of historical value and to be kept permanently. 

· Correspondence and e-mail related to the official state budget is to be kept for 4 years (two biennia) and then destroyed. 

· Correspondence and e-mail related to equipment and property is to be kept for 5 years, and then destroyed. 
· Transitory Correspondence (General Schedule #13, Item 4) - Correspondence received/created by a state agency that is purely informational in nature is considered transitory correspondence and should be kept for 30 days or until no longer needed.  These include routine questions from the public, letters of thanks, etc.
· Junk mail such as advertisements and any personal e-mails an employee may have in their state e-mail accounts do not need to be preserved, since these are not official state government records. 
In summary, most state agency correspondence and e-mail has a retention schedule of 2 to 5 years (unless for a commissioner or agency head, which is archival / permanent). Keep in mind this speaks to correspondence.  There are also program records associated with your emails which would be filed with related records series according to their appropriate records schedules.
Main Categories of Email Records

· Correspondence

· Administrative

· General

· Routine/transitory

· Records related to your specific responsibilities (Program Records)

When Are Emails NOT Correspondence?

Records, but not correspondence
· Reports

· Working papers

· Meeting minutes or agendas

· Work assignments or schedules

· Job applications

Non-records
· Convenience Copies

· Reference material
· Spam
Identify YOUR Records

The number of records on retention schedules can be overwhelming so identify only the records that apply to you.  Generally, not more than 10 records series will apply to any employee.
· What types of email do you send?

· What types of email do you receive?

Think in terms of what your job functions are and ask yourself:  “Is this email related to my job functions?”

What Emails Do I Keep?

· First, determine whether or not it is a record

· Second, determine if this email is related to your job or should go to someone else

· Third, decide if you are the custodian – the person who has the “record copy” of the email

First Step – Non Records
These can be deleted immediately because they are not records and subject to a retention schedule.
· Personal Correspondence: Any e-mail not received or created in the course of state business, may be deleted immediately, since it is not an official record: the "Let’s do lunch" (not a State-business lunch) or "Can I catch a ride home" type of note. 

· Publications: Promotional material from vendors, and similar materials that are "publicly available" to anyone, are not official records unless specifically incorporated into other official records. 
· Spam

· CC’s: If this is strictly a convenience copy where you are not adding to the document and no action is required, most often these will be non records
Second Step – Not Part of Your Job 

Determine if the content of the email is directly related to your job or responsibilities as a state employee.  Should it go to somebody else?  If you can answer YES and either delete or forward the email (again, no action is required on your part), then it is not a record (you are not responsible for the record).
Third Step – Custodian of Record

If you have determined that the email is a record and is part of your job (step 1 and 2) the final step would be to determine if you in fact hold the “record copy.”  Are you the designated person in your agency responsible for retaining these records?  If NO you can either delete or forward.
If YES this email is the official record copy and YOU must retain it according to your records retention schedule.  This is where appropriate agency schedules and file plans are vital because employees would know what records they are responsible for keeping.  
Managing Your Electronic Records

Any electronic record (word processing document, spreadsheet, e-mail message, etc.) should, if it's "record material" that requires retention and filing, be stored in a properly named directory/subdirectory.
Some Suggested Mailboxes...

Here are some mailbox suggestions:

· Personal e-mail (delete at will)

· Non-record material (delete at will)

· Transitory e-mail (delete after 30 days or until no longer needed)
· Commissioner correspondence (Archival)
· General Schedule correspondence (retain 2-5 years)
· Program Records (retain according to agency schedule)

· Permanent Program Records – such as board meeting minutes, corporate charters (Archival)
Email Tips

· Don’t use personal email for professional business

· Don’t delete emails indiscriminately 

· Limit the use of “Reply All”

· Fill in/use meaningful subject lines

When Employees Leave a Position

When an employee leaves a position, computer files, including e-mail, may NOT be automatically deleted!  Senior administrator should take action to ensure that the electronic records of employees are maintained as required, especially if an employee leaves a position.
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