Data Security Breach Questions
Introduction
Pursuant to L.D. 2139, the Bureau of Financial Institutions, in consultation with the Maine Credit Union League, the Maine Association of Community Banks, the Maine Bankers Association and the New England Financial Services Association, was mandated to conduct a study of the impact of data security breaches on Maine banks and credit unions since January 1, 2007 that have or should have been reported under Maine’s Notice of Risk to Personal Data Act.  The Bureau was further mandated to submit its findings to the Insurance and Financial Services Joint Standing Committee by December 1, 2008.
“Data security breach" means the unauthorized acquisition of an individual's computerized data that compromises the security, confidentiality or integrity of personal information of the individual maintained by a person, including banks and credit unions.  
“Personal information” means an individual’s first name, or first initial, and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted or redacted:

A. Social security number;

B. Driver’s license number or state identification card number;

C. Account number, credit card number or debit card number, if circumstances exist wherein such a number could be used without additional identifying information, access codes or passwords;

D. Account passwords or personal identification numbers or other access codes; or

E. Any of the data elements contained in paragraphs A to D when not in connection with the individual’s first name, or first initial, and last name, if the  information if compromised would be sufficient to permit a person to fraudulently assume or attempt to assume the identity of the person whose information was compromised.

Good faith acquisition of personal information by an employee or agent of a person on behalf of the person is not a data security breach if the personal information is not used for or subject to further unauthorized disclosure.
Pursuant to Title 9-B, all submitted surveys will be treated as confidential by the Bureau.  Information from the surveys will be aggregated and summarized, and the Bureau’s findings will be submitted in a manner so that no individual financial institution will be identified.
Scope

Please provide information relating to data security breaches that have: (a) occurred since January 1, 2007; and (b) affected 25 or more customers at your financial institution who are Maine residents.  Include those data security breaches that had an impact on your financial institution, whether or not the breach occurred at your financial institution.
Submission deadline
Complete and submit this survey to the Bureau by no later than August 15th, 2008.
General directions

There are two parts to the survey:  Part I requires narrative responses to your institution’s process in identifying and responding to breaches and Part II requests costs incurred in responding to the breaches.  We understand that exact dollar amounts may not be known for all expenses incurred and therefore the use of estimated costs, if explained, is acceptable.  Additional guidance for completing Part II is provided below:

Directions for completing Part II

1. All costs should be based upon information available to your financial institution.  If precise figures are not available, please justify any estimated costs.

2. All costs are “per breach.”  Complete a separate spreadsheet for each breach identified in Part 1, Question 1.

3. Indirect costs are any costs that are not considered direct costs, such as lost productivity.  Report only those indirect costs that are incurred as a result of the breach.  Do not report indirect costs that would have been incurred in any event (e.g., fraud department).  

4. For all indirect costs, provide an accounting/explanation as to how such costs were calculated.

5. All categories of costs are mutually exclusive.  Do not include a cost in one category if it has been included in another category.
Completed surveys should be sent to:

Bureau of Financial Institutions

Department of Professional and Financial Regulation

36 State House Station

Augusta, ME 04333-0036

Email:  BFI.info@Maine.gov
To send a secure message, go to the following Zix site to set up an account and log in.

https://maine-securemail.net/s/login?b=stateofmaine 
If you have any questions, contact Christian Van Dyck at (207) 624-8574.
SURVEY QUESTIONS
Name of Financial Institution:

Contact person:

Telephone number:

Email address:

Part I: General Questions (provide brief narrative responses)
1. Identify each breach affecting your financial institution and involving 25 or more Maine customers that occurred since January 1, 2007.  Be as specific as possible, e.g., entity name where the breach occurred (including the name of your financial institution, if applicable), or, if unavailable, the entity type, date or code number, as indicated on any CAMS (Compromised Account Management System) or similar fraud alerts.
2. For each breach that occurred at your financial institution, provide the date the breach was reported to regulators under 10 M.R.S.A. chapter 210-B.

3. For each breach that occurred at your financial institution, describe how and when the breach was first detected within your financial institution.

4. For each breach that did not occur at your financial institution, describe how and when your financial institution first learned of the breach.
5. For each breach, describe what personal information was breached, to the extent it is described in any breach notifications, such as CAMS alerts, received by your financial institution (e.g., Track 1 or 2 data).
6. For each breach, identify/specify how many accounts at your financial institution were breached, and how many customers were affected by the breach.

7. For each breach, describe any audit(s) related to the breach that were conducted to determine what accounts were breached.

8. For each breach, describe the steps taken by your financial institution in response to the breach.
9. For each breach, describe if, when and how you notified your customers of the breach.

10. For each breach, how many accounts, if any, were subject to unauthorized or fraudulent transfers and what amount from your financial institution was transferred fraudulently or without authorization?

11. For each breach, describe any media communications (oral, electronic and print) by your financial institution in relation to the breach.
12. For each breach, provide other relevant information, if any, in relation to the breach that is not described above.
Part II: Costs (Complete the spreadsheet.  Leave shaded cells blank.)
Identify breach and date of occurrence:
	
	Direct
	Indirect
	Affected Accounts
	Estimated Hours

	
	$
	$
	#
	#

	1. Internal Investigation
	
	
	
	

	     (a) Audit/research
	
	
	
	

	     (b)Legal
	
	
	
	

	     (c) Data Processing/IT
	
	
	
	

	     (d) Other
	
	
	
	

	2. Customer Communications
	
	
	
	

	     (a) initial notification
	
	
	
	

	     (b) subsequent     communications(
	
	
	
	

	     (c) public media(
	
	
	
	

	3. Reissuance costs
	
	
	
	

	     (a) credit card reissuance
	
	
	
	

	     (b) debit card reissuance
	
	
	
	

	     (c) other reissuance (e.g., checks)
	
	
	
	

	4. External Legal
	
	
	
	

	     (a) Investigation/consultation
	
	
	
	

	     (b) Defendant/third party    costs
	
	
	
	

	     (c) Plaintiff costs
	
	
	
	

	5. External Audit
	
	
	
	

	6. External Consultant
	
	
	
	

	7. Fraud Losses(
	
	
	
	

	     (a) Insurance Recovery
	(            )
	
	
	

	8. Judgment( in favor
	(            )
	
	
	

	9. Judgment( against
	
	
	
	

	     (a) Insurance Recovery
	(            )
	
	
	

	10. Settlement paid out
	
	
	
	

	     (a) Insurance Recovery
	(            )
	
	
	

	11. Settlement received
	(            )
	
	
	

	12. Free/Discounted Services to customers
	
	
	
	

	13. Other (Identify)
	
	
	
	

	TOTAL
	
	
	
	



Explanations/Justifications:
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( Item 2(b). Includes all forms of internal and external communications, as well as call center costs.


( Item 2(c). Includes oral, electronic and print media.


(  Item 7. Losses sustained as a result of actual fraudulent or unauthorized transfers from accounts.








( Items 8 and 9. Includes any final court order or arbitration award in favor of your financial institution or pursuant to which your financial institution has been ordered to pay any damages and/or costs.
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