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Learning Objectives

To provide you with statistics about fraud, a
profile of a typical fraudster, a discussion
about common fraud schemes in government
and what you can do prevent fraud in your
organization.
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What We Will Cover

* Fraud Statistics

* Profile of the Fraudster

« Common Fraud Schemes
* Preventing Fraud
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Fraud Statistics
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I Recent Headlines

Montreal's interim mayor SEC charges Pennsylvania's
arrested on fraud charges Harrisburg with fraud

lllinois Is Accused of Fraud by S.E.C.

$1M lottery winner accused of

Staggering $30M theft from tiny Ill. city fraud for using food stamps

China audit details fraud, waste at
Beijing-Shanghai railway

Rhode Island House Speaker to Step

Steamship bookkeeper charged with : _
Down After FBI Raids Home, Office

fraud

Former Wayne County Assistant County Executive
Pleads Guilty to Honest Services Fraud

RSM
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2016 Report to the Nations on Occupational Fraud and Abuse

REPORT TO THE NATIONS

ON OCCUPATIONAL FRAUD AND ABUSE

2018 GLOBAL FRAUD STUDY

$ATE RSM
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I Impact of Fraud on Organizations

The typical organization loses 5% of its annual
revenue to fraud translating into a potential total
fraud loss of more than $3.5 trillion.

Private Co: 39.3% $200k
Public Co: 28.0% $127k
Govt: 16.8% $81k
NFP: 10.4% $100k
Other: 5.5% $75k

Cases studied — 2,410
Total losses identified in the ACFE Study were $6.3B
Median months to detection was 18 months

~ Median loss was $2.7M RSM



Victim Organizations - Government

Government and Public Administration

141 Cases

Schars Number | Percent

of Cases | of Cases
Corruption 50 35.5%
Billing 33 23.4%
Non-Cash 27 19.1%
Skimming 25 17.7%
Expense Reimbursements 19 13.5%
Payroll 18 12.8%
Check Tampering 15 10.6%
Cash on Hand 12 8.5%
Cash Larceny 10 7.1%
Financial Statement Fraud 9 6.4%

N —

©2016 RSM US LLP. All Rights Reserved.

Register Disbursements 4 2.8% RSM
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I How Occupational Fraud is Committed
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Detection of Fraud Schemes
* Initial Detection of Occupational Frauds

Initial Detection of Occupational Frauds
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Detection of Fraud Schemes

» Source of Tips

2
: Anonymous 12.4%
o
S Other 11.6%
=
{?} Vendor 9.0%
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Perpetrators

 Position of Perpetrator — Frequency

Employee 42.1%
37.5%

Manager 41.0% - 2008
37.1%

Owner/Executive

17.6%
16.9% '
23.3%

Other* - i

Position of Perpetrator

0% 10% 20% 30% 40%

Percent of Cases
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Perpetrator

 Gender of Perpetrator — Frequenc
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Perpetrators

» Age of Perpetrator — Frequency
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Perpetrators

 Tenure of Perpetrator — Frequency

50%
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Perpetrators
« Education of Perpetrator — Frequency

16.9%
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o
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Perpetrators

Accounting

B
—

Operations
Sales

Executive/Upper Management

6.9%
7.2%

Other+ I 5.5

Department of

Customer Service

Purchasing
" 4.2%
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Board of Directors 1.4%
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; . ; 1.1%
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Legal '0.5%
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Perpetrators

 Perpetrator’'s Employment Background

83.7% - 2012
Never Punished or Terminated 82.4% |
82.6%

°
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o 12.3%
m
e
= 8.1%
£ Previously Punished 8.1%
"E' 5.1%
2
| 1.2%
- Other* |
0% 20% 40% 60% 80% 100%

Percent of Cases

©2016 RSM US LLP. All Rights Reserved. RSPQA



Perpetrators

Living Beyond Means 2012

Fi ial Difficulti
inancial Difficulties 2010

Unusually Close Association with Vendor/Customer
2008
Control Issues, Unwillingness to Share Duties

Divorce/Family Problems

Wheeler-Dealer Attitude

Irritability, Suspiciousness or Defensivenass

Behavioral
Red Flags of
Perpetrators

Addiction Froblems
Past Employment-Related Problems

Complained About Inadequate Pay

Behavioral Red Flags

Refusal to Take Vacations

Excessive Pressure from Within Organization
Past Legal Problems

Complained About Lack of Authority
Excessive Family/Peer Pressure for Success

Instability in Life Circumstances
0

%Y 5% 15% 10%  20% 5%  30% 35% 40%  46%

Percent of Cases I
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Profile of the Fraudster
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I What do the statistics tell us?

* Middle aged male, employed by
the organization for a number of
years and in a position of trust.

 Educated.

 Works in in the financial
department.

 Member of management.

©2016 RSM US LLP. All Rights Reserved.



I The Fraud Environment

3 )
OPPORTUNITY

Hmmm...Bob never even asked
me to look at that new vendor
file before he approved it...

/

How will | pay g _
my bills? eserve a raise...

Kids need.... e = | work long hours..
| should have been
promoted..

I'll pay it back...

| want ....

Casino night ....
Drugs ...

©2016 RSM US LLP. All Rights Reserved.



Red Flags

Pressure or Incentive (NEED) “Red Flags”
[1High personal debts

"ILive beyond means

_|Excessive investment speculation
IExcessive gambling

"1Substance abuse Rationalization “Red Flags”
[|Extra-marital affairs /Not compensated fairly
[1Job frustration [1Everyone else does it
[ IResentment of superiors “lIntended to pay it back
_ "INeeded the money
Opportunity “Red Flags” [IFelt cheated and wanted revenge

‘lInadequate internal controls

[1Too “cozy” with suppliers

_JAnnual vacations or sick days not taken
\Weak management or excessive turnover
[lIneffective or no internal audit

[INo rotation of job duties among employees
[JProcedures not well understood/always in
“crisis mode”

[1Large amounts of cash on hand or processed

"1Bribe or kickback was too tempting

RSM
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Common Fraud Schemes
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I The Top 5 Fraud Risks in Government

1. Non-Cash Assets — stealing or misusing non-
cash assets

2. Procurement/Billing — submitting or inflating
invoices for fictitious goods, services, purchases

3. Skimming — stealing cash before it is recorded

4. Payroll/expense reimbursement — false claim
for compensation resulting in payment

5. Bribery — receiving something of value to
influence a decision

RSM



Other Observations

Over 40%

* no effective internal audit function to audit fraud risks
Over 45%

 no effective code of conduct/ethics policy

Over 60%

* no training program on the code of conduct/ethics policy

* no established process to investigate and resolve potential
fraud concerns

* no effective process for identifying significant fraud risks

Over 70%

* no effective process for employees, citizens or vendors to
report potential fraud

RSM
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Grant Fraud

Indicators of Fraud, Waste & Misuse of grant funds can be
due to a variety of causes and are rarely a simple “Black and
White” issue— we must follow-up on all such concerns.

Mistakes Gross Criminal
Negligence Fraud

RSM
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I Grant Fraud

Common Grant Fraud Schemes

Most fraud, waste, and misuse of funds
falls into one or more of three general
categories:

1. Conflicts of Interest

2. “Lying” or Failing to Properly Support
the Use of Funds

3. Theft

RSM
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I Conflicts of Interest

Grantees are required to use federal funds in the best interest of
their program and these decisions must be free of undisclosed
personal or organizational conflicts of interest—both in appearance
and fact.

The typical issues in this area include:

* Less than Arms-Length Transactions: purchasing goods or
services or hiring an individual from a related party such as a
family member or a business associated with an employee of a
grantee.

» Sub grant award decisions and vendor selections must be
accomplished using a fair and transparent process free of
undue influence. Most procurements require full & open
competition.

» Consultants can play an important role in programs, however,
their use requires a fair selection process, reasonable pay
rates, and specific verifiable work product. P

©2016 RSM US LLP. All Rights Reserved. RSBOA




I Lying or Failing to Properly Support

A grant agreement is essentially a legally binding contract and
grantees are obligated to use their grant funds as outlined in the
agreement and to act with integrity when applying for and reporting
their actual use of funds. Grantees are also obligated to properly track
the use of funds and maintain adequate supporting documentation.

The typical issues in this area include:

 Unilaterally redirecting the use of funds in a manner different
than outlined in the grant agreement.

» Failing to adequately account for, track or support transactions
such as personnel costs, contracts, indirect cost rates,
matching funds, program income, or other sources of revenue.

» Grantee’s must accurately represent their eligibility for funding
and cannot provide false or misleading information in their
application or subsequent narrative progress or financial status
reports.

RSV
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|

 Theft is the most common issue in almost all organizations—
including those that receive federal grant funding.

* People that embezzle funds can be extremely creative and appear
very trustworthy—precisely why they can do so much damage to an
organization and remain undetected for extended periods of time.

* Poor or no internal controls equals virtually inevitable theft. A lack
of appropriate separation of duties is one of the most common
weaknesses.

» Checks routinely written to employees as “reimbursement” of
expenses and the use of ATM / Debit / Gift / Credit Cards must be
carefully controlled and require robust oversight.

©2016 RSM US LLP. All Rights Reserved. RSBZA



I Case Examples

RSM



I Case Example #1

The Case of the Disappearing Credit Card
Balances

Type of Entity: Steamship Authority
Type of Fraud: Asset Misappropriation; cash

Cause of Fraud: Lack of segregation of duties in
internal controls; long term employee; trust; no
compensating controls

Estimated Loss: $125,000

RSV



I Case Example #2

The Case of the Dating Game
Type of Entity: State

Type of Fraud: Asset misappropriation through
fraudulent refunds of unclaimed property

Cause of Fraud: Lack of segregation of duties;
poor internal controls; lack of corrective action on
findings; conspiracy

Estimated loss: $10,000,000

RSV



I Case Example #3

The Case of the Millionaire Lawn Guy
Type of Entity: Tribe

Type of Fraud: Asset misappropriation through
fraudulent invoices

Cause of Fraud: Management override; coercion;
conspiracy; intimidation

Estimated loss: undetermined but in the millions

RSM



I Case Example #4

The Case of the Do You Know Who | Am Brothers
Type of Entity: Tribe

Type of Fraud: Asset misappropriation through
fraudulent charges and no-show jobs

Cause of Fraud: Lack of enforcement of internal
controls for certain tribal members

Estimated loss: $850K

RSM
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Preventing Fraud
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Fraud Prevention —Steps auditees can take
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I How to Prevent Fraud

* Create an anti-fraud environment
* Know your fraud risks

» Develop an oversight process

RSM
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How to Prevent Fraud

Set the Tone at the Top
(CONTROL ENVIRONMENT)

» Hold elected officials and management responsible
* Lead by example

* Behave ethically

« Openly communicate expectations to employees

« Maintain a zero tolerance policy

» Treat all employees equally, regardless of position

» Enforce a code of conduct founded on integrity

RSM
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How to Prevent Fraud

Creating a Positive Workplace environment

* Poor employee morale can affect an employee’s attitude about committing fraud.
» Factors that help create a positive work environment and reduce the risk of fraud
include:
- Recognition and reward systems that are in tandem with goals and results
- Equal employment opportunities
- Team-oriented, collaborative decision-making policies
- Professionally administered compensation programs

- Professionally administered training programs and an organizational priority of career development

* HRs instrumental in helping to build a positive work environment.
« Employees should be empowered to help create a positive workplace.
- Input to development and updating the Code of Conduct

- Means to obtain advice internally before making decisions that appear to
have significant legal or ethical implications.

- Encouraged and given means to communicate concerns (anonymously) = hotline

RSM
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How to Prevent Fraud

Hiring and Promoting Appropriate Employees

« Conduct background investigations before hiring or for a promotion to a position of
trust.

« Thoroughly check candidate’s education, employment history, and references.
» Periodic training of all employee’s on values and code of conduct.

* Incorporate into regular performance reviews an evaluation of how each individual has
contributed to creating an appropriate workplace environment in line with the entity’s
values and code of conduct.

« Continuous objective evaluation of compliance with the entity’s values and code of
conduct, with violations being addressed immediately.

RSM
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How to Prevent Fraud

Fraud Awareness/Training

« All new employees should be trained at time of hiring about values and code of
conduct.

« Training should include:

* Their duty to communicate certain matters

» Alist of the types of matters to be communicated along with examples
 Information on how to communicate those matters

 Affirmation from senior management regarding employee expectations and
communication responsibilities

« Refresher training periodically

RSM
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How to Prevent Fraud

Confirmation

Management needs to clearly articulate that all employees will be held accountable to act within
the code of conduct.

All employees within senior management and the finance function, as well as other employees in
areas that might be exposed to unethical behavior (for example, procurement, sales and
marketing) should be required to sign a code of conduct statement annually.

Discipline

©2016 RSM US LLP. All Rights Reserved.

The way an entity reacts to incidents of alleged or suspected fraud sends a strong message
throughout the entity.

The following actions should be taken in response to an alleged incident of fraud:
A thorough investigation of the incident should be conducted

Appropriate and consistent actions should be taken against violators

Relevant controls should be assessed and improved

Communication and training should occur to reinforce the entity’s values, code of conduct, and
expectations

Expectations about the consequences of committing fraud must be clearly communicated

throughout the entity. B

RSM



I How to Prevent Fraud

* |dentify and measure fraud risks
» Mitigate fraud risks

* Implement and monitor appropriate internal controls

RSM
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I Internal Control

* Internal control is a process driven by management
and employees.

« Controls are only as good as people implementing
them.

« Controls should be designed to reduce the
opportunity for fraud.

* The best internal controls are designed after a
thorough risk assessment.

RSM

©2016 RSM US LLP. All Rights Reserved.



I Types of Controls

* Preventive
* Detective
e Corrective

Manual and automated




I What are Some Key Controls for Auditees?

« Segregation of duties

» Timely cash deposits and reconciliations
» Timely reconciliation of bank statements
» Requiring double signatures or approvals

 Limiting access to credit cards and regular monitoring of
usage

« Have written policies on credit card usage

* Review credit card statements

* Documentation, documentation, documentation
* Never pre-sign checks.

RSM
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I Segregation of Duties

* Probably the most important control.

* Ensure that no one employee has complete
control over cash receipt, deposit, and bank
reconciliation.

» Bank reconciliation should be done by an
employee that has no involvement with receipts
or disbursements.

Encourage whistleblowers.

» Educate employees about fraud risk.

RSM



I Reconciliations

* Ensure timely reconciliation of accounting
records to bank activity.

« Reconciliations should be done by management.

« Supervisor not involved with collection should
review reconciliations daily.

* Another individual should reconcile what was
collected to what was deposited in the bank.

* Dalily reconciliation for cash receipts.
 Daily deposits to bank.

RSM



Important Internal Control Thoughts

* Internal controls are needed for all agencies
regardless of size.

* Limited controls are better than none.
“Trusting” employees is admirable but can be
an invitation to fraud.

» A financial audit should not be relied upon to
prevent or detect fraud.

 Management buy in is critical.

RSM



I Preventing Fraud Summary

» Fraud awareness
»Fraud reporting mechanism

» Set the ‘tone’ — zero tolerance

» Appropriate consequences

» |/C structure — detective controls
» Segregation of duties

» Plan




ACFE Fraud Prevention Checklist

Anti-fraud training

Fraud reporting mechanism

Proactive measures / perception of detection
Management climate/tone at the top

Fraud risk assessments

Anti-fraud controls effectively

Internal audit department

©® NO Ok b=

Hiring policy

9. Employee support programs
10. Open-door policy

11. Anonymous surveys

©2016 RSM US LLP. All Rights Reserved. RSB5A
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YOUR TIME AND

ATTENTION




RSM US LLP

80 City Square

Boston, Massachusetts 02129

+1 800 274 3978
WWW.rsmus.com

This document contains general information, may be based on authorities that are subject to change, and is not a substitute for professional
advice or services. This document does not constitute audit, tax, consulting, business, financial, investment, legal or other professional
advice, and you should consult a qualified professional advisor before taking any action based on the information herein. RSM US LLP, its
affiliates and related entities are not responsible for any loss resulting from or relating to reliance on this document by any person.

RSM US LLP is a limited liability partnership and the U.S. member firm of RSM International, a global network of independent audit, tax and
consulting firms. The member firms of RSM International collaborate to provide services to global clients, but are separate and distinct legal
entities that cannot obligate each other. Each member firm is responsible only for its own acts and omissions, and not those of any other
party. Visit rsmus.com/aboutus for more information regarding RSM US LLP and RSM International.

RSM® and the RSM logo are registered trademarks of RSM International Association. The power of being understood® is a registered
trademark of RSM US LLP.
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