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State of Maine Active Directory Management and Operations

Section 1, General Tenets

Introduction: The Active Directory service is an integral component of the State of Maine’s network infrastructure that is based on Microsoft’s server operating systems. Successful management of the State of Maine’s Active Directory environment requires distribution of certain administrative responsibilities among administrators according to organizational, operational, legal, and administrative needs. Certain requirements, practices, and schema access controls can help lead to a more securely and efficiently managed Active Directory services infrastructure. This includes the limiting of Domain Controller (DC) administrative accounts and standardizing DC configurations while providing support staff with the rights they need to adequately support business requirements.

Purpose: The purpose of this position paper is to present the recommendations of the ADAIC committee to OIT management for consideration as guidelines for Active Directory maintenance and support. These recommendations are deemed to be the best approach for the support and maintenance of the AD infrastructure for the State of Maine. Acceptance and implementation of these recommendations resides with the appropriate OIT management staff. OIT management reserves, as a prerogative right, the ability to resolve disputes at a management level without committee involvement.

Scope: The principles and procedures defined in this document will apply to all individuals that have administrative, maintenance, and support responsibilities pertaining to the State of Maine’s Active Directory environment.

Committee Conduct: The AD Advisory committee will consist of a chairperson (appointed by the OIT Core Technology Services manager) and primary OIT individuals that have administrative access to and responsibility for the operation and maintenance of the AD infrastructure and /or resources. Committee decisions will be based on open voting, following motions and seconds based on standard parliamentary rules. Votes will be conducted on technical and/or administrative issues founded in fact or need. The quorum process will be invoked at all meetings. If a quorum is present at a meeting at which a vote is taken, that vote will be binding. Re-opening any issue that has been subjected to a valid vote is at the discretion of the committee chairperson.

Charter: This adopted charter, by inference, creates the body of this document as a “living document”. In turn, this means that all recommendations presented here are continuously subject to change, as operational requirements vary given the fluid nature of the State of Maine’s AD environment.

The Active Directory Architecture & Infrastructure Committee (ADAIC) is chartered to provide an administrative and technical forum for reviewing, evaluating, and recommending strategies, plans, and policies for the advancement of the Enterprise Active Directory. The committee recommends and advances design decisions, recommends policy implementation, coordinates upgrades, initiates reports, and insures efficient communications between central OIT and agency units.   

.

Areas of focus include:

· Review Active Directory information technology direction, capabilities, and strategic objectives to include recommending prioritization of information systems projects.

· Identify opportunities and technologies that will enhance the state’s Active Directory through process redesign and technology-assisted service delivery,

· Evaluate the readiness of the Active Directory to leverage such technologies.

· Oversee the Forest and child domain model.
· Set enterprise level standards such as naming and security.

· Review and identify issues, risks, and opportunities associated with Enterprise Active Directory planning initiatives.

· And other tasks as assigned

Section II, Staffing Support

Staffing Support: 

Enterprise Administrator Staffing: This support will be organizationally located in the OIT, Network Services Division, Network Systems Group. Based on Domain Name Services requirements and overall centrally maintained enterprise continuity requirements, it is imperative that these services remain linked from a support standpoint. All DC’s residing in the State of Maine’s Active Directory forest will fall under the administrative control of the OIT enterprise administrators. All external forest and domain controller connectivity will be addressed on an “as needed-basis” by the enterprise administrators. Forest – forest trusts will be established as “one way” only unless both forests fall under the administration and control of NSD. Staffing for the AD infrastructure and DC administration and support at the enterprise level will consist of the following positions. These support positions will have all required rights, privileges, and authority to make any and all changes to the AD infrastructure to satisfy enterprise or agency business requirements. 

Primary Forest Administrator – This position will be the focal point for schema and DC planning, implementation, upgrades, and adds/changes/deletes to the forest domain. This position will be staffed by a Microsoft Certified System Engineer(MCSE).

Secondary Forest Administrator – This position will assist the primary administrator with its assigned duties and serve as primary in the absence of the designated primary administrator. This position will be staffed by an MCSE.

First Alternate Forest Administrator – This position will serve as primary back-up for the designated full-time forest administrators. Duties will also include participation with  DC planning, implementation, upgrades, and adds/changes/deletes. This position will be staffed by an individual participating in an MCSE certification program.

Second Alternate Forest Administrator – (Inactive enterprise administrator account) – This position will serve to augment the other administrators in the event that none are available or as emergency situations dictate. In the event of needed assistance, the forest admin account for this administrator will be activated providing full forest level administrative rights and privileges to provide support. This individual will be informed of ALL upgrades, adds, changes, and deletes to the forest domain This position may be assigned to an individual outside of the NSG. This position will be staffed by an individual participating in an MCSE certification program.

Support Levels:
Support levels for AD infrastructure and DC administration and support shall consist of the following requirements:

Monday through Friday – The normal business day is considered to be 0600 to 1800. For NSD/NSG, barring unforeseen or uncontrollable situations, at least one of the three active account forest administrators will be readily available from 0700 to 1700 daily. In the event that none are on-site, at least one will be reachable by electronic means and respond to issues within thirty (30) minutes.

Off hour support – For critical system problems or outages, at least one forest admin will be reachable by electronic means and respond to issues within thirty (30) minutes. In the event that none can be reached, the Network Systems Group supervisor will be contacted for appropriate action.

Non-Enterprise Administrator Staffing:
Staffing for AD administration and support regarding domain / OU resources will consist of the following positions. This support will be organizationally located in the OIT, Enterprise Services Division and in the appropriate server / client support areas. These positions will be granted all required rights, privileges, and authority to make any and all changes to their assigned resources to satisfy agency business requirements.

Primary Agency Administrator – This position will be the focal point for domain and organizational unit resource administration and support. This position should be staffed by a Microsoft Certified System Administrator (MCSA).

Secondary Agency Administrator – This position will assist the primary administrator with its assigned duties and serve as primary in the absence of the designated primary administrator. This position should be staffed by an MCSA or an individual participating in an MCSA certification program .

Support Levels:
Support levels for agency level AD resource administration and support shall consist of the following requirements:

Monday through Friday – The normal business day is considered to be 0600 to 1800. Barring unforeseen or uncontrollable situations, at least one of the two agency level account administrators, when possible, will be readily available from 0700 to 1700 daily. In the event that none are on-site, at least one will be reachable by electronic means and respond to issues within thirty (30) minutes.

Off hour support – For critical agency system problems or outages, at least one agency administrator will be reachable by electronic means and respond to issues within thirty (30) minutes. In the event that none can be reached, the Network Systems Group or other appropriate section supervisor will be contacted for appropriate action, to include involving enterprise administrators.

Section III, Roles and Responsibilities:
State of Maine Active Directory Management and Operations

Introduction
Active Directory is an enterprise directory service that permits an organization to centrally manage and share resource information throughout the network. The State of Maine has adopted AD as its strategic direction. Active Directory  plays a major role in accomplishing the business goals of the State of Maine and its ability to successfully manage its users’ abilities to accomplish those business objectives. Consolidated and cohesive management of the AD infrastructure (Forest, Root, DCs, etc) is critical to achieve these goals and will be monitored by the Office of Information Technology, Network Services Division, Network Systems Group.

Primary Administration

The Active Directory structure is an integral component of the enterprise network infrastructure that is based on Microsoft’s server operating systems and the .NET philosophy. Management of the State of Maine’s Active Directory environment depends on two issues: access control and customer response. Access and the ability to service user requirements in a timely manner are serious concerns. 

The Office of Information Technology, Network Systems Group is the sole entity to install, operate, and maintain the AD infrastructure schema and domain controllers.  OIT/NSG, via NSG forest administrators, will manage full Domain Controller administration, to include the forest, root, and child domain DCs (Domain Controllers). Delegated administrators will function as OU administrators, unless delegated other required rights to satisfy essential business needs. Delegation of administrative responsibilities and rights to AD administrators will be assessed as to the need. This includes the limiting of Domain Controller administrative accounts – in accordance of security audit recommendations and conditions.

Administrative Responsibilities

· Enterprise (Forest) Administrators are responsible for (but not limited to):

· Planning, implementation, and maintenance of the Active Directory infrastructure.

· Ensuring that the AD directory infrastructure continues to function reliably.

· Ensuring that the goals established in service objectives are obtained.

· Organizational Unit (OU) Administrators are responsible for maintaining the information that is maintained in the Active Directory user structure:

· Management of user and computer accounts.

· Management of local resources, such as member servers and workstations and their data.
· ALL Organizational Unit administrators will have the appropriate delegated rights to provide acceptable service to their client agencies. 
Section IV, AD Security

Security: The following security recommendations should be incorporated into the AD infrastructure and environment and applied where appropriate:

.

· Limit AD Domain Logon to AD DCs, no logon to PCs and Servers (Run-As OK)

· Service accounts running under Forrest or Domain Administrator privilege blocked from logon to computers. 

· Only software in support of AD operations installed on AD DCs.  

· AD DCs configured as single purpose server in support of AD operations. [Not also as a File, Print, SQL, Mail, etc Server]

· Require Two Factor Authentication (SecureID, Biometric or Smart Card) for AD Domain Administrator logons. [Tie RSA SecureID accounts to AD Accounts and allow logon rights to AD]

· Use Kerberos and NTLM V2 authentication only; turn off LAN Manager and NTLM v1 authentication on AD DCs. [LAN Manager used by Win 9X, NTLM V1 used by NT4]

· Physically secure DCs in a locked data center or closet that provides accountable access by DC Administrators, but restricts all other access.

· AD DCs configured via a common High Security Policy template in accordance with Federal Common Criteria AD DC security standards [ AD Domain Administrators, Security & Policy develop procedure based on NSA and Microsoft AD Security standards & best practices]

· Security Configuration, Risk and Vulnerability Audit & Penetration Test of AD Forest & Domain Controllers and AD Forrest/Domain Administration conducted.

·  AD DC Security Audit logs collected and managed by Quest, access transferred to Security Division for accountability and retention.

· Remote Administration of DCs requires an AES encrypted connection. [RDP needs to be secured by TLS as it natively no longer provides sufficient protection]

Section V, Active Directory Change Management

Change Management: Change management is crucial to the effective performance of the AD infrastructure. This procedure establishes a process for the management and documentation of changes related to the Active Directory (AD) infrastructure.

All individuals that have the authority to make changes to the AD Enterprise schema and infrastructure at any level will adhere to this process. Any alteration to the AD infrastructure, if identified has having a possibility of impacting the overall performance of the infrastructure, must be announced and documented.

Procedure:Once the impact of a change has been determined to be of possible impact in nature to the overall schema, the following procedure must be adhered to (Subject to any change management procedures mandated by OIT):

1. All changes must be entered, by the initiating party, into the OIT Change Notes Calendar. (http://portalw.bisoe.state.me.us/ChangeNotesCalendar/).

2. All fields should be completed. At a minimum, information must include date, time, system, impact duration estimate, possible global impact, back-out, and contact information.

3. The initiating party is required to notify, via E-mail, all other AD administrators of the nature of the change. The primary Forest AD administrator shall maintain an accurate distribution list of all AD administrators for e-mail notification purposes.

4. If the change is deleted or deferred, the initiating party must notify, via E-mail, all other AD administrators.

5. Upon completion of a change, the initiating party must annotate the Change Notes Calendar with the results of the change.

Section VI, Domain / Domain Controller Configuration

DC Configuration: Documentation of the operational environment is extremely critical in nature. The enterprise administrators will maintain accurate documentation for each domain and domain controller and ensure that current back-up files are stored for all domain controllers under their administrative control. Non-enterprise administrators will maintain accurate documentation to reflect the status of their domain/OU environments and any required unique configurations to resolve business requirements. The Microsoft recommended Domain and DC configurations  are listed in Appendices ‘A’ and ‘B’.

Appendix “A”, Domain  Secure Configuration Template

Overview

This chapter uses the construction of a domain environment to demonstrate ways to address security within a Microsoft® Windows Server™ 2003 with Service Pack 1 (SP1) infrastructure.

This chapter focuses on the following topics:

Security settings and countermeasures at the domain level.

How to secure a Windows Server 2003 domain for the Legacy Client (LC), Enterprise Client (EC), and Specialized Security – Limited Functionality (SSLF) environments that are defined in Chapter 1, "Introduction to the Windows Server 2003 Security Guide."

This information provides a foundation and a vision for how to evolve from an LC environment to an SSLF environment within a domain infrastructure.

Windows Server 2003 with SP1 ships with default values that are set to a known, highly secure state. To improve the usability of this material, this chapter only discusses those settings that have been modified from the default values. For information about all default settings, see the companion guide, Threats and Countermeasures: Security Settings in Windows Server 2003 and Windows XP, which is available at http://go.microsoft.com/fwlink/?LinkId=15159.

Domain Policy

You can apply Group Policy security settings at several different levels in an organization. The baseline environment that is discussed in Chapter 2, "Windows Server 2003 Hardening Mechanisms" used Group Policy to apply settings at the following three hierarchy levels in the domain infrastructure:

Domain Level. Settings at this level address common security requirements, such as account and password policies that must be enforced for all servers in the domain.

Baseline Level. Settings at this level address specific server security requirements that are common to all servers in the domain infrastructure.

Role-Specific Level. Settings at this level address security requirements for specific server roles. For example, the security requirements for infrastructure servers differ from those for servers that run Microsoft Internet Information Services (IIS).

The following sections of this chapter will only discuss the Domain Level policy in detail. Most of the domain security settings that are addressed are for user accounts and passwords. When you review these settings and recommendations, remember that all settings apply to every user in the domain boundary.

Domain Policy Overview

Group Policy is extremely powerful because it allows an administrator to create a standard network computer configuration. Group Policy objects (GPOs) can provide a significant portion of a configuration management solution for any organization, because they allow administrators to make security changes simultaneously on all computers in the domain or subsets of the domain.

The following sections provide detailed information about the security settings that you can use to enhance the security of Windows Server 2003 with SP1. Tables are provided that summarize the settings, and detailed descriptions of how to achieve the security objectives for each setting are also provided. The settings are divided into categories that correspond to their presentation in the Windows Server 2003 Security Configuration Editor (SCE) user interface.

You can simultaneously apply the following types of security changes through Group Policy:

Modify permissions on the file system.

Modify permissions on registry objects.

Change settings in the registry.

Change user rights assignments.

Configure system services.

Configure audit and event logs.

Set account and password policies.

This guide recommends that you create a new Group Policy at the domain root to apply the domain-wide policies that are discussed in this chapter. This approach will make it easier for you to test or troubleshoot the new Group Policy, because if you need to roll back changes you can simply disable it. However, some applications that are designed to work with Active Directory make changes to the built-in Default Domain Policy. These applications are not going to be aware of the new Group Policy you implemented if you follow the recommendations in this guide. Before you deploy new enterprise applications, be sure to test them thoroughly. If you encounter problems, check to see whether the application has modified account policies, created new user accounts, modified user rights, or made other changes to the Default Domain Policy or local computer policies.

Account Policies

Account policies, which include password policy, account lockout policy, and Kerberos policy security settings, are only relevant in the domain policy for all three environments that are defined in this guide. Password policy provides a way to set complexity and change schedules for high security environments. Account lockout policy allows tracking of unsuccessful password logon attempts to initiate account lockouts if necessary. Kerberos policies are used for domain user accounts, and determine settings that relate to the Kerberos authentication protocol, such as ticket lifetimes and enforcement.

Password Policy

Complex passwords that are changed on a regular basis reduce the likelihood of a successful password attack. Password policy settings control the complexity and lifetime for passwords. This section discusses each specific password policy setting and how they relate to each of the three environments that are defined in this guide: Legacy Client, Enterprise Client, and Specialized Security – Limited Functionality.

Strict requirements for password length and complexity do not necessarily mean that users and administrators will use strong passwords. Although password policy may require users to comply with technical complexity requirements, additional strong security policy is needed to ensure that users create passwords that are hard to compromise. For example, Breakfast! might meet all password complexity requirements, but it is not a very difficult password to crack.

If you know certain facts about the person who creates a password, you might be able to guess their password if it is based on their favorite food, car, or movie. One strategy of organizational security programs that seek to educate users about strong passwords is to create a poster that describes poor passwords and display it in common areas, such as near a water fountain or copy machine. Your organization should set strong password creation guidelines that include the following:

Avoid the use of words from a dictionary in any language, including common or clever misspellings of words.

Do not create a new password that simply increments a digit in your current password.

Avoid the use of passwords that begin or end with a numeral because they can be guessed easier than passwords that have a numeral in the middle.

Avoid the use of passwords that others can easily guess by looking at your desk (such as names of pets, sports teams, and family members).

Avoid the use of words from popular culture.

Enforce the use of passwords that require you to type with both hands on the keyboard.

Enforce the use of uppercase and lowercase letters, numbers, and symbols in all passwords.

Enforce the use of space characters and characters that can be produced only by pressing the ALT key.

You should also use these guidelines for all service account passwords in your organization.

Password Policy Settings

The following table includes the password policy setting recommendations for all three environments that are defined in this guide. You can configure the password policy settings in the following location in the Group Policy Object Editor:

Computer Configuration\Windows Settings\Security Settings\
Account Policies\Password Policy

Additional information for each setting is provided in the subsections that follow the table.

Table 3.1 Password Policy Setting Recommendations

	Setting
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Enforce password history
	24 passwords remembered
	24 passwords remembered
	24 passwords remembered

	Maximum password age
	42 days
	42 days
	42 days

	Minimum password age
	1 day
	1 day
	1 day

	Minimum password length
	8 characters
	8 characters
	12 characters

	Password must meet complexity requirements
	Enabled
	Enabled
	Enabled

	Store password using reversible encryption
	Disabled
	Disabled
	Disabled


Enforce password history

This policy setting determines the number of unique new passwords that must be associated with a user account before it is possible to reuse an old password. The value can be set between 0 and 24 passwords.

The default value for the Enforce password history setting in Windows Server 2003 with SP1 is the maximum, 24 passwords. Microsoft recommends this value for all three environments because it helps ensure that old passwords are not continually reused, because common vulnerabilities are associated with password reuse, and because a low number for this setting will allow users to continually recycle a small number of passwords repeatedly. Also, there are no known issues with this recommendation for environments that include legacy clients.

To enhance the effectiveness of this policy setting, you may also configure the Minimum password age setting so that passwords cannot be changed immediately. This combination makes it difficult for users to reuse passwords, either accidentally or on purpose. 

Maximum password age

This policy setting defines the period in which an attacker who has cracked a password may use it to access a computer on the network before the password expires. The range of values for this policy setting is from 1 to 999 days. You can configure the Maximum password age setting so that passwords expire as often as necessary for your environment. The default value for this setting is 42 days.

Regular password changes can help prevent passwords from being compromised. Most passwords can be cracked if an attacker has enough time and computing power. The more frequently the password changes, the less time an attacker has to crack it. However, the lower this value is set, the greater the potential for an increase in calls to help desk support.

Microsoft recommends that the Maximum password age setting be left at the default value of 42 days for all three environments that are defined in this guide. This configuration ensures that passwords are changed periodically but does not require users to change their password so often that they cannot remember what it is. To balance the needs of security and usability, you can increase the value for this policy setting in the Legacy Client and Enterprise Client environments.

Minimum password age

This policy setting determines the number of days that a password must be used before a user can change it. The range of values for the Minimum password age setting is between 0 and 999 days; a value of 0 allows the password to be changed immediately. The default value for this policy setting is 1 day.

The Minimum password age setting must be less than the Maximum password age setting, unless the Maximum password age setting is configured to 0 (which means that passwords would never expire). Configure the Minimum password age to be greater than 0 if you want the Enforce password history setting to be effective. Without a minimum password age, users can cycle through passwords repeatedly until they can reuse an old favorite.

Microsoft recommends that you enforce the Minimum password age default value of 1 day for all three environments that are defined in this guide. When this setting is used in conjunction with a similar low value in the Enforce password history setting, users can recycle the same passwords again and again. For example, if Minimum password age is configured to 1 day and Enforce password history is configured to 2 passwords, users would only have to wait 2 days before being able to reuse an old favorite password. However, if Minimum password age is configured to 1 day and Enforce password history to 24, users would need to change their password every day for at least 24 days before they could reuse a password—which is unlikely.

Minimum password length

This policy setting ensures that passwords have at least a specified number of characters. Long passwords—eight or more characters—are usually stronger than short ones. When the Minimum password length setting is used, users cannot use blank passwords and they must create passwords with a specific number of characters. The default value for this setting is seven characters.

This guide recommends that you configure the Minimum password length setting to eight characters for the Legacy Client and Enterprise Client environments. This configuration is long enough to provide some level of security but still short enough for users to easily remember. Also, this configuration provides a reasonably strong defense against the commonly used dictionary and brute force attacks.

(Dictionary attacks use word lists to obtain a password through trial and error. Brute force attacks try every possible password or encrypted text value. The likelihood of a successful brute force attack depends on the length of the password, the size of the potential character set, and the computational power that is available to the attacker.)

This guide recommends that you configure the Minimum password length setting to 12 characters for the Specialized Security – Limited Functionality environment.

Each additional character in a password increases its complexity exponentially. For example, a seven-character password would have 267, or 1 x 107, possible combinations. A seven-character case-sensitive alphabetic password has 527 combinations. A seven-character case-sensitive alphanumeric password without punctuation has 627 combinations. At 1,000,000 attempts per second, it would take approximately 40 days to crack. An eight-character password has 268, or 2 x 1011, possible combinations. Although this might seem to be an overwhelmingly large number, at 1,000,000 attempts per second (a capability of many password-cracking utilities) it would take only 59 hours to try all possible passwords. Remember, these times will significantly increase for passwords that use ALT characters and other special keyboard characters, such as ! or @.

Passwords are stored in the Security Accounts Manager (SAM) database or Active Directory after they are passed through a one-way (non-reversible) hash algorithm. Therefore, the only known way to tell if you have the right password is to run it through the same one-way hash algorithm and compare the results. Dictionary attacks run entire dictionaries through the encryption process, looking for matches. They are a simplistic yet very effective approach to determine who uses common words like "password" or "guest" as their account passwords.

Older versions of Windows used a specific type of hashing algorithm known as the LAN Manager Hash (LMHash). This algorithm breaks up the password into blocks of seven or fewer characters and then calculates a separate hash value for each block. Although Windows 2000 Server, Windows XP, and Windows Server 2003 all use a newer hashing algorithm, they may still calculate and store the LMHash for backward compatibility.

When the LMHash values are present, they present a shortcut for password crackers. If a password is seven characters or less, the second half of the LMHash resolves to a specific value that can inform a cracker that the password is shorter than eight characters. Passwords of at least eight characters strengthen even the weaker LMHash, because the longer passwords require crackers to decrypt two portions of each password instead of only one. It is possible to attack both halves of an LMHash in parallel, and the second half of the LMHash is only 1 character long; it will succumb to a brute-force attack in milliseconds. Therefore it is not really beneficial unless it is part of the ALT character set.

For these reasons, the use of shorter passwords in place of longer ones is not recommended. However, minimum length requirements that are too long may cause more mistyped passwords, which can cause an increase in locked out accounts and help desk calls. Also, extremely long password requirements can actually decrease the security of an organization because users may be more likely to write their passwords down so that they do not forget them.

Password must meet complexity requirements

This policy setting checks all new passwords when they are created to ensure that they meet complexity requirements. The Windows Server 2003 policy rules cannot be directly modified. However, you can create a new version of the Passfilt.dll file to apply a different set of rules. For more information about creating a custom Passfilt.dll file, see the MSDN® article "Sample Password Filter" at http://msdn.microsoft.com/library/default.asp?url=/library/en-us/secmgmt/
security/sample_password_filter.asp.

A password of 20 or more characters can actually be set so that it is easier for a user to remember—and more secure—than an eight-character password. Consider the following 27-character password—I love cheap tacos for $.99. This type of password (really a pass phrase) might be simpler for a user to remember than a shorter password such as P@55w0rd.

When combined with a Minimum password length of 8, this setting makes it very difficult to mount a brute force attack. If you include upper and lower case letters and numbers in the keyspace, the number of available characters increases from 26 to 62 characters. An eight-character password then has 2.18 x 1014 possible combinations. At 1,000,000 attempts per second, it would take 6.9 years to cycle through all possible permutations.

For these reasons, Microsoft recommends that the Password must meet complexity requirements setting be configured to Enabled for all three environments that are defined in this guide.

Store password using reversible encryption

This policy setting determines whether the operating system uses reversible encryption to store passwords. It supports applications that use protocols that require user passwords for authentication purposes.

Passwords that are stored with an encryption method that can be reversed can be retrieved more easily than passwords that are stored with non-reversible encryption. If this setting is enabled, vulnerability is increased.

For this reason, Microsoft recommends that you configure the Store password using reversible encryption setting to Disabled unless application requirements outweigh the need to protect password information. Also, environments that deploy the Challenge-Handshake Authentication Protocol (CHAP) through remote access or IAS and environments that use digest authentication for Internet Information Services (IIS) require this policy setting to be enabled.

How to Prevent Users from Changing a Password Except When Required

Although the password policy settings that are described in the previous section provide a range of options, some organizations require centralized control over all users. This section describes how to prevent password changes by users except when changes are required.

Centralized control of user passwords is a cornerstone of a well-crafted Windows Server 2003 security scheme. You can use Group Policy to set minimum and maximum password ages as discussed earlier, but remember that frequent password change requirements can enable users to circumvent the password history setting for your environment. Requirements for passwords that are too long may also lead to more calls to the help desk from users who forget their passwords.

Users can change their passwords during the period between the minimum and maximum password age settings. However, the Specialized Security – Limited Functionality environment design requires that users change their passwords only when the operating system prompts them to do so after the Maximum password age setting of 42 days. To prevent password changes (except when required), you can disable the Change Password option in the Windows Security dialog box that appears when you press CTRL+ALT+DELETE. Note that security-conscious users may want to change their passwords more often and will have to contact an administrator to do so, which will increase support costs.

You can implement this configuration for an entire domain through Group Policy, or you can edit the registry to implement it for one or more specific users. For more detailed instructions about this configuration, see the Microsoft Knowledge Base article "How To Prevent Users from Changing a Password Except When Required in Windows Server 2003" at http://support.microsoft.com/?kbid=324744.

Account Lockout Policy

Account lockout policy is a Windows Server 2003 with SP1 security feature that locks a user account after a number of failed logon attempts occur within a specified time period. The number of attempts that are allowed and the time period are based on the values that are configured for the policy. Windows Server 2003 with SP1 tracks logon attempts, and the server software can be configured to disable accounts after a preset number of failed logins as a response to potential attacks.

These policy settings help protect user passwords from attackers who guess passwords, and they decrease the likelihood of successful attacks on your network. However, you will likely incur higher support costs if you enable account lockout policy, because users who forget or mistype their passwords repeatedly will need assistance. Before you enable the following settings, ensure that your organization is prepared for this additional overhead. For many organizations, an improved and less-costly solution is to automatically monitor the Security event logs for domain controllers and generate administrative alerts when apparent attempts to guess passwords for user accounts occur. See Chapter 2, "Domain Level Policies," of the companion guide, Threats and Countermeasures: Security Settings in Windows Server 2003 and Windows XP at http://go.microsoft.com/fwlink/
?LinkId=15159, for additional discussion of these settings and how they interact.

Account Lockout Policy Settings

The following table summarizes the recommended account lockout policy settings. You can use the Group Policy Object Editor to configure these settings in the Domain Group Policy at the following location:

Computer Configuration\Windows Settings\Security Settings\
Account Policies\Account Lockout Policy

Additional information for each setting is provided in the subsections that follow the table.

Table 3.2 Account Lockout Policy Settings

	Setting
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Account lockout duration
	30 minutes
	30 minutes
	15 minutes

	Account lockout threshold
	50 invalid login attempts
	50 invalid login attempts
	10 invalid login attempts

	Reset account lockout counter after
	30 minutes
	30 minutes
	15 minutes


Account lockout duration

This policy setting determines the length of time before an account is unlocked and a user can try to log on again. It specifies the number of minutes a locked out account will remain unavailable. If you set the Account lockout duration value to 0, accounts will remain locked out until an administrator unlocks them. The Windows Server 2003 with SP1 default value for this policy setting is Not Defined.

Although it may seem like a good idea to configure the Account lockout duration setting to never automatically unlock, such a configuration may increase the number of calls the help desk receives to unlock accounts that were locked by mistake.

This guide recommends that you configure the Account lockout duration setting to 30 minutes for Legacy Client and Enterprise Client environments and to 15 minutes for Specialized Security - Limited Functionality environments. This configuration decreases the amount of operation overhead during a denial of service (DoS) attack. In a DoS attack, an attacker maliciously performs a number of failed logon attempts on all users in the organization, which locks out their accounts. The recommended settings give locked out users the chance to log on again in a reasonable amount of time without the need for assistance from the help desk. However, information about this setting value needs to be communicated to users. 

Account lockout threshold

This policy setting determines the number of attempts that a user can make to log on to an account before it is locked.

Authorized users can lock themselves out of their accounts in different ways. They can incorrectly enter their password or they can change their password on one computer while logged on to another computer. The computer with the incorrect password may continuously try to authenticate the user, and because the password it uses to authenticate is incorrect, the user account will eventually be locked out. To avoid lockout of authorized users, configure the Account lockout threshold setting to a high number.

Because vulnerabilities can exist when the Account lockout threshold setting is configured and when it is not, distinct countermeasures for each of these possibilities are defined. Your organization should weigh the choice between the two based on the identified threats and the risks that you are trying to mitigate.

To prevent account lockouts, set the value for Account lockout threshold setting to 0. This configuration helps reduce help desk calls because users cannot accidentally lock themselves out of their accounts. Also, DoS attacks that try to intentionally lock out accounts in your organization will not succeed. Because it will not prevent a brute force attack, choose this setting only if both of the following criteria are explicitly met:

The password policy requires all users to have complex passwords that consist of eight or more characters.

A robust audit mechanism is in place that can alert administrators when a series of account logon failures occur in the environment. For example, the audit mechanism should monitor for security event 539, which is "Logon failure. The account was locked out at the time the logon attempt was made." This event means that the account was locked out at the time the logon attempt threshold was reached. However, event 539 only shows an account lockout, not a failed password attempt. Therefore, your administrators should also monitor for a series of bad password attempts.

If these criteria are not met, the second option is to configure the Account lockout threshold setting to a high enough value that will provide users with the ability to accidentally mistype their password several times and not lock themselves out of their accounts. However, the value should help ensure that a brute force password attack will still lock out the account.

This guide recommends that you configure the Account lockout threshold setting value to 50 for the Legacy Client and Enterprise Client environments, which should provide adequate security and acceptable usability. This value will prevent accidental account lockouts and reduce help desk calls, but will not prevent a DoS attack as described earlier. However, this guide recommends that you configure this policy setting value to 10 for Specialized Security - Limited Functionality environments.

Reset account lockout counter after

This policy setting determines the length of time before the Account lockout threshold resets to 0 and the account is unlocked. If you define an Account lockout threshold, then this reset time must be less than or equal to the value for the Account lockout duration setting.

The Reset account lockout counter after setting works in coordination with other settings. If you leave this policy setting at its default value or configure it to an interval that is too long, you could make your environment vulnerable to an account lockout DoS attack. Without a policy setting to reset the account lockout, administrators would have to manually unlock all accounts. Conversely, if there is a reasonable time value for this setting, users would be locked out for a set period until all of the accounts are unlocked automatically.

This guide recommends that you configure the Reset account lockout counter after setting to 30 minutes for the Legacy Client and Enterprise Client environments. This configuration defines a reasonable time period that users are more likely to accept without the need for assistance from the help desk. However, this guide recommends that you configure this policy setting to 15 minutes for Specialized Security – Limited Functionality environments.

Kerberos Policies

Kerberos policies are used for domain user accounts. These policies determine settings that relate to the Kerberos version 5 authentication protocol, such as ticket lifetimes and enforcement. Kerberos policies do not exist in the local computer policy. If you reduce the lifetime of Kerberos tickets, the risk of an attacker who attempts to steal passwords to impersonate legitimate user accounts is decreased. However, the need to maintain these policies increases the authorization overhead.

In most environments, the default values for these policies should not be changed. Because the Kerberos settings are included in the default domain policy and enforced there, this guide does not include them in the security templates that accompany this guide.

This guide recommends that no changes be made to the default Kerberos policies. For more information about these policy settings, refer to the companion guide, Threats and Countermeasures: Security Settings in Windows Server 2003 and Windows XP, which is available at http://go.microsoft.com/fwlink/?LinkId=15159.

Security Options

The three different types of account policies that are discussed earlier in this chapter are defined at the domain level and are enforced by all of the domain controllers in the domain. A domain controller always obtains the account policy from the Default Domain Policy GPO, even if there is a different account policy applied to the OU that contains the domain controller.

There are three security options settings that are similar to account policies. You should apply these settings at the level of the entire domain and not within individual OUs. You can configure these settings in the Group Policy Object Editor at the following location:

Computer Configuration\Windows Settings\Security Settings\
Local Policies\Security Options

Security Options Settings

The following table summarizes the recommended security options settings. Additional information for each setting is provided in the subsections that follow the table.

Table 3.3 Security Options Settings

	Setting
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Microsoft network server: Disconnect clients when logon hours expire
	Enabled
	Enabled
	Enabled

	Network Access: Allow anonymous SID/NAME translation
	Disabled
	Disabled
	Disabled

	Network Security: Force Logoff when Logon Hours expire
	Enabled
	Enabled
	Enabled


Microsoft network server: Disconnect clients when logon hours expire

This policy setting determines whether to disconnect users who are connected to the local computer outside their user account's valid logon hours. This policy setting affects the server message block (SMB) component. When it is enabled, client sessions with the SMB service are forcibly disconnected when the client's logon hours expire. If it is disabled, an established client session is allowed to be maintained after the client's logon hours have expired. If you enable this policy setting, you should also enable the Network security: Force logoff when logon hours expire setting.

If your organization has configured logon hours for users, then it makes sense to enable the Microsoft network server: Disconnect client when logon hours expire setting. Otherwise, users who should not have access to network resources outside of their logon hours may actually be able to continue to use those resources with sessions that were established during allowed hours.

This guide recommends that you configure the Microsoft network server: Disconnect client when logon hours expire setting to Enabled for the three environments that are defined in the guide. If logon hours are not used, this policy setting will have no impact.

Network Access: Allow anonymous SID/NAME translation

This policy setting determines if an anonymous user can request the SID for another user.

If the Network Access: Allow anonymous SID/NAME translation setting is enabled on a domain controller, a user who knows an administrator's standard well-known SID attributes could contact a computer that also has this policy enabled and use the SID to obtain the administrator's name. That person could then use the account name to initiate a password guessing attack.

Because the default configuration for the Network Access: Allow anonymous SID/NAME translation setting is Disabled on member computers, they will not be affected by this policy setting. However, the default configuration for domain controllers is Enabled. If you disable this policy setting, computers that run older operating systems may not be able to communicate with domains that are based on Windows Server 2003 with SP1. Examples of such computers include:

Windows NT® 4.0–based Remote Access Service servers.

Microsoft SQL Servers™ that run on Windows NT 3.x–based or Windows NT 4.0–based computers.

Remote Access Service servers that run on Windows 2000–based computers that are located in Windows NT 3.x domains or Windows NT 4.0 domains.

This guide recommends that you configure the Network Access: Allow anonymous SID/NAME translation setting to Disabled for the three environments that are defined in the guide.

Network Security: Force Logoff when Logon Hours expire

This policy setting determines whether to disconnect users who are connected to a local computer outside their user account's valid logon hours. This setting affects the SMB component.

If you enable the Network Security: Force Logoff when Logon Hours expire setting, client sessions with the SMB server will be forcibly disconnected when the user's logon hours expire. The user will be unable to log on to the computer until their next scheduled access time. If you disable this policy setting, users will be able to maintain an established client session after their logon hours expire. To affect domain accounts, this setting must be defined in the Default Domain Policy.

This guide recommends that you configure the Network Security: Force Logoff when Logon Hours expire setting to Enabled for the three environments that are defined in the guide.

Appendix “B”, Domain  Controller Secure Configuration Template

Overview

Addressing security in the Domain Controller server role is one of the most important aspects of any environment with computers that run Microsoft® Windows Server™ 2003 with Service Pack 1 (SP1) and the Active Directory® directory service. Any loss or compromise of a domain controller in such an environment could seriously affect client computers, servers, and applications that rely on domain controllers for authentication, Group Policy, and a centralized lightweight directory access protocol (LDAP) directory.

Because of their importance, domain controllers should always be stored in physically secure locations that are accessible only to qualified administrative staff. When domain controllers must be stored in unsecured locations, such as branch offices, several security settings can be adjusted to limit the potential damage from physical threats.

Domain Controller Baseline Policy

Unlike the other server role policies that are detailed later in this guide, the Group Policy for the Domain Controllers server role is a baseline policy like the Member Server Baseline Policy (MSBP) defined in Chapter 4, "The Member Server Baseline Policy." The Domain Controller Baseline Policy (DCBP) is linked to the Domain Controllers organizational unit (OU) and takes precedence over the Default Domain Controllers Policy. The policy settings that are included in the DCBP will strengthen the overall security of all domain controllers in any environment.

Most of the DCBP is copied from the MSBP. Therefore, you should carefully review Chapter 4, "The Member Server Baseline Policy" to fully understand the many policy settings that are also included in the DCBP. Only the DCBP settings that differ from those in the MSBP are documented in this chapter.

Domain controller templates are uniquely designed to address the security needs of the three environments that are defined in this guide. The following table shows the domain controller .inf files that are included with this guide for the Legacy Client (LC), Enterprise Client (EC), and Specialized Security – Limited Functionality (SSLF) environments. For example, the EC-Domain Controller.inf file is the security template for the Enterprise Client environment.

Table 5.1 Domain Controller Baseline Security Templates

	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	LC-Domain Controller.inf
	EC-Domain Controller.inf
	SSLF-Domain Controller.inf


Note: Domain operations could be severely impaired if an incorrectly configured Group Policy object (GPO) is linked to the Domain Controllers OU. Use extreme care when you import these security templates, and verify that all imported policy settings are correct before you link a GPO to the Domain Controllers OU.

Audit Policy Settings

The Audit policy settings for domain controllers are almost the same as those specified in the MSBP. For more information, see Chapter 4, "The Member Server Baseline Policy." The policy settings in the DCBP ensure that all the relevant security audit information is logged on the domain controllers.

Table 5.2 Recommended Audit Policy Settings

	Setting
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Audit directory service access
	No auditing
	No auditing
	Failure


Audit directory service access

This policy setting determines whether to audit user access to an Active Directory object that has its own specified system access control list (SACL). If you define the Audit directory service access setting, you can specify whether to audit successes, failures, or not audit the event type at all. Success audits generate an audit entry when a user successfully accesses an Active Directory object that has a specified SACL. Failure audits generate an audit entry when a user unsuccessfully attempts to access an Active Directory object that has a specified SACL.

If you enable the Audit directory service access setting in the DCBP and configure SACLs on directory objects, a large volume of entries can be generated in the Security logs on domain controllers. You should only enable this setting if you actually intend to use the information that is created.

The Audit directory service access setting is configured to No auditing in the LC and EC environments. It is configured to log Failure events in the SSLF environment.

The following table includes the important security events that the Audit directory service access setting records in the Security log.

Table 5.3 Directory Service Access Events

	Event ID
	Event description

	ID
	Description

	566
	A generic object operation took place.


User Rights Assignment Settings

The DCBP specifies a number of user rights assignments for the domain controllers. In addition to the default configuration, several user rights settings were modified to strengthen the security for the domain controllers in the three environments that are defined in this guide.

This section provides details about the prescribed user rights settings for the DCBP that differ from those in the MSBP. For a summary of the prescribed settings in this section, refer to the Microsoft Excel® workbook "Windows Server 2003 Security Guide Settings" that is included with the downloadable version of this guide.

The following table summarizes the recommended user rights assignment settings for the DCBP. Additional information for each setting is provided in the sections that follow the table.

Table 5.4 Recommended User Rights Assignments Settings

	Setting
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Access this computer from the network
	Not defined
	Not defined
	Administrators, Authenticated Users, ENTERPRISE DOMAIN CONTROLLERS

	Add workstations to domain
	Not defined
	Not defined
	Administrators

	Allow log on locally
	Administrators, Server Operators, Backup Operators
	Administrators, Server Operators, Backup Operators
	Administrators

	Allow log on through Terminal Services
	Administrators
	Administrators
	Administrators

	Change the system time
	Administrators, LOCAL SERVICE
	Administrators, LOCAL SERVICE
	Administrators, LOCAL SERVICE

	Enable computer and user accounts to be trusted for delegation
	Not Defined
	Not Defined
	Administrators

	Load and unload device drivers
	Administrators
	Administrators
	Administrators

	Restore files and directories
	Administrators
	Administrators
	Administrators

	Shutdown the system
	Administrators
	Administrators
	Administrators


Access this computer from the network

This policy setting determines which users and groups are allowed to connect to the domain controller over the network. It is required by a number of network operations, including Active Directory replication between domain controllers, authentication requests to domain controllers from users and from computers, and for access to shared folders and printers.

Although permissions that are assigned to the Everyone security group no longer provide access to anonymous users in Windows Server 2003 with SP1, guest groups and accounts can still be provided with access through the Everyone security group.

For this reason, the Everyone security group is removed from the Access this computer from the network user right in the DCBP for the SSLF environment. Removal of this group provides an extra safeguard against attacks that target guest access to the domain. This policy setting is configured to Not defined for the LC and EC environments.

Add workstations to domain

This policy setting specifies which users can add computer workstations to a specific domain. For this policy setting to take effect, it must be assigned to the user as part of the Default Domain Controller Policy for the domain. A user who has been assigned this right can add up to 10 workstations to the domain. Users who have been assigned the Create Computer Objects permission for an OU or the Computers container in Active Directory can add an unlimited number of computers to the domain, regardless of whether they have been assigned the Add workstations to a domain user right.

By default, all users in the Authenticated Users group have the ability to add up to 10 computer accounts to an Active Directory domain. These new computer accounts are created in the Computers container.

In Windows–based networks, the term security principal is defined as a user, group, or computer that is automatically assigned a security identifier to control access to resources. In an Active Directory domain, each computer account is a full security principal with the ability to authenticate and access domain resources. However, some organizations may want to limit the number of computers in an Active Directory environment so that they can consistently track, build, and manage the computers. If users are allowed to add computers to the domain, tracking and management efforts would be hampered. Also, users could perform activities that are more difficult to trace because of their ability to create additional unauthorized domain computers.

For these reasons, the Add workstations to domain user right is assigned only to the Administrators group in the DCBP for the SSLF environment. This policy setting is configured to Not defined for the LC and EC environments.

Allow log on locally

This policy setting specifies which users can start interactive sessions on the domain controller. Users who do not have this right are still able to start a remote interactive session on the domain controller if they have been assigned the Allow logon through Terminal Services user right.

You should restrict the number of accounts that can log on to domain controller consoles to help prevent unauthorized access to domain controller file systems and system services. A user who is able to log on to the console of a domain controller could maliciously exploit the computer and possibly compromise the security of an entire domain or forest.

By default, the Account Operators, Backup Operators, Print Operators, and Server Operators groups are assigned the Allow log on locally user right on domain controllers. Users in these groups should not need to log on to a domain controller to perform their management tasks, and they should be able to perform their duties from other workstations. Only users in the Administrators group should perform maintenance tasks on domain controllers.

If you assign the Allow log on locally user right only to the Administrators group, physical and interactive domain controller access is limited to only highly trusted users, which enhances security. For this reason, the Allow log on locally user right is assigned only to the Administrators group in the DCBP for the SSLF environment. This policy setting is configured to include the Server Operators and Backup Operators groups for the LC and EC environments.

Allow log on through Terminal Services

This policy setting specifies which users can log on to the domain controller through a Remote Desktop connection.

You should restrict the number of accounts that can log on to domain controller consoles through Terminal Services to help prevent unauthorized access to domain controller file systems and system services. A user who is able to log on to the console of a domain controller through Terminal Services can exploit that computer and possibly compromise the security of an entire domain or forest.

If you assign the Allow log on through Terminal Services user right only to the Administrators group, interactive domain controller access is limited to only highly trusted users, which enhances security. For this reason, the Allow log on through Terminal Services user right is assigned only to the Administrators group in the DCBP for all three environments that are defined in this guide. Although logon to a domain controller through Terminal Services requires administrative access by default, configuration of this policy setting helps protect against inadvertent or malicious actions that might compromise the network.

As an additional security measure, the DCBP denies the default Administrator account the Allow log on through Terminal Services user right. This configuration prevents attempts by malicious users to remotely break into a domain controller with the default Administrator account. For more details about this policy setting, see Chapter 4, "The Member Server Baseline Policy."

Change the system time

This policy setting specifies which users can adjust the time on a computer's internal clock. However, it is not needed to change the time zone or other display characteristics of the system time.

Synchronized system time is critical to the operation of Active Directory. Proper Active Directory replication and authentication ticket generation processes that are used by the Kerberos authentication protocol rely on time being synchronized across any environment.

A domain controller clock that is not synchronized with the system time on other domain controllers in the environment could interfere with the operation of domain services. If only administrators are allowed to modify system time, the possibility of incorrect system time on a domain controller is minimized.

By default, the Server Operators group has the ability to modify system time on domain controllers. Because of the problems that could be caused by incorrect modification of a domain controller's clock by members of this group, the Change the system time user right is assigned in the DCBP to only the Administrators group and the Local Service account for all three environments that are defined in this guide.

For more information on the Microsoft Windows® Time Service, see the Windows Time Service Technical Reference at http://technet2.microsoft.com/WindowsServer/en/Library/a0fcd250-e5f7-41b3-b0e8-240f8236e2101033.mspx.

Enable computer and user accounts to be trusted for delegation

This policy setting specifies which users can change the Trusted for Delegation setting on a user or computer object in Active Directory. Delegation of authentication is a capability that is used by multi-tier client/server applications. It allows a front-end service, such as an application, to use the credentials of a client in authenticating to a back-end service, such as a database. For such authentication to be possible, both client and server must run under accounts that are trusted for delegation.

Misuse of this user right could allow unauthorized users to impersonate other users on the network. An attacker could exploit this user right to gain access to network resources as if they were a different user, which could make it difficult to determine what has happened after a security incident.

The Enable computer and user accounts to be trusted for delegation user right is assigned only to the Administrators group on domain controllers for the SSLF environment. This policy setting is configured to Not defined for the LC and EC environments.

Note: Although the Default Domain Controllers Policy assigns the Administrators group this user right, the DCBP enforces this right in the SSLF environment only because it was originally based on the MSBP. The MSBP assigns this right a null value.

Load and unload device drivers

This policy setting specifies which users can load and unload device drivers, and is necessary to load and unload Plug and Play devices.

Careless device driver management on domain controllers provides opportunities for bugs or malicious code to adversely impact the operation of the domain controllers. If the accounts that can load and unload device drivers are restricted in the DCBP to only the most trusted users, you minimize the potential for device drivers to be used to compromise domain controllers.

By default, the Load and unload device drivers user right is assigned to the Print Operators group. As mentioned earlier, creation of printer shares is not recommended on domain controllers, which removes the need for Print Operators to have the ability to load and unload device drivers. Therefore, the Load and unload device drivers user right is assigned only to the Administrators group in the DCBP for all three environments that are defined in this guide.

Restore files and directories

This policy setting specifies which users can circumvent file and directory permissions during the restore process. Any valid security principal could be set as the owner of an object.

An account that has the ability to restore files and directories to the file system of a domain controller can easily modify executable files. Malicious users could exploit this capability to not only render a domain controller useless, but also to compromise the security of a domain or an entire forest.

By default, the Restore files and directories user right is assigned to the Server Operators and Backup Operators groups. If you remove this user right from these groups and assign it only to the Administrators group, the likelihood of domain controller compromise by improper modifications to the file system is reduced. Therefore, the Restore files and directories user right is assigned only to the Administrators group in the DCBP for all three environments that are defined in this guide.

Shutdown the system

This policy setting specifies which users can shut down the local computer.

Malicious users with the ability to shut down domain controllers can easily initiate a denial of service (DoS) attack that could severely affect an entire domain or forest. An attacker could exploit this user right to launch an elevation of privilege attack on a domain controller's account when it restarts services. A successful elevation of privilege attack on a domain controller compromises the security of a domain or an entire forest.

By default, the Shutdown the system user right is assigned to the Administrators, Server Operators, Print Operators, and Backup Operators groups. In secure environments, none of these groups except Administrators require this right to perform administrative tasks. For this reason, the Shutdown the system user right is assigned only to the Administrators group in the DCBP for all three environments that are defined in this guide.

Security Options

Most of the security option settings for domain controllers are the same as those specified in the MSBP. For more information, see Chapter 4, "The Member Server Baseline Policy." Differences between the MSBP and the DCBP policy settings are described in the following sections.

Domain Controller Settings

Table 5.5 Security Options: Domain Controller Setting Recommendations

	Setting
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Allow server operators to schedule tasks
	Disabled
	Disabled
	Disabled

	LDAP server signing requirements
	Not defined
	Not defined
	Require signing

	Refuse machine account password changes
	Disabled
	Disabled
	Disabled


Domain controller: Allow server operators to schedule tasks

This policy setting determines whether members of the Server Operators group are allowed to submit jobs by means of the AT schedule facility.

The Domain controller: Allow server operators to schedule tasks setting is configured to Disabled in the DCBP for all three environments that are defined in this guide. The impact of this policy setting configuration should be small for most organizations. Users, including those in the Server Operators group, will still be able to create jobs by means of the Task Scheduler Wizard, but those jobs will run in the context of the account with which the user authenticates when they set up the job.

Note: An AT Service Account can be modified to select a different account rather than the LOCAL SYSTEM account. To change the account, open System Tools, click Scheduled Tasks, and then click Accessories folder. Then click AT Service Account on the Advanced menu.

Domain controller: LDAP server signing requirements

This policy setting determines whether the LDAP server requires a signature before it will negotiate with LDAP clients. Network traffic that is neither signed nor encrypted is susceptible to man-in-the-middle attacks in which an intruder captures packets between the server and the client, modifies them, and then forwards them to the client. For an LDAP server, an attacker could cause a client to make decisions that are based on false records from the LDAP directory.

If all domain controllers run Windows 2000 or Windows Server 2003, configure the Domain controller: LDAP server signing requirements setting to Require signing. Otherwise, leave this policy setting configured as Not defined, which is the DCBP configuration for the LC and EC environments. This policy setting is configured to Require signing in the DCBP for the SSLF environment because all computers in this environment run either Windows 2000 or Windows Server 2003.

Domain controller: Refuse machine account password changes

This policy setting determines whether domain controllers will refuse requests from member computers to change computer account passwords. If you enable this policy setting on all domain controllers in a domain, computer account passwords on domain members will not be able to be changed and they will be more susceptible to attack.

Therefore, the Domain controller: Refuse machine account password changes setting is configured to Disabled in the DCBP for all three environments that are defined in this guide.

Network Security Settings

Table 5.6 Security Options: Network Security Settings Recommendations

	Setting
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Do not store LAN Manager hash value on next password change
	Enabled
	Enabled
	Enabled


Network security: Do not store LAN Manager hash value on next password change

This policy setting determines whether the LAN Manager (LM) hash value for the new password is stored when the password is changed. The LM hash is relatively weak and prone to attack compared to the cryptographically stronger Windows NT® hash.

For this reason, the DCBP enables the Network security: Do not store LAN Manager hash value on next password change setting in all three environments that are defined in this guide.

Note: Older operating systems and some third-party applications may fail if you enable this policy setting. For example, Windows 95 and Windows 98 will fail if they do not have the Active Directory Client Extension installed. Also, all accounts will be required to change their password if you enable this policy setting.

Event Log Settings

The event log settings for domain controllers are the same as those that are specified in the MSBP. For more information, see Chapter 4, "The Member Server Baseline Policy." The baseline settings in the DCBP ensure that all the relevant security audit information is logged on the domain controllers, including Directory Services Access.

Restricted Groups

As described in the previous chapter, the Restricted Groups setting allows you to manage the membership of groups in Windows Server 2003 with SP1 through Active Directory Group Policy. First, review the needs of your organization to determine the groups you want to restrict. For domain controllers, the Server Operators and Backup Operators groups are restricted in all three environments that are defined in this guide. Although members of the Server Operators and Backup Operator groups have less access than members in the Administrators group, they still have powerful capabilities. 

Note: If your organization uses any of these groups, then carefully control their membership and do not implement the guidance for the Restricted Groups setting. If your organization adds users to the Server Users group, you may want to implement the optional file system permissions that are described in the “Securing the File System” section in the previous chapter.

Table 5.7 Restricted Groups Recommendations

	Local Group
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality 

	Backup Operators
	No members
	No members
	No members

	Server Operators
	No members
	No members
	No members


The Restricted Groups setting can be configured in Windows Server 2003 with SP1 at the following location in the Group Policy Object Editor:

Computer Configuration\Windows Settings\Security Settings\Restricted Groups\

To configure restricted groups for a GPO, administrators can add the desired group directly to the Restricted Groups node of the GPO namespace.

When a group is restricted, you can define its members and any other groups to which it belongs. If you do not specify these group members, the group is left totally restricted. Groups can only be restricted with security templates.

To view or modify the Restricted Groups setting

1. Open the Security Templates Management Console.

Note: The Security Templates Management Console is not added to the Administrative Tools menu by default. To add it, start the Microsoft Management Console (mmc.exe) and add the Security Templates Add-in.

2. Double-click the configuration file directory, and then the configuration file.

3. Double-click the Restricted Groups item.

4. Right-click Restricted Groups.

5. Select Add Group.

6. Click the Browse button, then Locations, select the locations you want to browse, and then click OK.

Note: Typically, this action will cause a local computer to display at the top of the list.

7. Type the group name in the Enter the object names to select text box and then click the Check Names button.

 – or – 

Click the Advanced button, and then the Find Now button to list all available groups.

8. Select the groups you want to restrict, and then click OK.

9. Click OK on the Add Groups dialog box to close it.

In this guidance, all members—users and groups—of the Server Operators and Backup Operators groups were removed to totally restrict them in both environments. Also, for the SSLF environment, all members were removed for the Remote Desktop Users group. Microsoft recommends that you restrict any built-in group you do not plan to use in your organization.

Note: The configuration of Restricted Groups that is described in this section is very simple. Versions of Windows XP with SP1 and SP2 as well as Windows Server 2003 support more complex designs. For more information, see the Microsoft Knowledge Base article “Updates to Restricted Groups ("Member of") Behavior of User-Defined Local Groups” at http://support.microsoft.com/default.aspx?kbid=810076.

Additional Security Settings

This section describes modifications that must be made to the DCBP manually, as well as additional settings and countermeasures that cannot be implemented through Group Policy.

Manually Adding Unique Security Groups to User Rights Assignments

Most user rights assignments that are applied through the DCBP are properly specified in the security templates that accompany this guide. However, there are a few accounts and security groups that cannot be included in the templates because their security identifiers (SIDs) are specific to individual Windows Server 2003 domains. User rights assignments that must be configured manually are specified in the following table.

Warning: The following table contains values for the built-in Administrator account. This account is not to be confused with the built-in Administrators security group. If you add the Administrators security group to any of the following deny access user rights, you will need to log on locally to correct the mistake. Also, if you renamed the built-in Administrator account in accordance with the recommendations in Chapter 4, "The Member Server Baseline Policy," ensure that you select the newly renamed administrator account when you add the account to any deny access user rights.

Table 5.8 Manually Added User Rights Assignments

	Setting
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Deny access to this computer from the network
	Built-in Administrator; Support_388945a0;

Guest; all NON-Operating System service accounts
	Built-in Administrator; Support_388945a0;

Guest; all NON-Operating System service accounts
	Built-in Administrator; Support_388945a0;

Guest; all NON-Operating System service accounts

	Deny log on as a batch job
	Support_388945a0 and Guest
	Support_388945a0 and Guest
	Support_388945a0 and Guest

	Deny log on through Terminal Services
	Built-in Administrator; all NON-operating system service accounts
	Built-in Administrator; all NON-operating system service accounts
	Built-in Administrator; all NON-operating system service accounts


Important: “All non-operating system service accounts” includes service accounts that are used for specific applications across an enterprise, but does NOT include LOCAL SYSTEM, LOCAL SERVICE or the NETWORK SERVICE accounts (the built-in accounts that the operating system uses).

Directory Services

Domain controllers that run Windows Server 2003 with SP1 store directory data and manage user and domain interactions, including user logon processes, authentication, and directory searches.

Relocating Data – Active Directory Database and Log Files

To maintain directory integrity and reliability, it is essential that you safeguard the Active Directory database and its log files.

You can move the Ntds.dit, Edb.log, and Temp.edb files from their default location, which will help to conceal them from an attacker if a domain controller is compromised. If you move the files off the system volume to a separate physical disk, you will gain the added benefit of improved domain controller performance.

For these reasons, this guide recommends that you move the Active Directory database and log files for the domain controllers to a striped or striped/mirrored disk volume that does not contain the operating system. These files should be moved for all three environments that are defined in this guide.

Resizing Active Directory Log Files

An adequate amount of information must be logged to effectively monitor and maintain the integrity, reliability, and availability of Active Directory. Information is needed from all domain controllers in the environment.

You can increase the maximum size of the log files to support this effort. More log information will allow administrators to perform meaningful audits if hacker attacks occur.

This guide recommends that you increase the maximum size of the Directory Service and File Replication Service log files from the 512 KB default to 16 MB on the domain controllers in the three environments that are defined in this guide.

Using Syskey

On domain controllers, password information is stored in Active Directory. It is not unusual for password-cracking software to target the Security Accounts Manager (SAM) database or directory services to access passwords for user accounts.

The System Key utility (Syskey) provides an extra line of defense against offline password-cracking software. Syskey uses strong encryption techniques to secure account password information that is stored in the SAM on the domain controller.

Table 5.9 Syskey Modes

	System Key option
	Security level
	Description

	Mode 1: System Generated Password, Store Startup Key Locally
	Secure
	Uses a computer-generated random key as the system key and stores an encrypted version of the key on the local computer. This option provides strong encryption of password information in the registry, and enables the user to restart the computer without the need for an administrator to enter a password or insert a disk.

	Mode 2: Administrator generated password, Password Startup
	More secure
	Uses a computer-generated random key as the system key and stores an encrypted version of the key on the local computer. The key is also protected by an administrator-chosen password. Users are prompted for the system key password when the computer is in the initial startup sequence. The system key password is not stored anywhere on the computer.

	Mode 3: System Generated Password, Store Startup Key on Floppy Disk
	Most secure
	Uses a computer-generated random key and stores the key on a floppy disk. The floppy disk that contains the system key is required for the computer to start, and it must be inserted at a prompt during the startup sequence. The system key is not stored anywhere on the computer.


Syskey is enabled on all Windows Server 2003 with SP1 servers in Mode 1 (obfuscated key). From a security standpoint, this configuration appears sensible at first. However, Syskey in Mode 1 allows an attacker to read and alter the contents of the directory, which would render the domain controller easily vulnerable to an attacker with physical access.

There are many reasons to recommend using Syskey in Mode 2 (console password) or Mode 3 (floppy storage of Syskey password) for any domain controller that is exposed to physical security threats. However, the operational need to restart domain controllers tends to make Syskey Mode 2 or Mode 3 difficult to support. To take advantage of the added protection provided by these Syskey modes, the proper operational processes must be implemented in your environment to meet specific availability requirements for the domain controllers.

The logistics of Syskey password or floppy disk management can be quite complex, especially in branch offices. For example, it can be very expensive to require one of your branch managers or local administrative staff to come to the office at 3 A.M. to enter passwords or insert a floppy to enable user access. Such expensive requirements can make the achievement of high availability service level agreements (SLAs) a significant challenge.

Alternatively, if you decide to allow your centralized IT operations personnel to provide the Syskey password remotely, additional hardware is required. Some hardware vendors have add-on solutions that allow you to remotely access server consoles.

Finally, the loss of the Syskey password or floppy disk would leave your domain controller in a state where it cannot be restarted. There is no method for you to recover a domain controller if the Syskey password or floppy disk is lost. If this happens, the domain controller must be rebuilt.

With the proper operational procedures in place, Syskey can provide an increased level of security to protect sensitive directory information on domain controllers. For these reasons, Syskey Mode 2 or Mode 3 is recommended for domain controllers in locations without strong physical storage security. This configuration applies to domain controllers in all three environments that are described in this guide.

To create or update a system key

10. Click Start, click Run, type syskey, and then click OK.

11. Click Encryption Enabled, and then click Update.

12. Click the desired option, and then click OK.

Active Directory-Integrated DNS

Microsoft recommends the use of Active Directory-integrated DNS in the three environments that are defined in this guide. Part of the reason for this recommendation is because Active Directory zone integration makes it simpler to secure the DNS infrastructure in an environment that uses Active Directory-integrated DNS than in an environment that does not use Active Directory-integrated DNS.

Protecting DNS Servers

It is essential to safeguard DNS servers in any Active Directory environment. The following sections provide several recommendations and explanations about how to safeguard DNS servers.

When a DNS server is attacked, one possible goal of the attacker is to control the DNS information that is returned in response to DNS client queries. If an attacker controls this information, clients may be unknowingly redirected to unauthorized computers. IP spoofing and cache poisoning are examples of this type of attack.

In IP spoofing, a transmission is given the IP address of an authorized user to obtain access to a computer or network. Cache poisoning is an attack in which an unauthorized host transmits false information about another host into the cache of a DNS server. The attack causes clients to be redirected to unauthorized computers. 

If client computers are allowed to communicate with unauthorized computers, the unauthorized computers may attempt to gain access to information on the client computers.

Not all attacks focus on spoofing DNS servers. Some DoS attacks could alter DNS records in legitimate DNS servers to provide invalid addresses in response to client queries. If a DNS server responds with invalid addresses, clients and servers cannot locate the resources they need to function, such as domain controllers, Web servers, or file shares.

For these reasons, the routers that are used in the three environments that are defined in this guide are configured to drop spoofed IP packets, which helps ensure that the IP addresses of the DNS servers are not spoofed by other computers.

Configuring Secure Dynamic Updates

The DNS client service in Windows Server 2003 with SP1 supports dynamic DNS updates, which allow client computers to add DNS records directly into the database. If a dynamic DNS server is configured to accept unsecured updates, an attacker could transmit malicious or unauthorized updates from a client computer that supports the DNS dynamic update protocol.

At a minimum, an attacker can add false entries to the DNS database. At worst, an attacker can overwrite or delete legitimate entries in the DNS database. Such an attacker could accomplish any of the following:

Direct clients to unauthorized domain controllers. When a client submits a DNS query to find the address of a domain controller, a compromised DNS server can be instructed to return the address of an unauthorized server. Then, with the use of other non-DNS related attacks, the client might be tricked and convinced to transmit secure information to the unauthorized server.

Respond to DNS queries with invalid addresses. Clients and servers would be unable to locate one another. If clients cannot locate servers, they cannot access the directory. When domain controllers cannot locate other domain controllers, directory replication stops, which creates a DoS condition that could affect users throughout a forest.

Create a DoS condition. A server’s disk space could be exhausted by a huge zone file that is filled with dummy records or large numbers of entries that slow down replication.

Use of secure dynamic DNS updates guarantees that registration requests are only processed if they are sent from valid clients in an Active Directory forest. This method severely limits the ability of an attacker to compromise the integrity of a DNS server.

For these reasons, the Active Directory DNS servers in the three environments that are defined in this guide are configured to accept only secure dynamic updates.

Limiting Zone Transfers to Authorized Systems

Because of the importance of zones in DNS, they should be available from more than one DNS server on the network to provide adequate availability and fault tolerance for name resolution queries. When additional servers host a zone, zone transfers are required to replicate and synchronize all copies of the zone for each server that is configured to host the zone.

Also, a DNS server that does not limit who can request zone transfers is vulnerable to transfer of the entire DNS zone to anyone who requests it. This transfer can be easily accomplished with tools such as Nslookup.exe. Such tools can expose the entire domain's DNS dataset, including such things as which hosts serve as domain controllers, directory-integrated Web servers, or Microsoft SQL Server™ databases.

For these reasons, Active Directory-integrated DNS servers in the three environments that are defined in this guide are configured to allow zone transfers, but to limit which computers can make transfer requests.

Resizing the Event Log and DNS Service Log

An adequate amount of information must be logged to effectively monitor and maintain the DNS service. Information is needed from all domain controllers in the environment.

You can increase the maximum size of the DNS service log file, which will allow administrators to perform meaningful audits in the event of an attack.

This guide recommends that you increase the maximum size of the DNS service log file to at least 16 MB on the domain controllers in the three environments that are defined in this guide. Also, ensure that the Overwrite events as needed option in the DNS service is selected to maximize the amount of log entries preserved.

Securing Well-Known Accounts

Windows Server 2003 with SP1 has a number of built-in user accounts that cannot be deleted but can be renamed. Two of the most well known built-in accounts in Windows Server 2003 are Guest and Administrator.

By default, the Guest account is disabled on member servers and domain controllers. This configuration should not be changed. Many variations of malicious code use the built-in Administrator account in an initial attempt to compromise a server. Therefore, you should rename the built-in Administrator account and alter its description to help prevent compromise of remote servers by attackers who try to use this well-known account.

The value of this configuration change has diminished over the past few years since the release of attack tools that specify the security identifier (SID) of the built-in administrator account to determine its true name and then break in to the server. A SID is the value that uniquely identifies each user, group, computer account, and logon session on a network. It is not possible to change the SID of this built-in account. However, your operations groups can easily monitor attempted attacks against this Administrator account if you rename it with a unique name.

Complete the following steps to secure well-known accounts on domains and servers:

Rename the Administrator and Guest accounts, and change their passwords to long and complex values on every domain and server.

Use different names and passwords on each server. If the same account names and passwords are used on all domains and servers, an attacker who gains access to one member server will be able to gain access to all others with the same account name and password.

Change the account descriptions to something other than the defaults to help prevent easy identification of the accounts.

Record any changes that you make in a secure location.

Note: The built-in administrator account can be renamed through Group Policy. This policy setting was not implemented in any of the security templates that are provided with this guide because every organization should choose a unique name for this account. However, you can configure the Accounts: Rename administrator account setting to rename administrator accounts in all three environments that are defined in this guide. This policy setting is a part of the Security Options settings of a GPO.

Securing Service Accounts

Never configure a service to run under the security context of a domain account unless it is unavoidable. If the server is physically compromised, domain account passwords could be easily obtained by dumping LSA secrets. For more information about how to secure service accounts, see The Services and Service Accounts Security Planning Guide at http://go.microsoft.com/fwlink/?LinkId=41311.

Terminal Services Settings

Table 5.10 Recommended Terminal Services Settings

	Default
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Set client connection encryption level
	High
	High
	High


The Set client connection encryption level setting determines the level of encryption for Terminal Services client connections in your environment. The High Level option that uses 128-bit encryption prevents an attacker from eavesdropping on Terminal Services sessions with a packet analyzer. Some older versions of the Terminal Services client do not support this high level of encryption. If your network contains such clients, set the encryption level of the connection to send and receive data at the highest encryption level that is supported by the client.

The Set client connection encryption level setting is configured to Enabled and High Level encryption is selected in the DCBP for the three security environments that are defined in this guide.

You can configure this policy setting in Windows Server 2003 at the following location within the Group Policy Object Editor:

Computer Configuration\Administrative Templates\Windows Components\
Terminal Services\Encryption and Security
The three available levels of encryption are described in the following table:

Table 5.11 Terminal Services Encryption Levels

	Encryption level
	Description

	High level
	Encrypts data that is sent from client to server and from server to client with strong 128-bit encryption. Use this level when the Terminal Server runs in an environment that contains 128-bit clients only (such as Remote Desktop Connection clients). Clients that do not support this level of encryption will not be able to connect.

	Client Compatible
	Encrypts data that is sent between the client and the server at the maximum key strength that is supported by the client. Use this level when the Terminal Server runs in an environment that contains mixed or legacy clients.

	Low level
	Encrypts data that is sent from the client to the server with 56-bit encryption.

Important: Data sent from the server to the client is not encrypted.


Error Reporting

Table 5.12 Recommended Error Reporting Settings

	Setting 
	Legacy Client
	Enterprise Client
	Specialized Security – Limited Functionality

	Turn off Windows Error Reporting
	Enabled
	Enabled
	Enabled


This service helps Microsoft track and address errors. You can configure this service to generate reports for operating system errors, Windows component errors, or program errors. It is only available in Windows XP Professional and Windows Server 2003.

The Error Reporting service can report such errors to Microsoft through the Internet or to an internal file share. Although error reports can potentially contain sensitive or even confidential data, the Microsoft privacy policy with regard to error reporting ensures that Microsoft will not use such data improperly. However, the data is transmitted in plaintext HTTP, which could be intercepted on the Internet and viewed by third parties.

The Turn off Windows Error Reporting setting controls whether the Error Reporting service transmits any data. 

You can configure this policy setting in Windows Server 2003 at the following location within the Group Policy Object Editor:

Computer Configuration\Administrative Templates\System\Internet Communications Management\Internet Communications settings

Configure the Turn off Windows Error Reporting setting to Enabled in the DCBP for all three environments that are defined in this guide.

Creating the Policy Using SCW

To deploy the necessary security settings, you must use both the Security Configuration Wizard (SCW) and the security templates that are included with the downloadable version of this guide to create a domain controller baseline policy.

When you create your own policy, be sure to skip the "Registry Settings" and “Audit Policy” sections. These policy settings are provided by the security templates for your chosen environment. This approach is necessary to ensure that the policy elements that are provided by the templates take precedence over those that are configured by SCW.

You should use a new installation of the operating system to begin your configuration work, which helps ensure that there are no legacy settings or software from previous configurations. If possible, you should install the operating system on hardware that is similar to the hardware that is used in your deployment to help ensure as much compatibility as possible. The new installation is called a reference computer.

To create the Domain Controller Baseline Policy

You must use a computer that is configured as a domain controller to create the Domain Controller Baseline Policy. You can use either an existing domain controller or create a reference computer and use the Dcpromo tool to make the computer a domain controller. However, most organizations do not want to add a domain controller to their production environment because it may violate their security policy. If you use an existing domain controller, make sure that you do not apply any setting to it with SCW or modify its configuration.

13. Install the Security Configuration Wizard component on the computer through Control Panel, Add/Remove Programs, Add/Remove Windows Components.

14. Launch the SCW GUI, select Create new policy, and point it to the reference computer.
15. Ensure that the detected server roles are appropriate for your environment. Do not remove the File server role, because it is required for the proper operation of domain controllers.

16. Ensure that the detected client features are appropriate for your environment.

17. Ensure that the detected administrative options are appropriate for your environment.

Note: If your environment contains domain controllers in multiple sites, ensure that Mail-based Active Directory replication is selected.
18. Ensure that any additional services that are required by your baseline, such as backup agents or antivirus software, are detected.

19. Decide how to handle unspecified services in your environment. For extra security, you may wish to configure this policy setting to Disable. You should test this configuration before you deploy it to your production network because it may cause problems if your production servers run additional services that are not duplicated on your reference computer.

20. Ensure that the Skip this section checkbox is unchecked in the "Network Security" section, and then click Next. The appropriate ports and applications identified earlier are configured as exceptions for Windows Firewall.

Note: Ensure that Ports for System RPC Applications is selected.

21. In the "Registry Settings" section, click the Skip this section checkbox and then click Next. These policy settings are imported from the supplied INF file.

22. In the "Audit Policy" section, click the Skip this section checkbox and then click Next. These policy settings are imported from the supplied INF file.

23. Include the appropriate security template (for example, EC-Domain Controller.inf).

24. Save the policy with an appropriate name (for example, Domain Controller.xml).

Test the Policy Using SCW

After you create and save the policy, Microsoft strongly recommends that you deploy it to your test environment. Ideally, your test servers will have the same hardware and software configuration as your production servers. This approach will allow you to find and fix potential problems, such as the presence of unexpected services that are required by specific hardware devices.

Two options are available to test the policy. You can use the native SCW deployment facilities, or deploy the policies through a GPO.

When you start to author your policies, you should consider using the native SCW deployment facilities. You can use SCW to push a policy to a single server at a time, or use Scwcmd to push the policy to a group of servers. The native deployment method offers the advantage of the ability to easily roll back deployed policies from within SCW. This capability can be very useful when you make multiple changes to your policies during the test process.

The policy is tested to ensure that the application of this policy to the target servers will not adversely affect their critical functions. After you apply the configuration changes, you should begin to verify the core functionality of the computer. For example, if the server is configured as a certification authority (CA), ensure that clients can request and obtain certificates, download a certificate revocation list, and so on.

When you are confident in your policy configurations, you can use Scwcmd as shown in the following procedure to convert the policies to GPOs.

For more details about how to test SCW policies, see the Deployment Guide for the Security Configuration Wizard at http://technet2.microsoft.com/WindowsServer/en/Library/5254f8cd-143e-4559-a299-9c723b3669461033.mspx and the Security Configuration Wizard Documentation at http://go.microsoft.com/fwlink/?linkid=43450.
Convert and Deploy the Policy

After you thoroughly test the policy, complete the following steps to convert it into a GPO and deploy it:

25. At the command prompt, type the following command:

scwcmd transform /p:<PathToPolicy.xml> /g:<GPODisplayName>
and then press ENTER. For example:

scwcmd transform /p:"C:\Windows\Security\msscw\Policies\Domain Controller.xml" /g:"Domain Controller Policy"

Note: The information to be entered at the command prompt shows on more than one line here because of display limitations. This information should all be entered on one line.

26. Use the Group Policy Management Console to link the newly created GPO to the Domain Controllers OU, and make sure to move it above the Default Domain Controllers Policy so that it receives the highest priority.

Note that if the SCW security policy file contains Windows Firewall settings, Windows Firewall must be active on the local computer for this procedure to complete successfully. To verify that Windows Firewall is active, open Control Panel and then double-click Windows Firewall.

Remember that the newly created GPO can take some time to replicate to all domain controllers, especially in environments with domain controllers in multiple sites. After you verify that the GPO has replicated successfully, you should perform a final test to ensure that the GPO applies the desired policy settings. To complete this procedure, confirm that the appropriate settings were made and that functionality is not affected.

PAGE  
2

