OIT ENTERPRISE SERVICES 

CHANGE MANAGEMENT PROCESS

Change Control Rationale
Technological organizations require a process to manage proposed changes to production systems in order to assure the highest performance and availability of the systems we provide for the state.  Poor change control and the lack of a disciplined approach to making changes results in outages, the inability of people to work, a great amount of wasted time and lost productivity, and ultimately a threat to the safety and welfare of Maine’s citizens.

Management of the Office of Information Technology is committed to the highest standards of operation, leading to the most efficient, effective, secure, and available computer systems we can afford to produce.  Everyone who has the ability to affect the operation of a system is accountable to ensure that she or he carries out their duties with the highest standards of practice possible.  Everyone who has the ability to affect the operation of a system must communicate effectively with customers who could be affected by changes to the system.

Scope and Definitions
This process document applies to all OIT staff that administers, manages, or modifies any computer or network systems used by others.  Additionally, it applies to any non-CTS personnel who can modify an enterprise system.

Change – An action by any OIT  individual that has a possibility of having a noticeable impact on an enterprise or agency production system.

Change Manager (CM) (CAB chairperson) - Responsible for the change process communications and monitors all assigned changes.

Change Initiator (CI) – The individual requesting a change.

Change Implementer (CIM) – The individual executing the change.

Change Advisory Board (CAB) -  A group of Information Technology professionals that reviews all changes that will cause any possibility for risk of service impact and for scheduling conflicts. Serve as ‘facilitators’ for all proposed changes.

Change Summary Report (CSR) - Contains details of all proposed changes and the proposed implementation dates.

Request for Change (RFC) – Footprints ticket used to monitor and track changes.

Production System – A computer or network system and its related software and components that are used to do useful agency work.  A system used solely for testing is not a production system.  The test is whether a user application on that system would be adversely affected if the system were not running properly.

Enterprise System – A system managed and operated by OIT for the benefit of one or more outside agencies.

Stakeholder – A person or group that has an investment, share, or interest in a computer system, or is a subject matter expert or contributor to that system.

Technical Business Consultant (TBC) – Individual(s) assigned to perform as liaison between OIT  technology sections and user agencies
System Testing – Includes not only the changed component, but applications associated with that component.

Intent
This document is intended to provide a set of rules and guidelines so that workers will clearly understand the required change management process.  By following this process and these guidelines, workers will be able to identify the reason for a change, the risks posed by it, things to consider when planning it, how to document it, how best to ensure success and prevent damage, how to communicate it and to whom, and how to learn from it in order to improve future change process. This process also applies to system administrators, programmers and others involved with change particularly regarding appropriate testing processes, version control, quality control, change approval, and disaster recovery.

Continuous Improvement Cycle

PLAN
-----TEST-----COMMUNICATE-----EXECUTE-----ASSESS-----IMPROVE

Use what is learned to continually improve the change process.  Set perfection as the goal and use each event as a springboard toward perfection.

Considering a Change
Changes are required for many reasons, but it is always good to be clear about them, since any change implies some amount of risk.  When considering a change, clearly state in your documentation the reason(s) for the change.  What will be the benefit?  What would be the effect if the change were not made?  This can be a simple and quick task.

Planning the Change
Once you have decided a change is required, begin to document and plan the change.  This is a formal process.

1. Consider what the impact of the change could be if it causes a problem.  Note any dependencies.  Note and be aware of who uses the system and the impact on them or the people they serve if the system is not available, performant and accurate.  Note any other systems that are served by the one you plan to change, where testing may also be necessary and peers must be consulted.

2. Identify stakeholders.  Agency managers, other technicians, OIT managers, appointed authorities, and many others can be stakeholders.  Think of who is responsible for the work the system produces and communicate proposed change times to gain feedback into business unit impact.
3. Perform a preliminary risk assessment.  This is a simple factoring of THREAT times IMPACT.  If the change poses a small chance of causing a problem and few people are affected, the risk is low.  If the risk is moderate but few would be affected, it can still be low.  If the risk is small but thousands of people could be affected, the risk may be medium or even high.

4. Consider what could be done to mitigate the risk.  What kinds of tests would provide assurance that the change will not do harm?  What is the back-out strategy and how quickly can it be done? Can the back-out be thoroughly tested before the change?  Has the same exact back-out been done before?

5. If you assess the risk to be MEDIUM or HIGH, communicate the change proposal to the stakeholders.  Ask for confirmation of the risk assessment.  Work with stakeholders to identify the best time to make the change.  Work through objections.

6. Prepare a comprehensive change detail. The detail should be thorough enough that a peer will be able to see what you have done.  Document the tests you will perform to mitigate the risks.  Prepare a checklist of steps to implement the change and back it out.

7. If the risk is MEDIUM or HIGH, subject your plan to peer review.

8. Finalize your risk assessment.  If the risk is HIGH or if there is disagreement from stakeholders or peers, you must obtain approval of your plan from your division director.  Your director may want to see changes that have risks lower than HIGH.

9. Communicate the change, giving as much advance notice to the community as possible.  (See CHANGE NOTICE)

10. When feasible, TEST your plan according to your documentation.  UPDATE your plan according to your results.  REVISE your risk assessment with what you learn in testing.  FINALIZE your plan.  Expect your plan to be reviewed by your director.

11. Implement the change according to your plan.  (See IMPLEMENTATION)

12. TEST the system and its dependencies.  Decide whether the test was successful.  If in your judgment the change has caused some problems but should not be backed out, confirm your judgment with your director.  Communicate the change status.

13. Follow up.  Review the change and learn from any deviation from plan.  Document the change and what was learned, and make it a permanent part of the system documentation.  (See AFTER-ACTION REVIEW)

Change Notice
All Request for Changes (RFC) will be submitted via Footprints by the Change Initiator prior to one CAB meeting (Thursdays at 10:00). Changes submitted with a large impact or high risk may result in an implementation delay to ensure adequate publication time has been provided. At a minimum, the CI will include in the RFC the following actions germane to the requested change.    The information will contain nothing that would compromise system security.  Any substantial modification of the information requires re-notification.

· Date, time and duration of action

· Description of action

· System(s) and application(s) affected

· User groups affected

· Plain-English meaning to end users – what they will be unable to do during change; what, if any, change they will notice afterwards

· Risk factor – LOW, MEDIUM, HIGH.  This subjective risk assessment will be based on the likelihood of a problem, the approximate number of people affected, the degree to which the system’s operation is mission-critical, and the likely longest-time-to-recover.

· The process to back out the change and restore it to its prior state if necessary, whether the back-out has been tested, and any known negative consequences of the back-out such as data loss.

· Person responsible, including contact information.

· After the change, a status update showing whether the change was successful and any current impact must be annotated in the RFC.  If the change was unsuccessful and left a lasting impact, notice must be sent to stakeholders, users and the help desk.

Non-emergency changes must be posted to allow for one (1) CAB review prior to execution, unless there are extenuating circumstances or your division manager approves the short notice.  Requested changes allowing for only one (1) CAB review may be subject to delay pending requests for more information, ensuring adequate user notification, etc. Short notice change approvals must be annotated in the RFC. 

Implementation
Follow your plan’s checklist step by step.  If as you proceed you find you have left anything out, add it to the RFC in order to document the steps you actually took.  If you find yourself deviating significantly from your plan or if you find you underestimated the risk, STOP, RETHINK, DOCUMENT, BACK OUT if necessary.

If the change causes a system malfunction and the back-out process does not work as planned, you are in a disaster management mode.  You must communicate the status immediately to your director, duty manager, stakeholders, and the help desk and the CAB.  Your director will work with the system’s owner and may decide to convene an incident management team to assist you.  This team will handle communications, document the recovery effort, and assist in any effective way possible.

After-Action Review (AAR)
If the change implementation deviated in any significant way from your plan, an AAR is required to document the lessons learned.  After thorough planning and testing, the AAR is the most important tool for achieving excellence.  It will document what was learned by the change agent and anyone else affected by the change, and lead to improving change management and this document.  An AAR is not about assigning blame, but it is intended to discover the root cause(s) of problems so they can be fixed.  If the change created an unplanned outage or malfunction,, the AAR must be formal and detailed.  The proper steps of an AAR are:

1. The CAB will conduct a standard review of the out come of the change. 

2. If required, the OIT CTO will convene the AAR group, which will consist of the CAB, key stakeholders, those who provided technical or planning assistance, and other technically qualified staff personnel.  The CTO and CAB chair will lead the AAR and ensure that it is documented. If deemed necessary, The CTO or CAB chair will designate an appropriate individual to initiate an “Incident Management Report”.
3. Review the plan.  Did the agent follow the plan as written?  Was there significant deviation?  What was different, and why?  Did the back-out plan, if used, work as planned?

4. Document the lessons learned and make them a permanent part of the system’s documentation so that future change plans can be informed by what was learned.

5. If the change led to a catastrophe – a case where the back-out process did not work and recovery had to be done by making decisions on the fly, document what those decisions were, the effects they had, and what was learned.

6. Report back to the CAB within two days of the incident or event.
Change Advisory Board (CAB):

The CAB will consist of IT representatives from each OIT CTS discipline. This will allow for the identification of RFCs that will impact their supported agencies/departments to mitigate any conflicts. They will meet on a weekly basis and review all change requests brought before them by the change agent in accordance with the guidelines outlined above.  They may require additional documentation, and/or testing to ensure the requested change is needed has been properly planned for and that appropriate communications to stakeholders have taken place.
When to Initiate a Change Management RFC

Purpose – The purpose of this section of the document is to explain the OIT process for submitting RFCs or when to use the Customer Support project trouble ticket system. This section is intended to assist with determining if filing of an RFC is required.

Scope – This document will describe the overall process intent for the use of the Footprints ‘Request for Change’ (RFC) ticket and applies to all OIT employees.

A change – Documented via the Change Management project via RFC.
1. Alters or modifies a production system. (RFCs may be used to document changes to test/development systems at section discretion).

2. Will cause a predictable user impact or outage requiring sufficient user notification.

3. Can be planned and scheduled for convenience or by mutual agreement at user request. (In a week, 2 weeks, next month, etc.)

Emergency Change Requests

For emergency change requests, the following should be present:

1. A change or correction is required for production system, User service is not impacted but the change needs to be accomplished prior to the next CAB meeting. 

2. The change can be planned, and scheduled for quick implementation.

3. If any change is in response to a trouble ticket, the RFC contains a field to reference that ticket.

Maintenance action / fix – NO RFC REQUIRED – Documented via the Customer Service project via trouble ticket.

1. Restores or corrects unexpected system issues or outages, normally, without anticipated or planned modification.

2. Has adverse user impact or outage resulting in lack of services to agency or public.

3. Unplanned and unscheduled and not expected, leading to a required immediate fix action.

 

RFC ownership – Ownership is delegated to the section implementing the change.

1. Submitted by OIT staff, or

2. Completed by staff member knowledgeable about the details of the change (procedure, risk, impact, back-out, etc.), or

3. Completed by technical staff after receiving a user request and gathering appropriate information. 

Changes to production systems between 7:00am-6:00pm – Any change during this time period must be approved by the CTO or both CAB chairs in the CTO’s absence.
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Use of the Change Management Procedure

Purpose – The purpose of this section of the document is to explain the OIT process for scheduling and implementing a change related to OIT production systems and infrastructure architecture. This process is not intended to impede changes, but to facilitate, document, and mitigate impact.

Scope – This document will describe the overall process, the Footprints ‘Request for Change’ (FRC) ticket, and detail the actions that are required.

Procedure – Once a change has been determined to be required, the following procedure must be adhered to:

After supervisory approval, the change must be entered by the initiating party (Change Initiator) into the Footprints OIT Change Management Project. Approval must come from a direct supervisor or manager. At this point, the approving management entity becomes the Change Manager and that individual must update the RFC indicating their approval. The Change Manager assumes the responsibility for ensuring that appropriate notification actions have occurred and for overseeing and monitoring the change and its outcome. Non-emergency changes must be posted to allow for one (1) CAB review prior to execution, unless there are extenuating circumstances or your division manager approves the short notice.  Requested changes allowing for only one (1) CAB review may be subject to delay pending requests for more information, ensuring adequate user notification, etc. Short notice change approvals must be annotated in the RFC. 

EMERGENCY CHANGE APPROVAL MAY BE APPROVED BY THE OIT CHIEF TECHNICAL OFFICER, OR IN HIS ABSENCE, THE CHAIR OF THE CAB WITHOUT CAB REVIEW - ALTHOUGH CAB INPUT SHOULD BE SOUGHT OUT, WHEN POSSIBLE.
1. All mandatory fields in the “Request for Change (RFC)” must be completed for proper submission. Mandatory fields are in red text and include items such as date, time, system, impact duration estimate, possible global impact, back-out process, contacts, etc. The RFC fields are detailed later in this document.
2. Footprints will notify the Change Advisory Board (CAB) and the OIT TBCs of the nature of the change via the automated Daily Change Summary Report. The summary report is also publicly available on the INET Customer Support page at http://bis-isa1asfoot/webreports/Upcoming Changes.html
3. The change will then be reviewed by the CAB to detect any conflicts with other changes and by the TBCs to detect business unit conflicts. Any conflicts must be resolved prior to the implementation of the change by feedback to the initiator for a change or scheduling adjustment. The CAB may also request clarification from the CI before authorizing the change at which point the RFC will be placed in the status of ‘Under Review’. Once clarification has been provided, the status will be upgraded to ‘Authorized’.

4. Upon acceptance of a change, the responsible Change Manager (CM) (or approving management staff member) or CI will be notified via standard Footprints notifications.

5. The Change Implementer (may be other than the Change Initiator) may then implement the change.

6. Upon successful change implementation, the change implementer is responsible for annotating the change results and changing the status of the Footprints RFC to ‘Completed’. 

7. The CAB and CM will then receive, via E-mail the updated ticket. The CAB will perform an after action review, if deemed necessary, and the CM will publish the results and coordinate user queries. If deemed necessary, The CTO or CAB chair will designate an appropriate individual to initiate an “Incident Management Report”. The CAB will then close the ticket upon satisfactory review.

8. In the event that a change must be backed-out, the implementer will notify the CM and begin the back-out / recovery process. The CM is tasked with responding to user queries about the change failure and updating senior management in the event of serious service impact. The implementer must update the Footprints RFC and document the change issues and reason for back-out.

9. If the change is to be attempted again, it must be re-submitted to the CAB for review with any planned alterations. (Return to Step#2).

Footprints Request for Change (RFC) Fields
Purpose: This section of the document describes the individual fields of the RFC.

Scope:  Any individual that is required to comply with the OIT Change Process.

Introduction:  As with any change management system, detailed information regarding changes is required. The RFC has been designed to collect that information, yet be simple to use. The following describes the entry fields of the RFC and the type of information to be entered. Most fields have “drop-down menus” to simplify the entering of the required data.

New RFC for OIT Change Management

Brief Description – What is the change? (Code upgrade, screen modification, system reload, etc.)

Priority  - How urgent is the change?

Status – Current state of change request.

Comments and Updates – Required field for annotation of changes.

Change Initiator Information

CI’s work information.

RFC Information

Supported Agency – Read the print above this box!! - This field is used to assign the RFC to a specific TBC.  
Related Tickets – If there are related trouble tickets pertaining to the change, enter them here.

Reason for Change – Select an appropriate category from the list.

Category - Select an appropriate category from the list.

Risk Analysis – After analyzing the risk, select an appropriate category from the list.

Agencies Impacted – Select all that apply. (Shift-End for all, Control-click to select multiple)

Systems Impacted – What user services will be impacted? (E-mail, Internet, mainframe, ACES, MERITS, MOSES, etc.)

Authorized By – Approving management individual (that person MUST update the RFC with their approval recommendation).
Implementation Date/Time – Scheduled date, start time, and end time.

Changes to be Made – What is the change?

Detailed Reason for the Change – What is the need for the change?

Detail Change Procedure – How is the change going to be implemented? What are the steps?

Back Out Plan – If the change fails, how will you recover?

Sites Impacted – What physical locations are going to be impacted by the change?

Actual Start/End Date/Time – The date and time the change was actually done and completed.

Duration of Service Disruption – How long was the user community without service?

Change Implementer – Information of the individual actually performing the change.

Alternate Contact – Should the change cause issues and the implementer is not reachable, who should be contacted?

CAB Review Date – When the CAB reviewed the request.

CAB Recommendation – Review of the request for authorization, request rescheduling, or request for more information.

CAB After-Action Review – AAR by CAB to detect flaws in the process and research failed changes that caused an adverse impact for the user community.
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