Meeting of LWG:  PHI

Dawn:  The LD 1818 group has asked us to look at the issues of encryption and PHI.  If the hIN is sending phi infor to mhdo  would still need encryption.  

Colin:  We need to separate the  HIPAA piece from the policy piece.  What kind of policy framework can we have that would be acceptable from a policy standpoint.   There has to be some engagement with the delivery system on their comfort level. 

Paul:  Under HIPAA, there are public health authorities (PHA) that must be a governmental agency and this must have specific authority granted to it.  MHDO does not at first blush seem to be a PHA but upon further review the Maine law states that MHDO is to “advance public health”  and to the extent that it is gathers and working with CDC it is considered a PHA.   Covered entities are granted permission to discuss PHI but under privacy rule, they have discretionary authority to submit information to PHA.  And sometimes it is mandatory.   This circumstance allows MHDO to get PHI and to require that it be reported to them as a PHA.   

Sandy -  More comfortable saying the CDC = PHA than saying MHDO is a PHA. 

Dawn:  What other PHAs do we have in the State? 

Paul: City of Bangor and Portland and Sagadahoc county PHA; Maine CDC has 8 centers throughout the state, you could consider them as candidates as PHA; tribal. There is a distinction that employees and employers are not covered under HIPAA—When a hospital is wearing its employer and HIPAA doesn’t apply. 

Paul:  HIPAA has exceptions for 12 national priority purposes.  (In 512).  So for example, because phi is encrypted in motion or in rest—then it cannot be considered a breach.  But there is a difference between encryption and PHI.  

Mike:  If we had a “source of truth” could we get the info from MHDO?  

Paul:  MHDO is governed by state law.  It is not a covered entity under HIPAA.  However, the data is being submitted by the hospitals, who are covered entities, as is Medicaid. 

Jim H.  On-point supplies software to data submitters and they submit encrypted public available algorithm, and is one way which means that unless you have a key in hand, you can’t get to the data.  A 2nd one is that when OnPoint  gets the data there is a second encryption.  That would allow the payers to perhaps see their patients.  Vermont provides direct identifier and uses a two way model that you are given a key to.  The agreement is that we are the custodian for say the Medicare enrollees and CMS sends claims data to us.  Because in Maine we have double encryption =  would be okay under HIPAA.  There are some data that are not encrypted--f or example 3 digits of the zip code. 

Jim: In RI, weave a lock box vendor enrollment files only for specific purpose of building a unique  patient identifier.  They get the Id. from lock box via the unique ID and they  run through encryption at the lock box.  So it is two way. 

Dev:  PHI goes into hin and the user agreements dictate what info can be shared.  We are working on revisions to user agreements.   Current agreement is limited to getting PHI for treatment.  Starting  to move out of the strict treatment realm.  ACOs emerging out of one health care system, but the health care systems are asking for hin to provide them a notification when the patients show up in ER or out of system.  So within the ACO they can monitor their patients.  

Dev:  There is a concept in HIPAA when PHI is released--minimum necessary. We may want to have the discussion on that.   In the discharge data set, the hos has an EID enterprise identification that is institution specific, and makes it  a challenge for us to run the MHDO data and match with Clinical. 

 Colin:  part of what we have to summarize here is at least two options:  mhdo as the source of all truth and things needs to happen to have that.  Or alternative of having a master patient index with a match to MHDO.  Can we reverse engineer the MPI.  

Dev:  no.  

Dawn:  could do this with an audit of making sure the data numbers are correct.  

Mike:  the problem is coming up with an exhaustive list of what it is people are going to want to perform.  Because the fields are aggregated we could not get the things we wanted to get.  That’s why we are here.   There was still a HIPAA problem. 

Dev:  the main things is that we would overcome the longitudinal problem.  

Mike:  That is only part of the problem.  

Colin:  How do we express levels of exposure and benefits of the level and what can be done at the level and what is the risk.  

Mike:  One level is if we have baa in place with ce, we would have a structure to see the phi. And we may have members that have a right to see the data.   So the info goes to hin but coalition can’t get it in phi form.  We would have to recreate what the mhdo has done.  Why would we want to duplicate and recreate something already there.  

Paul:  There is a unique opportunity here and it will not come back for a while.  View this with flexibility.  

Dawn:  what about a grid with say 5 tiers and depending who you are you can get the information.  

Mike:  I agree so my question is why are we talking about specific technical solutions instead of the policies and legal frameworks?    

Dev: So level 1:  no phi no risk.  Encrypted:  look at levels that are published as being secure—in motion; in rest.    

Colin:  Can we morph the segments into how easily they can get data at different levels? Any request would have to be minimally necessary:  so we need clinical level of data.  If so, that would be released based on different needs and who.  

Dawn:  MHDO would have rules on publication of data.  Hos reports—at what level can data be released?  MHDO would develop and govern the requests. 
Josh:  If we think about what the needs are, and can articulate that for 1818, there are small levels of phi that is needed.  If it is patient care, that is also established.  So if we can use aggregated data, hipaa is not an issue.  So for value-based purchasing and ACOs, the need for PHI data needs to be identified.  

Mike:  HC operations is not treatment but there is still a need for phi.  Wellness, etc. is important.  What if you never release it but the phi is fundamental to the info.--Like population ages but not the name or date of birth.  Allowing someone to use the info but not identify the patient. Can we meet the needs of all stakeholders over the next few years?   For legitimate needs, effectively matching data is okay.  If there is no legal way to do it then be clear of the tradeoffs of not having it.  

Paul:  limited data sets that tether to the purpose.  An advantage of having state agency releasing info, is that you absolve private companies from liability.  

Mike:  if this fails, then say why.  Providers don’t want it.   If we believe that the reality is that patients will withdraw from HIN, then we say that is why we can’t do this.   If we say that is the issue, then we focus on it, to see if it can be overcome.  

Dawn:  Why wouldn’t we provide more options.  An opt-out at at hin and one at clinical reporting to the MHDO.   

Paul:  we have hospitals that have to report to MHDO and to CDC, and we have a mechanism to do that under law.  There could be a policy decision to say that if we don’t  use the police power to get the information and disseminate the information as needed, the health care industry will implode. 

Josh:  Are there other ways other than moving the mhdo to be able to have access, can we do that to avoid issues. 

MikeL  if all stakeholders agree, we could do that.  MHDO could have a vendor to that.  

Paul:  MHDO has 4 databases  with no methods or means to match.  The MPI can’t be identified into the database.  They appear to be doing this or want to under the RFP. 

Dev:   One of the challenges we face is that any movement toward the clinical data making its way into a public available structure that has PHI constructs will have confidence problems.  One of the key reason that people opt out is fear the gov will get their information.   The MCLU has stated that is a huge fear they hear about.  They don’t want the data to be with the government.  They prefer a private entity.  

Dev:  We could have a MPI where Anthem would have to provide hin with their membership on a pretty current basis.   Then HIN would have to provide the information to Anthem based on Anthem’s membership data.  HIN could take in eligibility file for MaineCare and could tell OMS when the patient goes into the ER or wherever they go.  

Jim:  A MPI would help.  Currently this a 128 character that we can not match up.  John vs. Johnathon.  

Dev:  The feasibility study is looking at this. This is taking the publically available data set from MHDO and see how well it is matched up with HIN.  The data set from MHDO is age.  HIN gets birth date.  How far can you go with the data set available to the public.   What do you gain from purposes of exposure to the PHI?  There will be two pools – uninsured (non-MHDO) and voluntary (HIN).  
Tom:  Why are you trying to do it with the least amount of PHI?  Why not the most PHI?  
Dev:  you would have to change rules at MHDO to do this.

Paul:  MHDO is on a much lower platform right now and is trying to change that with the RFP.  Any mechanism that we choose other than the MHDO, involves HIPAA, but not State law.  MHDO can be controlled by State law.  HIN is a private entity and as such works as a BA for the hospitals.  Would need to have user agreement.   

Colin/Dawn:  Will report back to the LD 1818 work group that encryption does not in and of itself, deidentify PHI.  It is still PHI, but is more secure in transit and in rest.  MHDO is a PHA under HIPAA which makes it more controlled by State law and would not violate HIPAA to use minimally necessary PHI for at least TPO purposes.  Need to build a continuum model  to depict this.  
