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Administrative Information
Estimated Time Range: 2 Hours

Presentation Methods:
1. On Line Delivery 

Media:
1. On line Delivery

Material & Equipment:
1. On Line Delivery

or
Presentation Methods:
1. Interactive Discussion

   2. Question and Answer Session

Media:
1. Power Point Slides (See attached)

2. Facebook Resources Handouts (See Attached)
Material & Equipment:

1. LCD Projector

2. Visual Presenter

3. Projection Screen

4. Laptop Computer Stand

5. Laptop Computer with Microsoft Power point Current Software

6. 10’ extension cord

7. H.D.M.I. or Monitor Cord to connect a laptop computer to Projector/Presenter

8. Power point file containing lesson plan slides
Goal
This class will give the student a comprehensive understanding of social media and its role in law enforcement.  As technology has evolved, social media has become an integral part most people’s lives.  By understanding the capabilities and resources available to law enforcement with regards to social media and networking, agencies and officers alike will be able use social networking to promote community relations and enhance investigatory skills.  Officers will also learn that social media can inversely impact a law enforcement career.  Officer’s will understand the personal disadvantages of social media and the dos and don’t of personal and professional use.

Performance Objectives
At the end of this lesson, the student will be able to accomplish the following as outlined in this lesson:
· 1.0.1
Define ‘social media’

· 1.0.2
Identify types of social media and list 4 websites that promote social media

· 1.0.3
Identify the background/history of social media

· 1.0.4 Give 2 examples of how social media allows a law enforcement agency to interact with its constituents.

· 1.0.5 Explain the importance of giving citizens a place to be heard by 

      their law enforcement agency.

· 1.0.6 Identify how to properly obtain the “user I.D.” or “group 

      I.D.” of a Facebook account

1.0.7 Identify the advantages of using social media

1.0.8 Identify the disadvantages of using social media

Maine Criminal Justice Academy

Lesson Plan Outline
	Outline of Instructional Unit
	Objectives & Notes

	    Introduction (1 minute)

1. Attention Grabber

2. Goals and Objectives

· 1.0.1
Define ‘social media’

· 1.0.2
Identify types of social media and list 4 websites that promote social media

· 1.0.3
Identify the background/history of social media

· 1.0.4 Give 2 examples of how social media allows a law enforcement agency to interact with its constituents.

· 1.0.5 Explain the importance of giving citizens a place to be heard by 

      Their law enforcement agency.

· 1.0.6 Identify how to properly obtain the “user I.D.” or “group 

      I.D.” of a Facebook account

1.0.7 Identify the advantages of using social media

1.0.8 Identify the disadvantages of using social media


	Play video of Maine Police Departments using Facebook

http://www.wmtw.com/technology/25884280/detail.html

	3. What is “Social Media”?

A. Definition

The term “Social Media” refers to the use of web-based and mobile technologies to turn communication into an interactive dialogue

B. Some Most Frequently Used Examples:

    1.Social Networking

        a. Myspace

        b. Twitter

            i. create profile and provide updates on   daily activity and information in real time.  Limit to 140 characters.

        c. Nixle

           i. targets municipal agencies. Partnered with National Law Enforcement Telecommunications System (NLETS). High level of security and reliability.  140 characters and can limit distribution lists

        d. Facebook 

           i.  most common social network.  Can harness power of use by understanding how it works.  Costs nothing to create, edit, or manage a site. Spreads information through ‘friends’   

        e. dating sites

        f. e-mail

       g. Buying/Selling Sites; eg “Craigslist”

       h. instant messaging sites – exchanging messages between 2 or more parties logged onto their Instant Messenger (IM) service provider at the same time. (MSN, AOL, Yahoo, G-Mail, etc. 

2. Video/Picture Sharing Sites

   a. You-Tube 

      i. can create agency profile and post videos for free.  Agency controls the content. 

   b. Flickr

   c. Photobucket

3. Music Sharing Sites

   a. Grooveshark

   b. Reverb Nation

   c. Livewire

   d. I Tunes

4. Blogs – Do it yourself, common interest, and informative.  Functions like an on-line newsletter that may contain images, links, discussion topics, & feedback from visitors.

5.  Peer to Peer – allows direct sharing of files between computers.  Any files can be shared.  This is very difficult to track and provide sustainable evidentiary value.

6.  Data Mining Sites - the process that attempts to discover patterns in large data sets.  The overall goal of the data mining process is to extract information from a data set and transform it into an understandable structure for further use
7. there are many other online sites and new sites are constantly being developed.  
	Ask if anyone can define social media

1.0.1

Show slides of each website

1.0.2

Emphasize Facebook most common.



	4. History of Social Media

A. 1971 - first e-mail sent by 2 people sitting side by side

B. 1978 - First Internet Bulletin Board 

C. 1979 - AOL instant messaging 

D. 2003 - MySpace took off 

E. 2004 - Facebook on the scene 

F. 2006 - Twitter makes its appearance 

G. 2008 - Facebook overtakes MySpace as biggest site 
	1.0.3



	5. Why use social media?

A. Social media can break down the barriers between law enforcement and their community/constituents.  Advantage is that the Law Enforcement agency is or demonstrates itself as more approachable.  It is also a more cost effective way for delivering information as opposed to meetings and visits.   Disadvantages it that it removes the personal contact. 

   B. There is a “blue wall” that needs to be torn down.  Using “social media” makes the agency more transparent and open to the community they serve.
   C. Create a feeling of connection with the community.        Younger generations use this form of communication more. 

   D. Ability to instantly spread information to a large mass of people.

For example, many people have Blackberries, iPhones or other smartphones that receive “push” notifications directly to their phone.  When information is updated, they receive it instantly.

   E. Provides the law enforcement agency with the opportunity to show the community what they have accomplished.

   F. A majority of residents aren’t aware of what their law enforcement agencies actually do. It’s good to show them how they’re resources are being used effectively.
	Why social media is a good way to communicate with the public.

Show slide of Facebook on iPhone

Show slides of Scarborough PD crime bulletin post & Law Enforcement Dog’s post.



	6. How can law enforcement use social media to their advantage to interact with the community?

A. Agencies can send out messages to many people instantly

i. Emergency Management Updates

ii. Weather Updates
iii. Crime Alerts

iv. Traffic Updates

a. Crashes

b. Road closures

c. Detours

d. Operating Under the Influence (OUI) Roadblocks

e. Electronic Speed Measurement enforcement areas

B. Agencies can communicate effectively with the community /constituents and provide them with crime prevention tips or other important information:
1. Update citizens on crime problems in the community

2. Show citizens how to protect themselves from such crimes.

3. Amber Alerts others or other Be on the Lookouts(BOLO’s)

4. Wanted posters or most wanted list

5. Crime Statistics for the region

6. Sex Offender information or link to registry

   C. Give citizens a place to voice their concerns:

1. Many times people just want to be heard and want to know that the law enforcement agency is aware of their concerns.

2. Traffic Congestion or other traffic related problems

3. Parking complaints

4. Speeding Issues

   D. Provide citizens with a forum to discuss laws:

1. Allows law enforcement agency to explain WHY laws are in place.

   E. Agencies can reach out to citizens for help investigating crimes.

1. Most of law enforcement manpower is allocated protecting 90% of the community from 10% of the rest of the community.

2. Most people genuinely want to help, sometimes just don’t know how to, or are “shy”.  Social Media allows for people to leave anonymous tips or help from the comfort of their own home.

3.Attempt to identify suspects involved in crimes

       a. Suspects from surveillance footage

       b. Suspect vehicles

       c. Stolen property

   F. Employment Opportunities within the agency
	1.0.4

 “What are some examples of messages that would need to be sent out instantly to the community?”

Show slide of storm info.

Show 2 slides of road closures.

Show slide of motor vehicle burglary information.

Show slide of traffic complaint.

1.0.5

Show slide of texting while driving blog. Emphasize 32 
Show Bangor PD SRO slide.  Emphasize a strong connection with students.

Show YouTube video on Philadelphia PD

Show slide of Wal-Mart surveillance footage.

Show slide of recovered dirt bike.

	7. How can law enforcement use social media to their advantage as an investigatory tool?

A. Almost EVERYTHING you do online is tracked!

       1. Example:

You are investigating a complaint involving a high school student who received harassing “wall posts” on her Facebook wall.  She stated that the person who posted them deleted them when she heard that the victim had called the police.  Now what are you going to do?

2.  Side jacking – tracks wireless traffic.  Anything being sent over the airways can be intercepted.  Encryption can make it very difficult to crack.  Can find User names, passwords, sites visited, Instant Messages, e-mail, etc.

3.  Can pretend to be another person.  Identity can be found in a cookie which is a piece of data that a web site copies over to another computer.

   B. Facebook generally holds data for 90 days, but can be  extended if requested by a law enforcement officer(LEO)

   C. First step is to identify the profile ID or group ID in the Uniform Resource Locator (URL).
   D. Inform Facebook what you are requesting:

i. Basic subscriber info

a. User Identification Number

b. E-mail address

c. Date and Time Stamp of account creation date displayed in Greenwich Mean Time (GMT)

d. Most Recent Logins (generally captures the last 2-3 days of logs prior to processing the request) in GMT

e. Registered Mobile Number

f. Verification on whether publicly viewable

ii. “Neoprint”

1. A “neoprint” is a document provided by Facebook to law enforcement which contains expanded subscriber information such as:

a. Profile Contact Information

b. Mini-Feed

c. Status Update History

d. Shares

e. Notes

f. Wall Postings

g. Friend Listing, with Friends Facebook ID’s

h. Groups Listing, with Facebook Group ID’s

i. Future and Past Events

j. Video Listing, with filename

iii. “Photoprint”

1. A “photoprint” is a document provided to law enforcement from Facebook which provides photos the user uploaded, as well as photos uploaded by others that the user is tagged in.

iv. Emergency Disclosure

1. Allows Facebook to provide user information instantly, without requiring a warrant or a subpoena.

2. Used when  exigent circumstances exist
v. Consent to release

1. Allows Facebook to release user data to law enforcement with the consent of the user.
	1.0.7

Show slide of identifying ID.

1.0.6

Explain Basic subscriber info.

Explain “Neoprint”

Explain “Photoprint”

when would “emergency disclosure” be used 



	8. “Undercover Online” example

A. law enforcement makes a fake Facebook profile and pretends to be someone else.

B. Makes a fake name and fake picture

C. “Friend Requests” local criminals

D. Gains access to their photos, wall posts

E. Remember, a warrant isn’t needed if the person’s profile is public

F. Consult your agency’s/district attorney’s policies to see what they think about this….there may be some controversy.


	Show slide of fake Facebook sign up form.

	9. Investigating Criminal Activity

A. Burglaries, Stolen Property, etc.

1. House listing on line – burglaries and copper thefts 

2. selling stolen goods on ‘Craigslist’ type sites.

3. monitor facebook accounts for who’s doing what

B. Gang Activity

C. Sex Offenders

D. Monitoring Criminal Activity in the Community

E. Anonymous Tip information 

F. Intelligence gathering

G. Map Sites

H. E-mail alert services

I. Syndicated news feeds

J. Podcasts

K. Useful Investigatory Sites (not exclusive list)
1.  Airline Report Corporation

2.  American Registry for Internet Numbers

3. Area Code locator

4. Clothing Identification

5. Credit Bureaus

6. Do Not Call lists

7.  Identify Theft sites

8. Inmate locator

9.  Mailbox locator

10. People finder 
11. Photo sites

12. Search Engine sites

13. Telephone Look Up sites

14. video search engines  

L. Cybervetting –assessment of a person’s suitabilty to hold a position using of information found on the Internet to help make that assessment.  As it applies as an investigatory technique:
1. Corroborates or contradicts information provided in an investigation.

2. Identifies other possible leads, witnesses, or suspects for an investigation.

3. could indicate if suspect made postings having engaged in criminal offenses.

4. indicates that a subject is associated with hate, criminal, or terrorist organizations. 
	

	10. Legal Requirements for Non Public Information Requests

A. Inquiries to Social Media Sites require, under the Federal Stored Communications Act (SCA), the following:

1. Valid subpoena in connection with an official criminal investigation containing pertinent information to the requested inquiry. (IP address, dates, etc).

2. Court Order

3. Search Warrant

4. Emergency requests (do not need any of the above.)  Must be a situation involving imminent serious bodily injury or death or imminent harm to a child.  See also 7., D., iv.

   B. Other Factors to consider

      1. Notification of the Inquiry

      2. Cost reimbursement 
	

	11. Disadvantages in Using ‘Social Media” sites

A. Improper Use of Agency site/communication equipment

1. can result in discipline up to and including employment termination.

2. can result in embarrassment for individual officer and/or the entire agency 

3. can result in criminal and civil penalties

4. can ruin your life, marriage, etc.

5. can be the basis for Brady/Giglio requests from defense attorneys

      a.  Brady vs. Maryland - suppression by the prosecution of evidence favorable to a defendant violates due process. 

   b. Giglio - prosecution has an affirmative obligation to disclose to the defense any material that may affect the credibility of prosecution witnesses. 

B. Improper use of personal sites

1. all of the same above apply to personal sites

2. Officers posting agency information and activities may open their personal accounts to scrutiny from defense attorneys

3. Sexting – this can land the officer in a lot of trouble for both sent, if the receiving party is a juvenile, and received pictures of juveniles. 

C. Language used can be taken out of context 

1. 90% of Communication is done through body language, tone of voice.  Many will read into the language that is used or something that might be missing, causing conflict. If it is that important, don’t use texting, e-mail or similar form of communication.  Make personal contact.    

D. Removes personal interaction  

1.  many still liked to be personally contacted and are more likely to be cooperative with the personal touch. 

E. Increased Caseload or work

1. Monitoring sites can be time consuming and take away from normal patrol duties.  Lines can be blurred between personal and business use.  Agencies should develop Social Media policies to guide officers, establish boundaries, etc.

F. Provides method for harassing or luring for officers on agency sites

1. Agencies should do their utmost to protect their officers from those who seek to romantically pursue an officer or protect them from undue harassment for performing the job. 

2.  Instant access to private information makes it easier for individuals to learn personal facts about an officer or the officer’s family.

3.  Instant access limits the cooling off period that a person considering retaliatory action for an enforcement action by a law enforcement officer. 

G.  Using Personal Devices for Work Related Purposes  

    1.  Personal Devices use for agency business can be the target of a future subpoena.  If you do not want your history of web site visited, texts, e-mails, etc. under public scrutiny, avoid using your devise for work related issues.
H. Impact on Law Enforcement

1.  Personal credibility is essential for Law Enforcement officers.
2.  Individuals can easily attack an officer’s character through social media.

3.  If an officer’s integrity is compromised, the image for the agency can also be compromised, as well as investigations, prosecutions, jury pools, political decisions on budgets, etc.

4.  Some individuals have even participated in cop baiting by intentionally creating confrontational situations with officers, often to record them, and exploit them for their own purposes. 

5.  Agencies should develop internal mechanisms to reduce potential threats to officers and should include the goal to eliminate officer’s personal information from social media sites.

a. Petitions for removal of information, and future monitoring.

b. e-mail alert and notification when a search engine is used for names and key information. 
12.  SPECIAL CONSIDERATIONS FOR LAW ENFORCEMENT 
A.  Agency must respect employee’s constitutional rights while ensuring that the use of social media does not adversely affect the agency. 

B.  Mistaken misperception that ‘postings’ are private speech.  Information is easily shared and it is place in the public domain.

C. Potential detrimental examples

1.  revelation of sensitive or restricted agency information or communications.

2. sexually explicit communications both for on and off duty.

3.  defamatory material

4.  derogatory communications that is targeted at a protected class of persons 

5.  communications that adversely impact a judicial proceeding or an investigation (Brady/Giglio material)

D. Free Speech and the Public Employee

   1.  Balancing act as free speech rights are cherished,  but not without reasonable limitations.

   2.  issue to consider is whether the statement is made in official capacity or as a private citizen.
3.  government employers have the ability to retain control over speech that owes its existence to a public employee’s professional responsibilities.

4. Agency policies might include:

a.  warning regarding the misuse of electronic media while on duty/employer provided computer systems
b.  prohibition on use of agency name, uniforms, vehicles, property, etc. or posting images of same.
c.  ban on disclosure of confidential information.

d.  caution regarding the posting of comments, pictures, video, etc., using personal devises that negatively impair working relationships, impact morale, impact community relations, or otherwise impact the efficiency and effectiveness for the agency operations.
	1.0.8



	 13. Conclusion

The use of Social Media provides a powerful and dynamic tool for law enforcement that has significant positive and negative implications.  Law Enforcement officers and agencies must use good judgment in the use of this tool to their advantage in community relations, investigations, etc. and at the same time, reduce exposure of the personal information of officers and limit the potential to civil litigation.

     
	


Criterion Test Questions
1. Define Social Media.

The term “Social Media” refers to the use of web-based and mobile technologies to turn communication into an interactive dialogue

2. List 4 of the 8 examples of websites presented in this lesson that promote social media.

a. Myspace

b. Twitter

c. Nixle

d. Craig’s list

e. Facebook

3. Give 2 examples of how social media allows a law enforcement agency  

      to interact with its community.

a. Agencies can send out messages to many people instantly

b. Agencies can communicate effectively with the community and provide them with crime prevention tips.

c. Agencies can give citizens a place to voice their concerns.

d. Agencies can provide citizens with a forum to discuss laws.

e. Agencies can reach out to citizens for help investigating crimes.

4. True or False    Social media is electronic communication used to share information.

5. True or False        An example of social media is a newspaper article.

6. True   False       Law Enforcement uses social media to monitor criminal activity

7. As mentioned in this lesson plan, identify the advantages of Social Media.  

A. Community Policing.

B. Chicks dig it.

C. Investigative tool.

D. All the above  

E. A & C only.
   8. As mentioned in this lesson plan, a disadvantage of social media in Law Enforcement is:

A.  Material can be taken out of context.
B.  Improper use by  LE Officers.

C.  Both A and B.
D.  Neither A or B.

   9. True or False. An officer can access an individual's social media site with out a court order/warrant/subpoena if life or death exigency exists.

10.  According to this lesson plan, “side jacking” is:



A.  Copying another’s Uniform Resource Locator



B.  Tracking wireless traffic


C.  slang for “data mining”



D.  used for Music Sharing sites only


11.  According to this lesson plan, the definition for a URL is:


A. Uniform Resource Locator




B. Unified Resource Locator



C. Uniform Retrieval Locator



D. Unabridged Resource Locator



E. Unified Result Locator  

 12.  According to this lesson plan, the use of personal communication devices by Law Enforcement officers for work purposes   can not be subpoenaed by a defense attorney.

A.  True

B.  False

12. According to this lesson plan, “cybervetting” as it applies to Law Enforcement as an investigatory technique, includes:

A. Identifying possible leads, witnesses, or suspects 

B. Corroborates or contradicts information provided in an investigation

C. Could indicate if a suspect made postings for a criminal offense

D. All the above

E. A & B only 
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| m RECOVERED! This dirtbike was stolen from a trailer in the beginning of August in
the Holmes Rd area. We have now recovered it from out of State. Through the
power of facebook, word got aut that it was stolen from Scarborough and we
were informed of s location. With the help of some good samaritans we are able
to return this ditbike to ts owner.
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First Name: | John

Last Name: | Doe

Your Email: | jdoe12345@hotmail.com
Re-enter Email:| jdoe12345@hotmail.com

New Password: | ee

Tam: Male 2

Bithday: May [x] 1 [ EEEO=

Why do I need to provide my bithday?
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