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Introduction:  


The purpose of this class is threefold (a) to provide officers an understanding of State and Federal laws that specifically address computers;  (b) to provide officers with an understanding of the steps required to properly identify and collect electronic evidence; and (3) to identify resources available to investigators. 

1. Introduction:  In the world of law enforcement, computers can either be viewed as targets of criminal activity or tools to facilitate criminal activity. When criminals target computers, the goals are often financial gain like the theft of credit card numbers, social security numbers, or confidential data.  When criminals use computers to facilitate crimes, the motive can still be financial gain; however, more often it is the exploitation of children, or the stalking of a former domestic partner.  Whichever the case, Maine law enforcement officers are increasingly being called upon to investigate crimes involving computers and to be able to identify, collect, and analyze electronic evidence. 

2. Crimes involving Computers: Recent students show that Maine law enforcement officers seize at least one computer every two days.  The majority of those computers are examined by the Maine State Police Computer Crimes, formally known as the Maine Computer Crimes Task Force.  While the majority of these crimes involve child exploitation, many other investigations involve electronic evidence also.  


3. Case Study: Online communications require a unique Internet address for every communication.  This is true of both the party sending the message and the party receiving the message.  By knowing how to access and trace Internet headers, officers can often find the location to which the communication originated.

4. State and Federal Laws:
a. Federal Law (ECPA:) ECPA defines what legal process is required for different categories of Internet service provider records.  Of note is that ECPA allows local and state police officers to obtain Internet service provider records through the issuance of a grand jury subpoena, even if the ISP is in another state.  These records can be separated into two categories: (1) subscriber records and (2) transactional records.  

i. Subscriber records tell us who the user is.  It includes the subscribers name, address, phone number, alternate e-mail address, length and type of service, payment history, and contacts with technical support.

ii. Transactional records tell us how the subscriber connected.  If the connection was via dial up modem, caller ID information may be available.  If the connection was via a high-speed connection, the subscribers Internet protocol address may be available.  In both cases investigators can possibly identify what physical address the connection originated from. 

b. Federal Law (PPA):  Be aware that certain types of work product are protected under the PPA.  If your suspect involved in publishing of any kind (even web sites) consult a prosecutor immediately.  Use common sense; if it’s not contraband, little harm is done in returning COPIES of work product if inadvertently seized.  See Steve Jackson Games v. U.S. Secret Service.

c. State Law:  Some of the most common crimes involving computers investigated by Maine law enforcement officers involve the exploitation of children.  Be aware that the age of the child varies from one offense to another.  If applying for a search warrant consider that if you have probably cause to search for possession of sexually explicit materials, you probably also have probable cause to search for evidence of production of sexually explicit materials (two different age groups.)  

5. State Law:  Some of the most common crimes involving computers that are investigated by law enforcement officers nationwide involve the exploitation of children.   Be aware that the age of the child varies differently from one offense to another and for that reason, when applying for a search warrant consider that for someone to be in possession of sexually explicit materials, someone had to produce it; therefore, if you have probable cause to search for sexually explicit materials, you have probable cause to search for evidence of it’s production.

6. Pre Search Considerations: 
a. What’s your legal authority to search?

a. Search Warrant:  think of electronic storage devices as filing cabinets.  You want to open the filing cabinet and look at the documents contained therein (though you would never do this on site.) If civilian expertise is required at the crime scene, or for the forensic examination, make sure it’s addressed in the affidavit and the warrant.  Seek legal review.  Consider contacting Assistant Attorney General Carlos Diaz or the Maine State Police Computer Crimes Unit.  They are available to assist in drafting your affidavit and warrant, or reviewing one you’ve prepared.  

b. Consent:  always try and get written consent.  Protected files are off limits unless specifically addressed.  Once probable cause is established, cease searching and seek warrant.   Be prepared to document and explain everything you did and saw during the search.  Forensically sound searches are possible; consider contains the Maine State Police Computer Crimes Unit for assistance.  

i. The National White Collar Crime Center offers a training called STOP, which teaches forensically sound previews of suspect systems using software tools that are available at no cost.  See www.nw3c.org.  

c. Employer / Employee Terms of Use Policy:  Some employers specifically address their ability to review any documents stored on company owned computers even going as far in some cases to state that the employee has no expectation of privacy and that their use of company computers can be monitored and shared with law enforcement.  Beware:  unless practice matches policy, such “banners” or policies may have no legal standing.

b. Planning is the key to success.  Knowing what to expect helps determine what and who to bring to the crime scene.  Electronic crime scenes vary in their complexity.  You may find a stand alone computer or a 30-computer network.    Knowing who to call for assistance if you find a scene more challenging than expected is key.  Consider consulting with the Maine State Police Computer Crimes Unit prior to or during your search. 

c. Interviewing the Victim:  Consider that the victim’s computer may also have evidence.  A forensic exam may reveal evidence not located on the suspect’s computer.  Forensic examiners can create a duplicate image of the victim’s computer and allow you to return their computer somewhat quickly.    Victim’s themselves can help provide you with details of the crime scene, the computers and technology used by the suspect, and other details which may help you establish probable cause.

7. The Electronic Crime Scene:

a. Secure the Scene:  
i. Officer safety is first and foremost.  A 40-year-old banker accused of child exploitation has a lot to loose.  Geeks can have guns too.    Don’t allow fellow officers to touch the computer.  Searching the computer at the scene may contaminate the evidence. 

ii. Avoid contamination by not turning on a computer that is off, on. Turning on a computer using Windows changes over 800 files before you touch the keyboard!   

iii. If the computer is on, photograph the screen and take notes about what you see on the screen including the time.   If a screen saver is on, or the computer is in sleep mode, move the mouse or the arrow keys but nothing else.  

iv. Often times, pulling the power plug from the back of the computer is the safest way to shut down the computer.  Do not the power plug from the wall, a batter back up system may be installed which causes the operating system to go into shutdown erasing evidence as it powers down.  Do NOT pull the plug on a server!  Use normal shut down procedures.   

v. Once the computer is shut down, photograph the computer from all angles.  If you are seizing the computer, label each cable and the port to which it was connected with corresponding labels.  This will allow for easy reassembly in court if necessary.   

8. Identifying Electronic Evidence:  Knowing what to seize is critical.  Almost anything is capable of being converted to an electronic storage device.  Memory cards come as small as a quarter so consider carefully the scope of your search.   If you encounter a network, or otherwise require assistance, contact the Maine State Police Computer Crimes Unit.  
9. Transportation and Storage:  Electronic evidence is fragile.  Use anti static bags for hard drives, disks, flash cards, thumb drives, or anything else capable of storing data.    Place the computer in the back seat, not the trunk.  Store in a dry, clean location with moderate temperatures.  Avoid extreme heat or cold.
10.   Interview Techniques:  Establishing who was behind the keyboard when a message was sent, or when a file was downloaded is your biggest challenge.  Don’t rely on forensics; use the interview to establish custody, control or ownership of the items you seized.  Try and identify passwords, email accounts, whether encryption is used, and their over all computer knowledge. 

11.  Forensic Examinations: The Maine State Police Computer Crimes Unit will provide forensic analysis of electronic evidence seized in criminal investigations.    Please contact Sgt. Glenn Lang with any questions.  He may be reached at 877-8081.
12. Legal Assistance:  Assistant Attorney General Carlos Diaz, who represents the Maine State Police Computer Crimes Unit, is available to assist you.  He may be reached at 822-0498 or carlos.diaz@maine.gov.  









RECOGNZING AND PROPERLY COLLECTING ELECTRONIC EVIDENCE DOES NOT USUALLY REQUIRE A SPECIALIST BUT DOES REQUIRE PREPERATION AND CAUTION AS ELECTRONIC EVIDENCE IS FRAGILE.








 











STRESS THAT KNOWING WHAT AND WHO TO BRING AND WHO TO CALL IF UNEXPETED CHALLEGES


ARISE IS THE KEY TO SUCCESS.  





 











INTRODUCE OFFICERS TO MAINE LAWS PERTAINING TO CHILD EXPLOITATION VIA COMPUTERS








 











STRESS THAT CASE LAW EFFECTS COMPUTER SEARCH WARRANTS GREATLY.  ALWAYS HAVE A PROSECUTOR REVIEW THEIR SEARCH WARRANT AFFIDAVIT. 








 











UTILIZE CASE STUDY TO SHOW HOW TO TRACE AN EMAIL AND TO BEGIN THE DISCUSSION ON FEDERAL LAWS (ECPA and PPA)








 











ESTABLISH THAT ALL LAW ENFORCEMENT OFFICERS WILL IN SOME WAY BE INVOLVED IN THE SEIZURE OF ELECTRONIC EVIDENCE.








 











RESOURCES





National White Collar Crime Videos: (a) Introduction to Internet Investigations and (b) Cyber Crime Fighting Video II





U.S. Secret Service Best Practices Guide to Seizing Electronic Evidence





HANDOUTS


Consent to Search Form


Forensic Questionnaire
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