MIYHS Data Release Policy

The Maine Integrated Youth Health Survey (MIYHS) is a collaborative project of the Maine Departments of Education (DOE) and Health and Human Services (DHHS), including the Maine Center for Disease Control and Prevention (Maine CDC) and the Office of Substance Abuse (OSA).  All requests for data made under the Freedom of Access law will be handled in accordance with that law.  Otherwise, all activities related to the design, collection of data and dissemination of data from the MIYHS is governed by a Memorandum of Agreement (MOA) between the Departments, and directed by a steering committee with representatives from each of these entities.  The MIYHS Steering Committee is committed to safeguard, protect and secure all individually identifiable health information entrusted to it in accordance with applicable state and federal law.  Identifying information includes data that could, either alone or in combination with other data (such as geographic area and race) potentially identify individual students, classes, schools or school administrative units (SAUs), referred to in this document as the “reporting entity”.
1.
Definition of Unrestricted and Restricted Data

1.1
Unrestricted Data

Unrestricted data are aggregated, state, county or Public Health District (PHD) reports with suppression rules in affect (see Section 2.4).

1.2 
Restricted Data 

Restricted data include any and all information created or received by the MIYHS that relates to the past, present, or future beliefs, attitudes, behaviors or mental or physical health condition of an individual student; and that allows for the direct or indirect identification of that student or that identifies a class, school or school administrative unit (SAU).  
2.
Data Release

This section describes methods for release of both unrestricted and restricted data. 
2.1
Single Point of Contact and Tracking Requests
The person who will manage all release of both restricted and unrestricted data will be the Data and Research Specialist in OSA’s Division of Data and Research, or another person with equal qualifications employed or contracted by OSA, Maine CDC or DOE.  This person, hereafter called the MIYHS Data Manager, will receive, review, respond to and electronically track each data request.  In addition, data release that might potentially cause a breach of confidentiality will be reviewed by OSA’s Director of the Division of Data and Research, or an equally qualified person, referred to in this document as the Data Supervisor. 
2.2
Release of Unrestricted Data

Many individual requests for unrestricted data can be satisfied through use of existing reports and publications and the website, and may be freely released to the public.  

Requests for unrestricted data not otherwise published may be made by telephone or in writing.  Requests should be as specific as possible and, at minimum, should stipulate the data items requested, geographic area (county, DHHS District or Maine), year/grade-level of survey, and a time frame for receiving the data.  Requests should also clearly identify a contact person to whom the MIYHS Data Manager can respond.  Unrestricted data will be provided even if the requestor refuses to identify himself/herself, so long as there is sufficient information to fulfill the request. .
2.3
Release of Restricted Data

In all cases, the minimum amount of restricted data should be released to adequately meet the requestor’s needs.
Although MIYHS data is an important tool for promoting and maintaining student health, inappropriate release of directly or indirectly identifiable data could result in harm both to reporting entities and to the MIYHS program.  For this reason, it is crucial that any DHHS/DOE employee with access to the MIYHS data (managers, contractors, and data users) strictly adhere to this Policy.  Failure to do so could result in sanctions against the employee (see Section 7).
In order to guide practice for data release, the terms “Internal”, “Schools and SAUs”, “Federal Partners,” and “External” are used in this document to categorize the end-users of restricted data. 

· “Internal” users are the members of the MIYHS steering committee, MIYHS Data Supervisor, and non-state workers under contract with the MCDC, MDOE or OSA for the purpose of conducting the survey. Internal users also include outside agencies (such as MaineCare and ChildLINK) with whom data sharing is necessary to carry out Maine CDC, OSA or Maine DOE operations.  All internal users with access to restricted data will be required to sign the MIYHS Confidentiality Agreement covering the disclosure of disaggregated data, but they will not need to seek additional IRB approval.
· Schools and SAUs that participate in the MIYHS will receive any of their aggregated data that follow suppression rules (see section 2.4).  Superintendents and SAU-level contacts will receive data for the individual schools in that SAU.  Principals and school-level contacts will receive their school’s data.  These data will be released in pre-formatted reports whenever possible.  Because of the possibility that disaggregated school or SAU data could identify individual students, it will only be available to internal users, and external users who have written superintendent permission, sign a MIYHS Confidentiality Agreement and get IRB approval..
· “Federal Partners” are federal government agencies, such as the US Centers for Disease Control and Prevention (US CDC), that have provided resources for the MIYHS implementation, and that will receive raw data as a prerequisite for funding. Use of the data will follow guidelines delineated in the contract with the Federal partner.
· “External” users include users of restricted data who do not fall into the first three categories above.  They include state agencies and contractors requesting access to the data for special analyses. 
Because raw (disaggregated) data, even with school identifiers removed, have the potential to identify a reporting entity if too narrowly defined (e.g., broken down by sexual orientation, race and medical condition), raw data will be released by the MIYHS Data Manager only after the requestor:

1. Submits a Confidentiality Agreement signed by the Principle Investigator/Project Director (PI).  The PI will be held responsible for observance of the restrictions in this policy by staff working under him/her.
2. Submits written approval or exemption for the Project from an Institutional Review Board (IRB) formed and maintained in accordance with the U.S. Department of Health and Human Services Code of Federal Regulations for Protection of Human Subjects (42 CFR 46, revised March 8, 1983); and
3. Receives approval for the Project from the Data Supervisor.

School and SAU identifiers will be removed from a disaggregated file sent to an external user unless the external user documents agreement from the SAUs in question that they have given permission for the SAU identifiers to be included.  If it is determined that part or all of a data request can be accomplished through limited in-house analysis using aggregated data, MIYHS reserves the right to create such products to fill a request, rather than release the disaggregated data.
2.4 
Cell Size

“Cells” refer to the space formed by the intersection of a row and column in a data table.  For example, a data table may include the category “race” in columns and the category “county” in rows.  The resulting cells within the table describe a population by race and county.  In some instances, cells provide very specific information about a limited number of people.  In general, problems with confidentiality and privacy occur when there are small denominators, or population sizes, within a given cell in the table. 

In order to reduce the risk of breaching confidentiality, the following guidelines shall be implemented when releasing data:

· County-level data will be released, regardless of the numerator cell size, if the underlying population of the cell is 5,000 or greater. (“Underlying population” refers to the total subpopulation described by the data, i.e., 15-24 year-old males.)

· County level data with cell sizes of 5 or fewer will be suppressed if the underlying population of the cell is less than 5,000.
· For geographic areas smaller than the county, regardless of the underlying population size, cell sizes of 5 or fewer will be suppressed.
· Reports will not be released for grades, schools or SAU’s with fewer than 20 participating students.
There are two primary methods used to release data that include small cell sizes:  aggregation and suppression.  These methods are described below.

Aggregation:  Aggregating data is the primary method used to collapse a dataset in order to create tables with no small numbers as denominators or numerators in cells.  Aggregation of data values is appropriate for fields with large numbers of values, such as dates, diagnoses, and geographic areas.

Suppression:  When it is not possible or desirable to create a table where all cell sizes are greater than 5, cell suppression is used.  Suppressed data will be reflected in tables as “five or fewer”, “fewer than 6” or “<6.”  The method of “primary cell suppression” is used to withhold the numerator in the cell that does not meet the threshold.  In the event that one cell is too small, two other “complementary” cells also need to be suppressed, including the next-larger cell and the total.  This rule applies to both rows and columns whenever totals are presented.  Complementary cell suppression must be completed in order to avoid inadvertent disclosure through back-calculation.  Note that cell suppression is a method of last resort due to the amount of labor needed to ensure that confidential information is not accidentally released as a consequence of complementary suppression.  Any geo-coding of the data will follow the policies set forth in this document and the Maine CDC Privacy Policy. 
2.5 Cost Reimbursement
The recipient of MIYHS data may be asked to reimburse the appropriate MIYHS agency for staff time and the cost of materials.

3.
Transmission of Disaggregated Data

When transmitting any portion of the disaggregated data base, a common-sense approach should be taken to ensure that only essential restricted data are shared in order to perform a required function.  
Disaggregated data sent to external users will be sent only by U.S. mail, interoffice mail, or private mail carriers.  All restricted data sent through U.S., private mail carriers, or interoffice mail shall be placed in envelopes stamped “Confidential.”  This applies to all mail containing disaggregated data.  Disaggregated data transported between staff offices shall also be placed in envelopes marked “Confidential.”  Anyone sending restricted data must ensure that the correct address is used, and that the address names an individual to receive the mail.

Disaggregated MIYHS data that are transmitted electronically:  
1) should be limited to those situations that require immediate receipt of the data; and
2) must be safeguarded against interception or access by persons who do not have clearance to view or use them.  

Use of email and cell phones to transmit/discuss disaggregated data is allowed only under limited circumstances.  Pursuant to the DHHS Policy Concerning Use of State Automation Equipment (Section IV, A): 

DHHS employees are hereby made aware that cell phones and Internet messages are generally not secure and can be easily intercepted by outside parties.  Non-encrypted cell phones and unsecured/non-encrypted Internet connections must not be used to discuss or disclose confidential or personal/protected health information (such as substance abuse/treatment, mental health condition(s), etc.).

At this time, email encryption is not available to DHHS or DOE personnel.  Therefore, disaggregated data may not be emailed to non-state email addresses.  Restricted data may be emailed only between state employees, where both the sender and the receiver have a state (@maine.gov) address, in password-protected documents and when the password has been conveyed to the receiver by other means.  In addition, encrypted cell phones are not available for use by Maine state personnel at this time.  Therefore, restricted data shall not be discussed using cell phones.

Pursuant to Section IV, E of the DHHS Policy Concerning the Use of State Automation Equipment, all email messages containing restricted password-protected data must have a label placed in the subject line that reads: “Confidential Information Enclosed” (see section 6.1).

When electronically transmitting restricted data, senders must ensure that a correct, updated email address is used.  The sender must also verify that the data were received by obtaining from the receiver a voice, or email confirmation.  If the data were not received, the sender must work with the State’s Office of Information Technology (OIT) staff to determine the location of the data and to retrieve them if possible.

Restricted data will not be faxed.
4.
Employee Access to Restricted Data 

Access to restricted data shall be limited to internal users, including agencies contracted with MIYHS to collect, process or analyze the data, and other agencies with whom data sharing is necessary to carry out Maine CDC, OSA or Maine DOE operations.

Maine state employees, including non-state contracted workers employed through MIYHS funds and supervised by MIYHS staff, with access to restricted data may only access restricted data remotely (via saved files or other applications) when it is necessary to access the restricted data in that time and setting.. 

Pursuant to the DHHS Policy Concerning Use of State Automation Equipment (Section IV, E, 9),, if an employee uses a personal computer that is not provided by the Department, for State business purposes, the PC must have installed and operating the current version of the State-approved anti-virus product.  The personal computer must not be used to access, download or store PHI or other confidential information.

5.
Storage of Restricted Data

5.1
Survey Forms 

At a minimum, written records containing restricted client data shall be stored in locked file cabinets.  As practical, office spaces should be locked and alarmed when unoccupied.  

Survey Forms shall be shredded within twelve months after final surveys are scanned.
5.2
Electronic Records

5.2.1 
Copying and Storage

At a minimum, survey data shall be stored on password-protected computers stored in locked and alarmed office spaces.  Data files shall be password protected, with user rights limited to those staff who work directly to collect, enter or analyze these data.  LAN backup tapes shall be treated in the same way as written data. 

The OIT Policy to Safeguard Information on Portable Computer and Storage Devices applies to the recipients of restricted MIYHS data, and includes properly classifying data and using encryption to prevent unauthorized access.  Data copied to portable devices must be tracked in writing. (Section I). Examples of portable computer and storage devices include laptops, pocket personal computers, Blackberries, hand-held devices (PDAs), USB thumb drives, cell phones, etc. 
When practicable, data stored on a portable device (such as an encrypted USB drive) should be copies of data stored on a secure state network drive; the user assumes the responsibility for any original data stored on a portable, encrypted device when the device itself or password is lost.
5.2.2
Equipment Disposal

When replacing computer hardware, it is the responsibility of the recipient of restricted data to ensure that any equipment used for storing restricted electronic records be thoroughly purged of data before being removed from program offices.  Purges must be conducted by qualified technicians who completely remove data so that it is “unrecoverable.”  In addition, removable storage devices no longer used to store restricted data must be either purged or destroyed by qualified personnel.

6.
Security Breach

6.1
Mandatory Reporting

Any DHHS or DOE staff person who suspects wrongful or negligent release of identifiable or potentially identifiable data shall immediately report to his or her direct supervisor, who will then immediately notify both his or her Division Director and the DHHS Privacy Officer.  All breaches will be investigated by the DHHS Privacy Officer or his or her designee(s).

Any violation of this Release Policy should immediately be brought to the attention of an employee’s direct supervisor, who will then notify both his/her Division Director and/or the DHHS Privacy Officer, or equivalent position in OSA or DOE, even in the absence of an actual security breach.   In addition, MIYHS staff will report any other information, incidents, etc., as required by law or other policies and procedures as established by the Maine CDC, Maine Office of Substance Abuse, the Department of Health and Human Services, or the Department of Education, to their direct supervisor, who will then immediately notify both his/her Division Director and the DHHS Privacy Officer.

6.1.1 Protocols for Reporting Suspected Breaches

Any suspected wrongful or negligent release of identifiable or potentially identifiable data, any violation of the Release Policy, or any other reportable incident described above shall be reported to the MCDC Privacy Officer, and to the MIYHS Steering Committee by submitting an email report detailing the date and nature of the suspected breach, a description of the identified information, the parties involved in the suspected breach, and any other relevant information. No personally identifying information need be included in this initial report.

All suspected breaches will be investigated by the DHHS Privacy Officer or his or her designee(s), who shall submit a detailed report of findings to the MIYHS Steering Committee, and other parties as necessary and appropriate. 

6.1.2 Individual Breaches

This Policy follows the definition of breach outlined in the American Recovery and Reinvestment Act of 2009 (P.L. 111-5): “the unauthorized acquisition, access, use, or disclosure of protected health information which compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information.” 

The following are not considered breaches for the purposes of this Policy:

· Unintentional acquisition, access, or use of protected health information when such action was made in good faith and within the scope of the employee’s job functions, and when the information is not further acquired, accessed, used, or disclosed.

· Inadvertent disclosure from an individual who is authorized to access protected health information to a similarly situated staff member within the same program.

· Information received as a result of an inappropriate disclosure that is not further acquired, accessed, used, or disclosed without authorization.

When the DHHS Privacy Officer or his or her designee(s) determine that a breach has occurred, a log of the breach shall be created that includes a description of what happened, including the date of the breach and the date of discovery of the breach; and a description of the types of information that were involved in the breach. The DHHS Privacy Officer or his or her designee(s) will submit a final report to the MIYHS Steering Committee and the parties involved describing how the breach was discovered and investigated and, as appropriate, strategies for preventing future breaches. 

As appropriate, other programs shall provide individual notice of breaches by the same standards. 

6.1.3 Multiple Breaches

In the case that the protected health information of multiple individuals is breached, the following notification standards apply for Maine CDC programs deemed to be covered entities:

· Individual written notice must be provided within 60 calendar days of discovery of the breach via first class mail, unless the individual has specified a preference to receive notices by electronic mail;

· If 10 or more individuals have insufficient or outdated contact information, a conspicuous posting shall be placed on the MIYHS web page, including a toll-free phone number where an individual can learn whether or not the individual’s information has been breached;

· If more than 500 individuals’ protected health information is breached, notice shall be made to prominent media outlets, including a toll-free phone number where individuals can learn whether or not their information has been breached. Such breaches shall be immediately reported to the U.S. Department of Health and Human Services.

As appropriate, other programs not deemed to be covered entities shall provide notice of breaches by the same standards. 

7
Sanctions

Upon notification of a Release Policy violation, the direct supervisor in coordination with the DHHS Privacy Officer will investigate the alleged violation with the accused MIYHS staffer.  The principles of progressive discipline will be followed, as dictated by the State’s Bargaining Contracts.  Disciplinary actions may include any of the following, depending on the severity of the wrongful or negligent breach: oral reprimand, written reprimand, suspension, demotion and dismissal. 

7.1
Whistle-Blower Exception

There will be no retribution or retaliation against employees for reporting violations, so long as reporting is done in good faith.  MIYHS management or staff will not intimidate, threaten, coerce, discriminate against, or take other retaliatory action against employees, business associates, et al., who either report violations of the Release Policy or who assist in investigations or other proceedings in relation to an alleged violation.

However, any employee who deliberately makes a false accusation with the purpose of harming or causing retaliation against another employee or the MIYHS program will be subject to disciplinary action.

7.2
Mitigation

MIYHS will seek to mitigate, to the extent possible, any harmful effect resulting from a breach of this Release Policy by an employee or other data user regarding release of restricted data.  MIYHS will take reasonable steps to determine how restricted information was improperly disclosed, how it might be used to cause harm, and what steps can be taken to alleviate the effect that resulted from the breach.

8.
Documentation

MIYHS Data Manager will document the Release Policy incident report either on paper or in electronic form.  All documentation will be maintained for six (6) years or longer by the Data Manager, according to State of Maine record retention policies.

9.
Revision

The MIYHS Steering Committee is responsible for revising this data Release Policy and any related procedures dealing with compliance as necessary.  The Committee will review the policy bi-annually, prior to the release of a new year’s data.  The MIYHS Data Manager will ensure that related policies and procedures are promptly revised, as necessary, and that appropriate notices are updated to reflect any changes made. 

10.
Denial of Access

If a request for data is denied, the requestor may appeal in writing to the MIYHS Steering Committee.  If the data appeal is also denied, an appeal may then be made to the DHHS Deputy Commissioner.  
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