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Mr. Chairman and Members of the Commission:

I am David Emery and I am here this morning in my capacity as the Deputy Commissioner of the Maine Department of Administrative and Financial Services to present a view of organizational and financial streamlining initiatives now being proposed for Maine’s Office of Information Technology.

OIT, as we refer to it, was created approximately 6 years ago for the purpose of making the delivery of information technology to Maine government, and to Maine taxpayers and consumers, more efficient, more reliable, more cost-effective and more secure. The main thrust of this effort was to centralize the authority for administration, selection, deployment and maintenance of OIT technology and services so that both financial and technological decisions could be better coordinated and managed. As a central component of this initiative, Maine has adopted an ‘enterprise system’ approach, a strategy commonly used by large organizations to standardize the selection of both hardware and software to facilitate the efficient deployment, upgrade and repair of the thousands of workstations, computers and software applications used, in this case, by state government. It is my strongly-held opinion that this was the correct approach for the State of Maine to take, and that by and large, Maine IT is now on the right track. That is not to say, however, that there have not been problems and challenges to be addressed and overcome. As with any other large enterprise serving thousands of clients and responsible for spending and managing many millions of dollars, significant issues have and will certainly arise from time to time that will require skillful and proactive leadership to manage effectively.

I am submitting written testimony this morning for the record, but will speak extemporaneously in the interest of time. My presentation consists of three sections:
· The first section provides an overview of management and administrative streamlining issues that DAFS has identified and steps we are taking to address them;
· The second section will discuss several exciting opportunities for Maine to take advantage of certain emerging technologies that promise to make IT more cost-efficient and accessible; and, 
· The third section will identify and describe some $1.3 million of bookable savings resulting from OIT financial adjustment and management decisions.

SECTION I.  Management and Administration of OIT. 
	Working with OIT Management and Internal Auditors, DAFS has identified several managerial, administrative and procedural improvements to upgrade security measures, facilitate disaster recovery, restructure the Project Management Office, enhance incident reporting procedures, improve the management of OIT resources, and clarify OIT billing procedures. Inasmuch as serious and prompt attention to these matters will save money and improve the delivery of OIT services, they are properly considered as an important element of our streamlining presentation. 

Incident Reporting Policies and Procedures.   Incidents, as we refer to them, are occurrences of problems affecting the hardware infrastructure or software applications that require corrective intervention by an OIT professional. OIT is in the process of aligning its existing major-incident reporting procedure with an Information Technology Infrastructure Library (ITIL) framework.  This framework will ensure that incident reports are reviewed and approved by senior management, will allow for the regular reporting of all major incidents, as well as the status of follow-up action items identified in the incident report.  This will be consistently applied across all OIT areas.  

Physical Security and Inventory Control.  Build Center access controls and inventory procedures continue to be refined. The keys to improved inventory control include:  limited access to inventory and the use of a robust inventory management database system to track deployment and use of OIT assets. The following control strategies are now being implemented or are planned for the immediate future: 
· OIT has assigned a technician to ensure that inventory is reviewed and reconciled on a daily basis;
· OIT will acquire an enterprise inventory asset management system capable of tracking PC assets, as well as other billable assets.  This system will integrate with the Human Resources (HR) system and the OIT billing system to improve the quality and integrity of the data;
· Key-card access will be limited to a fewer number of people having a specific need to access the inventory; and,
· Inventory will be tracked from acquisition through its final disposal through the Surplus Property System to insure that “surplussing” of OIT physical assets occurs only at the end of useful service life.

Data Security.   Threats to data security will remain a serious challenge for years to come given the number and sophistication of hackers that continually probe industrial, commercial and governmental data systems for vulnerabilities. OIT must take steps to adequately address these threats, including:
· The Applications Group must complete the process of designating a security officer for each major application;
· OIT must assign a security officer to be responsible for compliance with external Federal security requirements (IRS, FBI, HIPAA, for example), and those requirements must be thoroughly documented;
· OIT has developed a security awareness and training program which has been required of all OIT staff since FY2011. This training, however, is not currently required of other agencies (although some are bound by Federal training requirements), but ought to be available for non-OIT personnel as well; and,
· The Core Technology Systems (CTS) specialist must expand and improve upon the process of scanning servers for known vulnerabilities. These scans reveal a range of threats from ‘false positive’ to ‘severe’ and must be evaluated and managed according to the nature and severity of the detected threat. CTS must add threat remediation to the daily work schedule.

Business Continuity and Disaster Recovery (BC/DR).   OIT must develop a high-level plan to manage the restoration of OIT services in case of a disaster or other significant interruption of service. This plan must include steps to restore critical command, control and communication links; access to critical services and databases; and procedures to guarantee the continued integrity of critical state data. 

OIT has recently changed the format of its recovery documentation to follow the National Institute of Standards and Technology (NIST) Information System Contingency Plan (ISCP) template.  This model incorporates the roles and responsibilities of the business, the infrastructure teams, and the application teams during an outage.  Using this methodology, OIT recently completed a BC/DR plan for the Maine Integrated Health Management Solution (MIHMS) as part of the Centers for Medicare and Medicaid (CMS) federal certification process.  
· OIT must now refine this process to include each area of agency business in order to create comprehensive recovery documentation for all critical application systems; and,  

· OIT will extend this process to all state systems and agencies and will establish Business Continuity/Disaster Recovery priorities for all aspects of Maine state government, reflecting the need to restore and protect certain critical systems along with command, control and communications capabilities as quickly as possible.

Resource Management.   OIT has made solid progress tracking employee time and the scheduling of work and projects. The Time and Attendance Management System (TAMS) is being used by employees, allowing sufficient granularity to relate employee time working on a task with project work accomplished for billing and management purposes. This process was initiated for the Applications Group and for the Project Management Office this past July. The OIT Core Technology teams are now also using TAMS to track time relative to their operational areas (server, network, etc.), and relative to project work. The next step is to use the acquired data to better understand how OIT employees use their time, developing metrics to assist management in assigning work.

OIT Billing System.   OIT sets rates for IT services and bills the agencies according to their consumption of services.  Based on the requirements of the agencies to provide complete detail of all charges, the task of reviewing this detail and allocating the costs to the appropriate agency programs/accounts by the Service Centers can be very time consuming.  Additionally, due to the volume of detail, errors may be found on the bills that require research and adjustments.  DAFS has contracted with the CPA firm Berry Dunn to review the Billing Systems within OIT and the systems used by the Service Centers They will then recommend potential changes that would result in more accurate billing and a better understanding by the Service Center and the agencies where these charges should be allocated.       

Project Management.  In 2006, OIT adopted the so-called ‘Ten Step Process’ as an integral part of its Project Management Standards designed to require that all projects have certain specified documents and standards in place. Nevertheless, there remains a considerable amount of work that must be done within the Project Management Office.  Lists of projects and the status of each are not easily accessible; PMO managers do not regularly update internal project records to reflect ongoing progress; and the PMO Dashboard is consequently not up to date. Effective project management is crucial to efficient and cost-effective performance, and to achieving acceptable levels of customer service and satisfaction. In order to improve the performance of the Project management Office, OIT will:
· Review and enforce the implementation of the ‘Ten Step Process’;
· Review the performance of the PMO and PMO personnel assignments with a view to making needed structural and organizational changes;
· Restructure the relationship between the PMO project managers and the agencies in order to facilitate better coordination and communication between them as projects are conceived, planned and implemented;
· Develop a reliance on MOUs between the PMO and the agencies to spell out expectations, costs, scope of work, and to minimize change orders; and
· Insure prompt and accurate updates to project status reports and to the PMO Dashboard.

Financial and Purchasing Controls.   An improved method to tracking and reviewing telecommunications bills could possibly save the State of Maine as much as $100,000 per year in overcharges. An automated inventory/invoice tracking system would relate actual usage, user agreements and contracts, rates and other variables, all of which is extremely time-consuming and difficult when done manually.

Security Audit Logs.  The security audit logs are an important tool by which the Enterprise Security Officer is able to identify threats to Internet e-Mail and data security. However, they generate many gigabytes of data per hour. This volume of incoming log traffic is so immense that it is nearly impossible to analyze it in real-time, making the OIT process of analysis reactive rather than proactive. Data analysis tools capable of near-real-time inspection of the security audit log data stream would identify threats as they appear, limiting the probability of damage to critical systems or databases.


SECTION II.  Emerging Technologies. 
OIT has identified six initiatives that rely upon emerging technologies. These initiatives will facilitate a much more cost-effective and efficient delivery of IT services, promising to generate significant savings to the State of Maine over time.

Cloud-based Desktop Application Delivery.  OIT will modify the current Microsoft Enterprise Agreement that currently commits the State to the full Microsoft suite of desktop application software, such as Word, Excel, PowerPoint, Outlook, etc.  The State will leverage its existing licenses in the current suite of Microsoft products through the next biennium, during which time OIT will evaluate emerging cloud-based desktop application delivery alternatives.  These alternatives to be evaluated will include Google Apps and Google Mail, Microsoft 365, and similar cloud-based applications from IBM and other qualified vendors. It is anticipated that OIT will issue an RFP that specifies performance, volume and security requirements, among other things. The promise of cloud-based application services is to free OIT from many application management, upgrade and deployment expenses, as well as to allow the use of less-expensive desktop or portable systems without sacrificing functionality. The estimated annual savings starting in FY13 is $468,049 for the General Fund.  

Cloud-based Storage and Archiving.  Cloud-based data storage and archiving promises to greatly reduce the cost of user file storage. This will be a critical response to the cost growth caused by the rapidly-increasing consumption of storage capacity in response to the continuing accumulation of files and data on state systems.  The concept is that all user files over a certain age will automatically be archived in a low-cost non-consumption-based service based upon cloud technology.  Users would still have immediate access to the archived files as required for business purposes.  OIT will be able to right-size the amount of high-availability fast storage needed to support currently active files.  Preliminary estimates of possible annual savings starting with the rates established for FY14 is $150,000 to $250,000 (all Funds).  This is based on projected estimates of excess storage consumption by the agencies, utilizing budget figures for the current biennium.   One current offering from Google establishes it’s pricing by time in storage rather than by volume of data (the rate is now quoted as $45 per person per year). This strategy decouples volume from cost, making this structure potentially very attractive for state government. OIT will issue an RFP seeking proposals from any vendors capable of providing this service and able to meet the necessary security and data access requirements.

Data Center Right-Sizing.  As OIT relocates its primary data center from leased space on Edison Drive to a state-owned facility at 19 Union Street, it will leverage emerging technologies to reduce its footprint size and limit electrical power consumption.  This will be accomplished through the implementation of direct technologies such as in-line cooling, as well as utilizing cloud-based disaster recovery services.  ‘Right-sizing’ assumes that some critical data will reside in both the primary and secondary data centers, but that other data will reside in only one data center, with the backup data residing in the cloud instead. This technique will, for the first time, in effect, place an upper limit on local hardware and power requirements, thus saving money. More information regarding the actual build-out cost of the data center needs to be quantified before the savings estimates in future biennia can be verified.   However, the preliminary annual savings estimates are in the range of $200,000 to $300,000 (all Funds).  This would be realized after completion of the data center and amortization of any build-out cost. 

Server Virtualization.  OIT has made significant progress in virtualizing its Windows-based servers.  To date, this has allowed OIT to replace 16 physical servers with 16 virtual servers operating on a single hardware server, thereby reducing long-term total operating costs.  This technology also provides the flexibility to quickly set up host environments where and when needed, which can be levered to reduce total application support costs, resulting in reduced costs to the agencies.  This also contributes to right-sizing of the data center, our ability to use cloud-based disaster recovery services, and reduced power consumption. 

Voice over Internet Protocol (VoIP) Services.  OIT is expanding its use of VoIP to replace traditional copper-based telephone services throughout State Government.  Consumers may be familiar with VoIP services now sold commercially by Vonage and many Internet Service Providers such as Verizon. VoIP technology leverages the State’s IP infrastructure, including technologies such as session-initiated protocol (SIP), to provide additional user functionality at a lower cost per extension.  VoIP systems now run reliably with very good frequency response, taking advantage of the greater Internet bandwidth now (nearly) universally available. Estimated annual savings based on a 15-20% per line cost reduction would result in savings of $300,000 to $500,000 (all Funds) per year once fully implemented.  It is expected to be realized in the FY14-15 biennium.     

‘Bring Your Own Device’ (BYOD).  This is a shift from the use State-funded Blackberries to user-paid personal smart phones (e.g., Android or iPhone devices).  The strategy is to install apps for accessing state e-Mail and messaging on personal devices rather than issue state-owned phones. This reflects the increased demand for OIT to support consumer devices, the difficulty associated with collecting reimbursement for personal use calls, and State employees not wanting to carry two phones.  Assuming a reduction by 20% of the Blackberry devices in use by state employees, the preliminary estimate of savings to the state for FY14 would be in the $100,000 to $140,000 range. 

OIT Collaboration.  Inter-governmental collaboration and the establishment of public-private  partnerships can provide a cost-effective means to share resources and distribute costs. For example, the work that is being done through the ConnectMe authority is a public/private relationship that is building a high speed broadband connectivity backbone throughout our state.  Not only is this link vital to the Governor’s ‘Open for Business’ initiative, it also provides state and county governments a profound opportunity to collaborate in ways that were never before possible.   Maine Government now has the ability to share real-time infrastructure services and resources back and forth through a “Public Cloud”.  This “Public Cloud” can contain both municipal and county governments, both of which would benefit from an IT relationship with the state. To that end, OIT has met with County Commissioners from several counties and is now in the process of setting up a series of meetings with the County IT professionals to develop a plan of action. In particular, Somerset County is taking the lead on moving this collaboration vision forward.  OIT is also meeting with its counterparts from the other New England states to discuss areas of collaboration such as Business Continuity and Disaster Recovery space sharing within our respective Data Centers.  Other areas of interest include consolidation, cyber security, and the use of mobile devices within the State’s infrastructure. 


Section III.  OIT Bookable Savings.
An expanded explanation and description of OIT bookable savings will include the following:
    FY12	    FY13
Reduces funding to reflect additional		 (346,261)	  (248,520)
Technology savings as a result of the
Health, pension, retiree health and
Other initiatives authorized in
PL 2011 c. 380.

Savings from not renewing the				  (468,049)
Microsoft Enterprise Agreement
When it expires in May, 2012

Reduces funding for the finance and		 (134,680)	  (134,680)
HR data warehouses as a result of
Incorporating these changes in State-
wide Cost Allocation Plan (STACAP) rates.

						($480,941) 	 ($851,219)	    ($1,332,190)
